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Sendmai™ implements a general purpose internetwork mail routing facility under the UNIX® oper
ating system. It is not tied to yone transport protocol — its function may be likened to a crossbar switch,
relaying messages from one domain into anotierthe process, it can do a limited amount of message
header editing to put the message into a format that is appropriate for the receiving domain. All of this is
done under the control of a configuration file.

Due to the requirements of flexibility f@endmail the configuration file can seem somewhat unap-
proachable. Hwoever, there are only a fe basic configurations for most sites, for which standard configu-
ration files hae been supplied Most other configurations can be built by adjusting an existing configura-
tion file incrementally.

Sendmailis based on RFC 821 (Simple Mailafsport Protocol), RFC 822 (Internet Mail Headers
Format), RFC 974 (MX routing), RFC 1123 (Internet Host Requirements), RFC 1413 (ldentification
sener), RFC 1652 (SMTP 8BITMIME Extension), RFC 1869 (SMTP Service Extensions), RFC 1870
(SMTP SIZE Extension), RFC 1891 (SMTP ety Status Notifications), RFC 1892 (Multipart/Report),
RFC 1893 (Enhanced Mail System Status Codes), RFC 1894/diyefitatus Notifications), RFC 1985
(SMTP Service Extension for Remote Message Queue Starting), RFC 2033 (Local Measagastion
Protocol), RFC 2034 (SMTP Service Extension for Returning Enhanced Error Codes), RFC 2045 (MIME),
RFC 2476 (Message Submission), RFC 2487 (SMTP Service Extension for Secure &MTPS), RFC
2554 (SMTP Service Extension for Authentication), RFC 2821 (Simple Mail Transfer Protocol), RFC 2822
(Internet Message Format), RFC 2852 (la=liBy SMTP Service Extension), and RFC 2920 (SMTP-Ser
vice Extension for Command Pipeliningfiowever, snce sendmailis designed to work in a widerasld,
in mary cases it can be configured to exceed these protocols. These cases are described herein.

Although sendmailis intended to run without the need for monitoring, it has a number of features
that may be used to monitor or adjust the operation under unusual circumstances. These features are
described.

Section one describeswdo do abasicsendmailinstallation. Sectiortwo explains the day-to-day
information you should kne to maintain your mail system. If you b a elatively normal site, these tw
sections should contain sufficient information for you to instatidmailand keep it happ Section three
has information rgarding the command line gmments. Sectiofour describes some parameters that may
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be safely tweadd. Sectiorfive contains the nitty-gritty information about the configuration file. This sec-
tion is for masochists and people who must write theim oonfiguration file. Section six describes config-
uration that can be done at compile tinfhe appendixes @& a ief but detailed explanation of a number
of features not described in the rest of the paper.
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1. BASIC INSTALLATION

There are tw basic steps to installingendmail First, you hae o compile and install the binary
If sendmailhas already been ported to your operating system that should be simple. Second, you must
build a run-time configuration file. This is a file trendmailreads when it starts up that describes the
mailers it knows about, moto parse addresses,Wdo rewrite the message headand the settings of
various options. Although the configuration file can be quite coxp@econfiguration can usually be
built using an M4-based configuration language. Assuming yee le standarcdendmaildistribu-
tion, seecf/READMEfor further information.

The remainder of this section will describe the installatiosepidmailassuming you can use one
of the existing configurations and that the standard installation parameters are accéytgim¢h-
names and examples areagi from the root of thesendmailsubtree, normallyusr/src/usr.sbin/send-
mail on 4.4BSD-based systems.

Continue with the next section if you need/want to cong@ledmailyourself. Ifyou hare a un-
ning binary already on your system, you should probably skip to section 1.2.

1.1. Compiling Sendmail

All sendmailsource is in theendmailubdirectory To compile sendmail, “cd” into theend-
mail directory and type

./Build

This will leave the binary in an appropriately named subdiregtery., obj.BSD-0S.2.1.i386lt
works for multiple object versions compiled out of the same directory.

1.1.1. Tweaking the Build Invocation

You can gve parameters on thBuild command. Irmost cases these are only used when
theobj.* directory is first createdTo restart from scratch, use. These commands include:
-L libdirs
A list of directories to search for libraries.
-l incdirs
A list of directories to search for include files.

—-E envarvalue
Set an environment variable to an indicatatiebefore compiling.

-C Createa rewobj.* tree before running.

—f siteconfig
Read the indicated site configuration fild. this parameter is not specifie@uild
includes all of the files $BUILDTOOLS/Site/site.$oscf.mdand $BUILD-
TOOLS/Site/site.config.mdvhere $BRJILDTOOLS is normally../devtoolsand $oscf is
the same name as used onabg* directory See belav for a description of the site
configuration file.

-S Skip auto-configuration.Build will avoid auto-detecting libraries if this is sefll
libraries and map definitions must be specified in the site configuration file.

Most other parameters are passed to theke program; for details see$BUILD-
TOOLS/README

1.1.2. Creating a Site Configuration File

(This section is not yet completé&or now, see the file devtools/README for details.)
See sendmail/README for various compilation flags that can be set.
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1.1.3. Tweaking the Makefile

Sendmailsupports tw different formats for the local (on disk) version of databases,
notably thealiasesdatabase. Aeast one of these should be defined if at all possible.

NDBM The “ new DBM’’ format, aailable on nearly all systems around toddhis
was the preferred format prior to 4.4BSD. It allows such complengs as
multiple databases and closing a currently open database.

NEWDB The Berkeley DB package. Ifyou have this, use it. It allows long records,
multiple open databases, real in-memory caching, and so f&h. can
define this in conjunction witNDBM; if you do, old alias databases are read,
but when a ne/ database is created it will be in NEWDB format. As a nasty
hack, if you hse NEWDB, NDBM, and NIS defined, and if the alias file
name includes the substring “/ypsendmailwill create both n& and old \er-
sions of the alias file during mewaliascommand. Thiss required because
the Sun NIS/YP system reads the DBM version of the aliaslfie.ugly as
sin, but it works.

If neither of these are definesendmailreads the alias file into memory owesy invocation.
This can be slo and should bewided. Thereare also seeral methods for remote database

access:
LDAP LightweightDirectory Access Protocol.

NIS Suns Network Information Services (formerly YP).
NISPLUS Surs NIS+ services.

NETINFO NeXT's NetInfo service.

HESIOD Hesiodservice (from Athena).

Other compilation flags are setdonf.hand should be predefined for you unless you are porting
to a nev environment. Br more options segendmail/README

1.1.4. Compilationand installation

After making the local system configuration describedvabéou should be able to com-
pile and install the system. The script “Build” is the best approach on most systems:

./Build
This will useunamél) to create a custom Makefile for your environment.
If you are installing in the standard places, you should be able to install using
./Build install

This should install the binary in /usr/sbin and create links from /usr/baliases and
/usr/bin/mailq to /usr/sbin/sendmaiDn most systems it will also format and install man pages.
Notice: as of version 8.12ndmailwill no longer be installed set-user-ID root by algf. If

you really want to use the old method, you can specify it as target:

./Build install-set-user-id

1.2. ConfigurationFiles

Sendmailcannot operate without a configuration file. The configuration defines the mail
delivery mechanisms understood at this sitewho access them, o to forward email to remote
mail systems, and a number of tuning parameters. This configuration file is detailed in the dater por
tion of this document.

The sendmailconfiguration can be daunting at first. The world is complex, and the mail con-
figuration reflects that. The disttibon includes an m4-based configuration package that hides a lot
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of the complexity Seecf/READMEfor detalils.

Our configuration files are processedrbyto facilitate local customization; the directacf/
of thesendmaildistribution directory contains the source files. This directory contavesaesub-
directories:

cf Both site-dependent and site-independent descriptions of hosts. These can be lit-
eral host names (e.g., “u@x.mc”) when the hosts areatpvays or more general
descriptions (such as “generic-solaris2.mc” as a general description of an SMTP-
connected host running Solaris 2.x. Files ending (‘M4 Configuration”) are
the input descriptions; the output is in the correspondihdile. The general
structure of these files is described kelo

domain Site-dependentibdomain descriptions. These are tied to the way y@gaiaa-
tion wants to do addressingzor example,domain/CS.Berkeley.EDU.mdis our
description for hosts in the CS.Bely.EDU subdomain. These are referenced
using theDOMAIN m4 macro in themcfile.

feature Definitionsf specific features that some particular host in your site might.w
These are referenced using tREATURE m4 macro. Anexample feature is
use_cw_file (which tellsendmailto read an /etc/mail/local-host-names file on
startup to find the set of local names).

hack Localhacks, referenced using th&ACK m4 macro. Ty to avoid these. The
point of having them here is to m&ak dear that thg smell.

m4 Site-independem4(1) include files that hee information common to all configu-
ration files. This can be thought of as a “#include” directory.

mailer Definitionsof mailers, referenced using tMAILER m4 macro. Themailer types
that are known in this distribution are fax, local, smtp, uucp, and us€iet.
example, to include support for the UUCP-based mailers, use “MAILER(uucp)”.

ostype Definitionglescribing @arious operating system environments (such as the loca-
tion of support files). These are referenced usingd$ieY PEm4 macro.

sh Shelffiles used by then4 build process.You shouldnt haveto mess with these.

siteconfig LocalJUCP connectivity information. This directory has been supplanted by the
mailertable feature; gnnew mnfigurations should use that feature to do UUCP
(and other) routing. The use of this directory is deprecated.

If you are in a n& domain (e.g., a compg)) you will probably want to create a cf/domain
file for your domain.This consists primarily of relay definitions and features you want enabled site-
wide: for example, Beddey’s domain definition defines relays for BitNET and UUCFhese are
specific to Berkley, and should be fully-qualified internet-style domain namB#ease check to
malke eertain thg are reasonable for your domain.

Subdomains at Beetey are also represented in the cf/domain directofgr example, the
domain CS.Bertley.EDU is the Computer Science subdomain, EECS&erlEDU is the Electri-
cal Engineering and Computer Sciences subdomain, and S2Kl&d&BU is the Sequoia 2000
subdomain. Wu will probably hae t add an entry to this directory to be appropriate for your
domain.

You will have © use or createmc files in thecf/cf subdirectory for your hosts. This is
detailed in the cf/README file.

1.3. Detailsof Installation Files
This subsection describes the files that compriseghdmaiinstallation.
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1.3.1. /usr/sbhin/sendmail

The binary forsendmailis located in /usr/sbin It should be set-group-ID smmsp as
described in sendmail/SECURITYor security reasons, /, /usnd /usr/sbin should beamed

by root, mode 0755

1.3.2. /etc/mail/sendmail.cf

This is the main configuration file f@endmaf. This is one of the tw non-library file
names compiled intsendmatt, the other is /etc/mail/submit.cf.

The configuration file is normally created using the distribution files describe#. alio
you hare a prticularly unusual system configuration you may need to create a spasianv
The format of this file is detailed in later sections of this document.

1.3.3. /etc/mail/submit.cf

This is the configuration file fasendmailwhen it is used for initial mail submission, in
which case it is also called “Mail Submission PrografMSP) in contrast to “Mail Tansfer
Agent” (MTA). Startingwith version 8.12sendmailuses one of tw different configuration
files based on its operation mode (or the ré\ option). For initial mail submission, i.e., if one
of the options-bm (default),-bs, or -t is specified, submit.cf is used (ifallable), for other
operations sendmail.cf is used. Details can be foundemdmail/SECURITY submit.cf is
shipped with sendmail (in cf/cf/) and is installed byaddt If changes to the configuration need
to be made, start with cf/cf/submit.mc and fallthe instruction in cf/README.

1.3.4. /usr/bin/newaliases
Thenewaliasegommand should just be a linkgendmail

rm —f /usr/bin/nevaliases
In —s /usr/sbin/sendmail /usr/binimaiases

This can be installed in what search path you prefer for your system.

1.3.5. /usr/bin/hoststat

The hoststat command should just be a link ®endmail in a fashion similar to
newaliases This command lists the status of the last mail transaction with all remote hosts.
The -v flag will prevent the status display from being truncated. It functions only when the
HostStatusDirectory option is set.

1.3.6. /usr/bin/purgestat

This command is also a link sendmail It flushes expired (Timeout.hoststatus) informa-
tion that is stored in thidostStatusDirectory tree.

This is usually /usr/sbin on 4.4BSD and newer systemsy myatems install it in /usr/lib| understand it is in /usr/ucblib on
System V Release 4.

2Some vendors ship them owned by bin; this creates a security hole that is not actually retteichiil Other important di-
rectories that should ke restrictive ovnerships and permissions are /bin, /usr/bin, /etc, /etc/mail, /usr/etc, /lib, and /ust/lib.

SActually, the pathname varies depending on the operating system; /etc/mail is the preferred diBecberplder systems in-
stall it in /usr/lib/sendmail.cf, and I've dso seen it infusr/ucblib. If you want to mee tis file, add -D_RTH_SENDMAIL-
CF=\"ffile/name\" to the flags passed to the C compNéoving this file is not recommended: other programs and scripts khthis
location.

“The system libraries can reference other files; in particgfatem library subroutines thaendmailcalls probably reference
letc/passwand/etc/resolv.conf
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1.3.7. har/spool/mqueue

The directory/var/spool/mgueushould be created to hold the mail queue. This directory
should be mode 0700 and owned by root.

The actual path of this directory is defined by @eueDirectory option of thesend-
mail.cf file. To use multiple queues, supply a value ending with an astefsk.example,
Ivar/spool/mqueue/qdwill use all of the directories or symbolic links to directoriegihaing
with ‘qd’ in /var/spool/mqueu@s queue directories. Do not change the queue directory struc-
ture while sendmail is running.

If these directories va subdirectories or symbolic links to directories named ‘gf’,,'df
and ‘xf’, then these will be used for thefdifent queue file types. That is, the data files are
stored in the ‘dfsubdirectory the transcript files are stored in the'‘stibdirectory and all oth-
ers are stored in the “‘gfubdirectory.

If shared memory support is compiled sBendmailstores the \ailable diskspace in a
shared memory segment to reake values readilyailable to all children without incurring
system gerhead. Inthis case, only the daemon updates the data; i.e., the sendmail daemon cre-
ates the shared memory segment and deletes it if it is terminBdedse this,sendmailmust
have keen compiled with support for shared memory (-DSM_CONF_SHM) and the option
SharedMemoryKey must be set.Notice: do not use the sameykfor sendmailinvocations
with different queue directories or tifent queue group declarations. Access to shared memory
is not controlled by locks, i.e., there is a race condition when data in the shared memory is
updated. Hwever, snce operation ofendmaildoes not rely on the data in the shared memory
this does not rgtively influence the behavior.

1.3.8. har/spool/clientmqueue

The directory/var/spool/clientmqueushould be created to hold the mail queddis
directory should be mode 0770 and owned by user smmsp, group smmsp.

The actual path of this directory is defined by @heeueDirectory option of thesubmit.cf
file.

1.3.9. har/spool/mqueue/.hoststat

This is a typical value for thElostStatusDirectory option, containing one file per host
that this sendmail has chatted with recenttyis normally a subdirectory ahqueue

1.3.10. /etc/mail/aliases*

The system aliases are held in “/etc/mail/aliasé@sample is gien in “sendmail/aliases”
which includes some aliases whittustbe defined:

cp sendmail/aliases /etc/mail/aliases
edit /etc/mail/aliases

You should extend this file with greliases that are apropos to your system.

Normally sendmail looks at a databaseension of the files, stored either in
“letc/mail/aliases.dir” and “/etc/mail/aliases.pag” or “/etc/mail/aliases.db” depending on which
database package you are usifige actual path of this file is defined in thigasFile option of
thesendmail.cfile.

The permissions of the alias file and the databasgons should be 0640 to peat local
denial of service attacks as explained in the toed README in the sendmail distriltion. If
the permissions 0640 are used, be sure that only trusted users belong to the group assigned to
those files. Otherwise, files should nee®be goup readable.
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1.3.11. /etc/c or /etc/init.d/sendmail

It will be necessary to start up tkendmaildaemon when your system reboots. This dae-
mon performs tw functions: it listens on the SMTP socket for connections (toveawail
from a remote system) and it processes the queue periodically to insure that mail gareddeli
when hosts come up.

If necessaryadd the following lines to “/etc/rc” (or “/etc/rc.local” as appropriate) in the
area where it is starting up the daemons on a BSD-base system, or on a Shstesd-System
in one of the startup files, typically “/etc/init.d/sendmail”:

if [ —f /usr/sbin/sendmail —a —f /etc/mail/sendmail.cf ]; then
(cd /var/spool/mqueue; rm —f xf*)
/usr/sbin/sendmail —-bd —-q30m &
echo —n’ sendmail’ >/dev/console
fi
The “cd” and “rm” commands insure that all transcript filegeheen remued; extraneous
transcript files may be left around if the system goesndm the middle of processing a mes-
sage. Thdine that actually imokes sendmailhas tw flags: “~bd” causes it to listen on the
SMTP port, and “-q30m” causes it to run the quergeyehalf hour.

Some people use a more conx@artup script, removing zero length gf/hf/Qf files and df
files for which there is no qf/hf/Qf file. Note this is not advisalster example, see Figure 1 for
an example of a comptlescript which does this clean up.

1.3.12. /etc/mail/helpfile

This is the help file used by the SMHELP command. Ishould be copied from “send-
mail/helpfile”:

cp sendmail/helpfile /etc/mail/helpfile
The actual path of this file is defined in tHelpFile option of thesendmail.cfile.

1.3.13. /etc/mail/statistics

If you wish to collect statistics about your mail traffic, you should create the file
“letc/mail/statistics™:

cp /dev/null /etc/mail/statistics
chmod 0600 /etc/mail/statistics

This file does not gme. It is printed with the program “mailstats/mailstats.d.he actual path
of this file is defined in th& option of thesendmail.cfile.

1.3.14. /usr/bin/mailq

If sendmailis invoked as ‘mailqg; it will simulate the—bp flag (i.e.,sendmailwill print
the contents of the mail queue; see W¢loThisshould be a link to /usr/sbin/sendmail.

1.3.15. sendmail.pid

sendmailstores its current pid in the file specified by fielFile option (default is
_PATH_SENDMAILPID). sendmailusesTempFileMode (which defaults to 0600) as the per
missions of that file to pvent local denial of service attacks as explained in the tegd le
README in the sendmail distriltion. If the file already exists, then it might be necessary to
change the permissions accordinglyg.,

chmod 0600 /var/run/sendmail.pid

Note that as of version 8.13, this file is unlinked wisemdmailexts. As a result of this
change, a script such as the following, which mayehaorked prior to 8.13, will no longer
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#!/bin/sh
# remove zro length gf/hf/Qf files
for gffile in gf* hf* Qf*

do
if [ -r $qffile ]
then
if [! —s $qffile ]
then
echo —-n " <zero: $qffile>" > /dev/console
rm —f $qffile
fi
fi
done

# rename tf files to be df if the gf does not exist
for tffile in tf*

do
gffile="echo $tffile | sed 's/t/g/"
if [ -r $tffile —a ! —f $gffile ]
then
echo -n " <receering: $tffile>" > /dev/console
mv $tffile $gffile
else
if [ —f $tffile ]
then
echo —n " <extra: $tffile>" > /dev/console
rm —f $tffile
fi
fi
done

# remove d files with no corresponding gf/hf/Qf files
for dffile in df*

do
gffile='echo $dffile | sed 's/d/qg/"
hffile="echo $dffile | sed 's/d/h/"
Qffile='echo $dffile | sed 's/d/Q/*
if [ -r $dffile —a ! —f $qffile —a ! —f $hffile —a ! —f $Offile ]
then
echo -n " <incomplete: $dffile>" > /dev/console
mv $dffile ‘echo $dffile | sed 's/d/D/*
fi
done

# announce files that lva been saed during disaster recery
for xffile in [A-Z]f*
do
if [ —f $xffile ]
then
echo -n " <panic: $xffile>" > /dev/console
fi
done
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Figure 1 — A comple startup script

work:

# gop & start sendmail
PIDFILE=/var/run/sendmail.pid
kill ‘head -1 $PIDFILE

‘tail -1 $PIDFILE’

because it assumes that the pidfile will still exignediter killing the process to which it refers.
Below is a ript which will work correctly on both newer and older versions:

# gop & start sendmail
PIDFILE=/var/run/sendmail.pid
pid="head -1 $PIDFILE'
cmd="tail -1 $PIDFILE'

kill $pid

$cmd

This is just an xample script, it does not performyaerror checks, e.g., whether the pidfile
exists at all.

1.3.16. MapFiles

To prevent local denial of service attacks agpkined in the top le&l README in the
sendmail distribtion, the permissions of map files creatednigkemapshould be 0640.The
use of 0640 implies that only trusted users belong to the group assigned to those files. If those
files already exist, then it might be necessary to change the permissions accoedingly

cd /etc/mail
chmod 0640 *.db *.pag *.dir

2. NORMAL OPERATIONS

2.1. TheSystem Log

The system log is supported by thgslogd8) program. All messages frosendmailare
logged under theOG_MAIL facility°.

2.1.1. Prmat

Each line in the system log consists of a timestamp, the name of the machine that gener
ated it (for logging from seral machines er the local area network), the word “sendmail:”,

and a messafieMost messages are a sequenaeasfiiesvaluepairs.

The two most common lines are logged when a message is processed. The first logs the
receipt of a message; there will be exactly one of these per message. Some fields may be omit-
ted if they do not contain interesting information. Fields are:

from Theervelope sender address.
size Thesize of the message in bytes.

SExcept on Ultrix, which does not support facilities in the syslog.

5This format may vary slightly if your vendor has changed the syntax.
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class Thelass (i.e., numeric precedence) of the message.

pri Theinitial message priority (used for queue sorting).

nrcpts Thenumber of ewelope recipients for this message (after aliasing and for
warding).

msgid Themessage id of the message (from the header).

bodytype Themessage body type (7BIT or 8BITMIME), as determined from the
ervelope.

proto Theprotocol used to rece this message (e.g., ESMTP or UUCP)

daemon Thelaemon name from tHgaemonPortOptionssetting.

relay Themachine from which it was reced.

There is also one line logged per dely attempt (so there can beveml per message if deh
ery is deferred or there are multiple recipients). Fields are:

to A comma-separated list of the recipients to this mailer.

ctladdr The" controlling user”, that is, the name of the user whose credentials we use
for delivery.

delay Thetotal delay between the time this message waswvestend the current
delivery attempt.

xdelay Theamount of time needed in this deiy attempt (hormally indicate d the
speed of the connection).

mailer Thename of the mailer used to deli to this recipient.

relay Thename of the host that actually accepted (or rejected) this recipient.

dsn Theenhanced error code (RFC 2034)véitable.

stat Thedelivery status.

Not all fields are present in all messages; for example, the relay is usually not listed for local

deliveries.

2.1.2. Levels

If you have syslogd8) or an equialent installed, you will be able to do logging. There is
a lage amount of information that can be logged. The log is arranged as a successids.of le
At the lowest lgel only extremely strange situations are logged. At the highest,leven the
most mundane and uninterestinger@s are recorded for posteritAs a onvention, log levels
under ten are considered generally “useful;” logele abave 64 are reserved for debugging pur
poses. Leels from 11-64 are reserved for verbose information that some sites might want.

A complete description of the logvgs is given in section “Log Level”.

2.2. DumpingState

You can asksendmaito log a dump of the open files and the connection cache by sending it a
SIGUSR1signal. Theresults are logged aDG_DEBUGpriority.

2.3. TheMail Queues

Mail messages may either be deled immediately or be held for later deliy. Held mes-
sages are placed into a holding directory called a mail queue.

A mail message may be queued for these reasons:

« |f a mail message is temporarily undediable, it is queued and dedry is attempted laterlf the
message is addressed to multiple recipients, it is queued only for those recipients to whom
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delivery is not immediately possible.

« If the SuperSafe option is set to true, all mail messages are queued whie dekhttempted.

« If the DelveryMode option is set to queue-only or defa@t mail is queued, and no immediate
delivery is attempted.

« If the load gerage becomes higher than the value of the QueueLA option agLithesFactor
() option divided by the difference in the current loagrage and th&ueueLA option plus
one is less than the priority of the message, messages are queued rather than immediately deli
ered.

¢ One or more addresses are markedxgersve and delvery is postponed until the next queue
run or one or more address are marked as held via mailer which uses the hold mailer flag.

* The mail message has been marked as quarantined via a mail filter or rulesets.

2.3.1. Queudsroups and Queue Directories

There are one or more mail queuésach mail queue belongs to a queue group. There is
always a default queue group that is calleddqueue’ (which is where messages go byaléf
unless otherwise specified)The directory or directories which comprise the default queue
group are specified by the QueueDirectory optidimere are zero or more additional named
queue groups declared using @eommand in the configuration file.

By default, a queued message is placed in the queue group associated with the first recipi-
ent in the recipient listA recipient address is mapped to a queue group asvillé-irst,if
there is a ruleset callethieuegroug; and if this ruleset maps the address to a queue group
name, then that queue group is chosen. That is, the argument for the ruleset is the recipient
address and the result should$3&followed by the name of a queue group. Otherwise, if the
mailer associated with the address specifies a queue group, then that queue group is chosen.
Otherwise, the default queue group is chosen.

A message with multiple recipients will be split if féifent queue groups are chosen by
the mapping of recipients to queue groups.

When a message is placed in a queue group, and the queue group has more than one
queue, a queue is selected randomly.

If a message with multiple recipients is placed into a queue group with the '’ option
(maximum number of recipients per message) set to av@ositiue N, and if there are more
thanN recipients in the message, then the message will be split into multiple messages, each of
which hare & mostN recipients.

Notice: if multiple queue groups are used,nidd move cqueue files around, e.g., into a dif-
ferent queue directoryThis may hae weird efects and can cause mail not to be \aéeéd.
Queue files and directories should be treated as opaque and should not be manipulated directly.

2.3.2. QueueRuns

sendmailhas tvo different ways to process the queue(Ehe first one is to start queue
runners after certain intervalsnormal” queue runners), the second one is to keep queue runner
processes aroundgérsistent’ queue runners)How to slect either of these types is discussed
in the appendix “COMMAND LINE FLASS". Persistentqueue runners ka the adantage
that no ne processes need to be spawned at certain intervajsjusiesleep for a specified time
after the finished a queue run. Another advantage of persistent queue runners is that only one
process belonging to a workgroup (arkgroup is a set of queue groups) collects the data for a
queue run and then multiple queue runner may go ahead using that data. This can significantly
reduce the disk I/0 necessary to read the queue files compared to starting multiple queue run-
ners directly Their disadvantage is that ameueue run is only started after all queue runners
belonging to a group finished their tasks. case one of the queue runners triesvaglito a
slow recipient site at the end of a queue run, thd gaeue run may be substantially delayed.
In general this should be smoothed out due to the distribution of theggodls, hevever, for
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sites with small number of queue entries this might introduce noticable détageneral, per
sistent queue runners are only useful for sites with big queues.

2.3.3. Manuallnter vention

Under normal conditions the mail queue will be processed transparéttyeve, you
may find that manual intervention is sometimes necessaryexample, if a major host is dm
for a period of time the queue may become cloggdthoughsendmailought to receer grace-
fully when the host comes up, you may find performance unacceptably bad in the meémtime.
that case you ant to check the content of the queue and manipulate it as explained ixtthe ne
two sections.

2.3.4. Printingthe queue

The contents of the queue(s) can be printed usingntile) command (or by specifying
the—bp flag tosendmal):

mailqg

This will produce a listing of the queue id’s, the size of the message, the date the message
entered the queue, and the sender and recipidfrtdhared memory support is compiled in, the

flag —bP can be used to print the number of entries in the queue(s), provided a process updates
the data.However, as explained earlierthe output might be slightly wrong, since access to the
shared memory is not loel. For example, ‘Unknowvn number of entriesmight be shan.

The internal counters are updated after each queue run to the correct value again.

2.3.5. Forcing the queue

Sendmaikhould run the queue automatically at intdsv Wherusing multiple queues, a
separate process will by @eflt be created to run each of the queues unless the queue run is ini-
tiated by a user with the verbose flag. The algorithm is to read and sort the queue, and then to
attempt to process all jobs in ordéVhen it attempts to run the jobendmaiffirst checks to see
if the job is locled. Ifso, it ignores the job.

There is no attempt to insure that only one queue processor exisystan@rnsince there
is no guarantee that a job cannotetédrever to process (havever, sendmaildoes include heuris-
tics to try to abort jobs that are taking absurd amounts of time; technitédlywiolates RFC
821, lut is blessed by RFC 1123). Due to the locking algorithm, it is impossible for one job to
freeze the entire queuddowever, an uncooperatie recipient host or a program recipient that
never returns can accumulate maprocesses in your systennfortunately there is no com-
pletely general way to savhis.

In some cases, you may find that a major host goimgndor a couple of days may create
a prohibitively large queue.This will result insendmailspending an inordinate amount of time
sorting the queue. This situation can be fixed byimpthe queue to a temporary place and
creating a @ queue. Theold queue can be run later when the offending host returns to service.

To do this, it is acceptable to nae the entire queue directory:

cd /var/spool
mv mqueue omqueue; mkdir mqueue; chmod 0700 mqueue

You should then kill the ®isting daemon (since it will still be processing in the old queue direc-
tory) and create a medaemon.

To run the old mail queue, issue the following command:
/usr/sbin/sendmail —C /etc/mail/queue.cf —q

The —C flag specifies an alternate configuration €jleeue.cfwhich should refer to the med
queue directory
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O QueueDirectory=/var/spool/omqueue

and the—q flag says to just runvery job in the queueYou can also specify the med queue
directory on the command line

/usr/sbin/sendmail —oQ/var/spool/omqueue —q

but this requires that you do notyequeue groups in the configuration file, because those are
not subdirectories of the med directory. See the section about “Queue Group Declaration’
for details; you most likly need a different configuration file to correctly deal with this problem.
However, a poper configuration of queue groups showdia filling up queue directories, so
you shouldrt run into this problem. If you h& a £ndeng towad voyeurism, you can use the

-v flag to watch what is going on.

When the queue is finally emptied, you can reenbe directory:
rmdir /var/spool/omqueue

2.3.6. QuarantinedQueue Items

It is possible to "quarantine" mail messages, otherwise knownvaopes. Erelopes
(queue files) are storeditnot considered for defiry or display unless the "quarantine" state of
the ewelope is undone or dekery or display of quarantined items is request€larantined
messages are tagged by using a different name for the queue fiiestefad of 'gf’, and by
adding the quarantine reason to the queue file.

Delivery or display of quarantined items can be requested usinggdlag tosendmail
or mailg. Additionally, messages already in the queue can be quarantined or unquarantined
using the newQ flag to sendmail For example,

sendmail -Qreason -q['][l|R|S][matchstring]

Quarantines the normal queue items matching the criteria specified lmy{'{fifR|S][match-
string] using the reasonygn on he—-Q flag. Likewise,

sendmail -qQ -Q[reason] -q['][I|R|S|Q][matchstring]

Change the quarantine reason for the quarantined items matching the criteria specified by the
-q['[I|R|S|Q][matchstring] using the reasonygn on he-Q flag. Ifthere is no reason,

unquarantine the matching items and m#iem normal queue items. Note that thg flag

tells sendmail to operate on quarantined items instead of normal items.

2.4. DiskBased Connection Information

Sendmaiktores a lage amount of information about each remote system it has connected to
in memory It is possible to preseevsome of this information on disk as well, by using thestSta-
tusDirectory option, so that it may be shared betweererse invocations ofsendmail This allovs
mail to be queued immediately or skipped during a queue run if there has been aaikgeninf
connecting to a remote machiniote: information about a remote system is stored in a file whose
pathname consists of the components of the hosthameenseeorder For example, the informa-
tion for host.example.comis stored incom./example./host For top-level domains lile com this
can create a large number of subdirectories which on some filesystemsheaistesome limits.
Moreover, the performance of lookups in directory with thousands of entries can be fairly slo
depending on the filesystem implementation.

Additionally enablingSingleThreadDelvery has the added effect of single-threading mail
delivery to a destination. This can be quite helpful if the remote machine is running an SMTP
sener that is easily werloaded or cannot accept more than a single connection at a time, but can
cause some messages to be punted to a future queue run. It also apglibedts, so setting this
because you lva ;e machine on site that runs some software that is easilyjun can cause mail
to other hosts to be slowedwdo. If this option is set, you probably want to set MiaQueueAge
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option as well and run the queue fairly frequently; thég/\jobs that are skipped because another
sendmailis talking to the same host will be triedag quickly rather than being delayed for a long
time.

The disk based host information is stored in a subdirectory amthesue directory called

hoststaf. Remaving this directory and its subdirectories has an effect similar tqptingestat
command and is completely safelowever, purgestat only remaes expired (Timeout.hoststatus)

data. Theinformation in these directories can be perused withhthetstatcommand, which will

indicate the host name, the last access, and the status of that access. An asterisk in the left most col-
umn indicates that sendmailprocess currently has the host locked for maivegfi

The disk based connection information is treated the same way as memory based connection
information for the purpose of timeouts. By default, information about host failures is valid for 30
minutes. Thigan be adjusted with tliémeout.hoststatusoption.

The connection information stored on disk may be expired watiare with thepurgestat
command or by woking sendmail with the-bH switch. Theconnection information may be
viewed with thehoststacommand or by woking sendmail with the-bh switch.

2.5. TheService Switch

The implementation of certain system services such as host and user name lookup is con-
trolled by the service switch. If the host operating system supports such a switch, and sendmail
knows about itsendmailwill use the natie vesion. Ultrix, Solaris, and DEC OSF/1 argaemples

of such systenfs

If the underlying operating system does not support a service switch (e.g., SunOS 4.X, HP-
UX, BSD) thensendmailwill provide a stub implementatiorilhe ServiceSwitchFileoption points
to the name of a file that has the service definitions. Each line has the name of a service and the
possible implementations of that servider example, the file:

hosts  dndiles nis
aliases filesis

will ask sendmailto look for hosts in the Domain Name System filgthe requested host name is
not found, it tries local files, and if that fails it tries NISimilarly, when looking for aliases it will
try the local files first followed by NIS.

Notice: sincesendmailmust access MX records for correct operation, it will use DNS if it is
configured in theserviceSwitchFilefile. Hencean entry like

hosts  fileddns
will not avoid DNS lookups een if a host can be found in /etc/hosts.

Service switches are not completely greted. Br example, despite the fact that the host
entry listed in the ab@ example specifies to look in NIS, on SunOS thanivhappen because the
system implementation gighostbynamé3) doesrt understand this.

2.6. TheAlias Database

After recipient addresses are read from the SMTP connection or command nere¢he
parsed by ruleset 0, which must resote a {mailer, host addres$ triple. If the flags selected by
the mailer include theA (aliasable) flag, thaddresspart of the triple is looked up as theyk(.e.,
the left hand side) in the alias database. If there is a match, the address is deleted from the send

"This is the usual value of ti¢ostStatusDirectory option; it can, of course, go anywhere yowelik your filesystem.

8HP-UX 10 has service switch suppomtt lsince the APIs are apparently netimable in the librariesendmaildoes not use the
native rvice switch in this release.
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gueue and all addresses on the right hand side of the alias are added in place of the ahas that w
found. Thisis a recursie gperation, so aliases found in the right hand side of the alias are similarly
expanded.

The alias database exists inotWorms. Oneis a text form, maintained in the file
/etc/mail/aliases.The aliases are of the form

name: namel, namez, ...
Only local names may be aliased; e.g.,
eric@prep.ai.MIT.EDU: eric@CS.BerkgleEDU

will not have the desired effect (except on prep.ai.MIT.EDU, and threbably dont want mej.
Aliases may be continued by startingyaontinuation lines with a space or a tab or by putting a
backslash directly before thewdine. Blanklines and lines beginning with a sharp sign (“#”) are
comments.

The second form is processed by tibm(3)'° or the Berleley DB library. This form is in
the file /etc/mail/aliases.dlfif using NEWDB) or/etc/mail/aliases.diland/etc/mail/aliases.pagjif
using NDBM). This is the form thatendmailactually uses to resadvdiases. Thisechnique is
used to impree performance.

The control of search order is actually set by the service switch. Essettialntry
O AliasFile=switch:aliases

is aways added as the first alias entry; also, the first alias file name without a class (e.g., without
“nis:” on the front) will be used as the name of the file fofiles”” entry in the aliases switchFor
example, if the configuration file contains

O AliasFile=/etc/mail/aliases
and the service switch contains
aliases nidiles nisplus

then aliases will first be searched in the NIS database, then in /etc/mail/aliases, then in the NIS+
database.

You can also uséliS-based alias filesfFor example, the specification:

O AliasFile=/etc/mail/aliases
O AliasFile=nis:mail.aliases@my.nis.domain

will first search the /etc/mail/aliases file and then the map named “mail.aliases”.ms ashgmain”.
Warning: if you build your an NiS-based alias files, be sure to yide the-I flag to makedbr(B)

to map upper case letters in theykto lower case; otherwise, aliases with upper case letters in their
names wort’match incoming addresses.

Additional flags can be added after the colon exactydiK line — for example:
O AliasFile=nis:—N mail.aliases@my.nis.domain
will search the appropriate NIS map andi@ls include null bytes in theely Also:
O AliasFile=nis:—f mail.aliases@my.nis.domain
will prevent sendmail from downcasing theykbefore the alias lookup.

°Actually, any mailer that has theX' mailer flag set will permit aliasing; this is normally limited to the local mailer.
*The gdbmpackage does not work.
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2.6.1. Rehilding the alias database

The hashor dbmversion of the database may be uitexplicitly by executing the com-
mand

newaiases
This is eqwident to givingsendmaithe —bi flag:
/usr/sbin/sendmail —bi

If you have nultiple aliases databases specified, e flag rebuilds all the database
types it understands (for example, it can rebuild NDBM databases but not NIS databases).

2.6.2. Ptential problems

There are a number of problems that can occur with the alias dataliaseall result
from a sendmailprocess accessing the DBMrgion while it is only partially llt. This can
happen under ta drcumstances: One process accesses the database while another process is
retuilding it, or the process rebuilding the database dies (due to being killed or a system crash)
before completing the rebuild.

Sendmail has three techniques to try to velithese problems. First, it ignores interrupts
while rebuilding the database; thigoals the problem of someone aborting the process leaving a
partially rebuilt databaseSecond, it locks the database source file during the rebuild — but that
may not work @er NFS or if the file is unwritableThird, at the end of the rebuild it adds an
alias of the form

@ @
(which is not normally lgd). Beforesendmailwill access the database, it checks to insure that
this entry exists.

2.6.3. Listowners

If an error occurs on sending to a certain address,Xagéndmailwill look for an alias
of the form “avnerx’ to receve the errors. This is typically useful for a mailing list where the
submitter of the list has no controlas the maintenance of the list itself; in this case the list
maintainer would be the owner of the ligtor example:

unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser,
sam@matisse

owner-unix-wizards: unix-wizards-request

unix-wizards-request: eric@ucbarpa

would cause “eric@ucbarpa” to get the error that will occur when someone sends to unix-wiz-
ards due to the inclusion of “nosuchuser” on the list.

List owners also cause thevelope sender address to be modifi@the contents of the
owner alias are used if theoint to a single useotherwise the name of the alias itself is used.
For this reason, and to opénternet comentions, the “evner” address normally points at the
“request” address; this causes messages to go out with the typical Intexesttioonof using
“list-request’as the return address.

2.7. Userlnformation Database

This option is deprecated, use virtusertable and genericstable insteaxplaised in
cf/README If you hase a vesion ofsendmailwith the user information database compiled in, and

UTheAliasWait option is required in the configuration for this action to ocdiis should normally be specified.
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you hare Pecified one or more databases usingUheption, the databases will be searched for a
usermaildrop entry If found, the mail will be sent to the specified address.

2.8. Rer-User Forwarding (.forward Files)

As an alternatie o the alias database,yanser may put a file with the name “.forward” in his
or her home directorylf this file &ists,sendmaikedirects mail for that user to the list of addresses
listed in the .forward file.Note that aliases are fully expanded before forward files are referenced.
For example, if the home directory for user “mckusick” has a .forward file with contents:

mckusick@ernie
kirk@calder

then aiy mail arriving for “mckusick” will be redirected to the specified accounts.

Actually, the configuration file defines a sequence of filenames to check. By default, this is
the users forward file, but can be defined to be more generally usingahgardPath option. If
you change this, you will va o inform your user base of the change; .forward is pretty well incor
porated into the colleste sibconscious.

2.9. SpeciaHeader Lines

Several header lines va ecial interpretations defined by the configuration filethers
have interpretations built int@endmailthat cannot be changed without changing the cddese
built-ins are described here.

2.9.1. Errors-To:

If errors occur anywhere during processing, this header will cause error messages to go to
the listed addresses. This is intended for mailing lists.

The Errors-To: headerasg created in the bad old days when UUCP digimderstand the
distinction between an edope and a header; this was a hack tovide what should ne be
passed as the wglope sender addresst should go way. It is only used if theUseErrorsTo
option is set.

The Errors-To: header is officially deprecated and will wayain a future release.

2.9.2. Apparently-To:

RFC 822 requires at least one recipient fielat (Tc:, or Bec: line) invery message. If a
message comes in with no recipients listed in the messageghdmailwill adjust the header
based on the “NoRecipientAction” option. One of the possible actions is to adgbgaréntly-
To:” header line for aprecipients it is ware of.

The Apparently-To: header is non-standard and is both deprecated and strongly discour
aged.

2.9.3. Pecedence

The Precedence: header can be used as a crude control of message fprioggks the
sort order in the queue and can be configured to change the message taluesut Theprece-
dence of a message also controlw laelivery status notifications (DSNs) are processed for that
message.

2.10. IDENT Protocol Support

Sendmailupports the IDENT protocol as defined in RFC 148I8te that the RFC states a
client should wait at least 30 seconds for a respoii$e. default Timeout.ident is 5 seconds as
mary sites hae alopted the practice of dropping IDENT queries. This has lead to delays process-
ing mail. Although this enhances identification of the author of an email message by dwialy a
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back’ to the originating system to include thevreer of a particular TCP connection in the audit
trail it is in no sense perfect; a determined forger can easily spoof the IDENT protbeotollow-
ing description is excerpted from RFC 1413:

6. SecurityConsiderations

The information returned by this protocol is at most as troighy as he host providing it OR

the oganization operating the hoskor example, a PC in an open lab haw féany controls

on it to preent a user from having this protocol returnyadentifier the user ants. Lile-

wise, if the host has been compromised the information returned may be completely erro-
neous and misleading.

The Identification Protocol is not intended as an authorization or access control praétocol.
best, it preides some additional auditing information with respect to TCP connectins.
worst, it can provide misleading, incorrect, or maliciously incorrect information.

The use of the information returned by this protocol for other than auditing is strongly dis-
couraged. Specificallysing Identification Protocol information to mekccess control deci-

sions - either as the primary method (i.e., no other checks) or as an adjunct to other methods
may result in a weakening of normal host security.

An ldentification server may veal information about users, entities, objects or processes
which might normally be considered yaie. Anldentification server provides service which

is a rough analog of the CallerID services provided by some phone companies gnaf man
the same pviacy oconsiderations and arguments that apply to the CallerID service apply to
Identification. Ifyou wouldn't run a "finger" ser@r due to priacy considerations you may

not want to run this protocol.

In some cases your system may not work properly with IDENT support dueutpia the TCP/IP
implementation. Theymptoms will be that for some hosts the SMTP connection will be closed
almost immediately If this is true or if you do not want to use IDEN/Bu should set the IDENT
timeout to zero; this will disable the IDENT protocol.

3. ARGUMENTS

The complete list of argumentsgendmails described in detail in Appendix ASome important
arguments are described here.

3.1. Queudnterval

The amount of time between forking a process to run through the queue is defined-tpy the
flag. If you run with delvery mode set té or b this can be relatély large, since it will only be rel-
evant when a host that was down comes backlfigou run ing mode it should be relatly short,
since it defines the maximum amount of time that a message may sit in the queue. (See also the
MinQueueAge option.)

RFC 1123 section 5.3.1.1 says that tratug should be at least 30 minutes (although that
probably doest’make snse if you use “queue-onilyhode).

Notice: the meaning of the interval time depends on whether normal queue runners or persis-
tent queue runners are usdebr the former it is the time between subsequent starts of a queue run.
For the latter it is the time sendmail aits after a persistent queue runner has finished its work to
start the next one. Hence for persistent queue runners thisainséiould be very i, typically no
more than tw minutes.

3.2. DaemonMode

If you allow incoming mail @er an IPC connection, you should\ea ciemon running.This
should be set by youetc/rcfile using the-bd flag. The-bd flag and the-g flag may be combined
in one call:
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Jusr/sbin/sendmail —-bd —q30m

An alternatve gproach is to imoke ndmail frominetd8) (use the-bs—Am flags to ask
sendmail to speak SMTP on its standard input and output and to runAgs Nis works and
allows you to wrapsendmailiin a TCP wrapper program, but may be a bit slower since the configu-
ration file has to be re-read omesy message that comes iif.you do this, you still need to ha a
sendmaikunning to flush the queue:

{usr/sbin/sendmail —q30m

3.3. Forcing the Queue

In some cases you may find that the queue has gotten clogged for some Yeastam force
a queue run using theq flag (with no alue). Itis entertaining to use thev flag (verbose) when
this is done to watch what happens:

{usr/sbin/sendmail —-q -v

You can also limit the jobs to those with a particular queue identiieipient, sendequar-
antine reason, or queue group using one of the queue modifiersexample, “—qRberkley”
restricts the queue run to jobs thawdahe string “berkley” somewhere in one of the recipient
addresses. Similarly—qSstring” limits the run to particular senders, “—qlstring” limits it to partic-
ular queue identifiers, and “—qQstring” limits it to particular quarantined reasons and only operated
on quarantined queue items, and “-qGstring” limits it to a particular queue gfithg.named
gueue group will be runven if it is set to hae 0 unners. ¥u may also place dnbefore thd or
R or Sor Q to indicate that jobs are limited to not including a particular queue identé@pient
or sender For example, “—q!Rseattle” limits the queue run to jobs that do ne¢ tiee string “seat-
tle” somewhere in one of the recipient addresses. Should you need to terminate the queue jobs cur
rently actve then a SIGTERM to the parent of the process (or processes) will cleanly stop the jobs.

3.4. Delugging

There are adirly large number of debug flags built irkendmail Each debug flag has a cat-
egory and a leel. Higherlevels increase the &l of delugging activity; in most cases, this means
to print out more information. The ceention is that lgels greater than nine are “absurde., thg
print out so much information that youowldn't normally want to see them except for dghing
that particular piece of code.

You should never run a production sendmail server in debug madany of the debug flags
will result in debug output being sentep the SMTP channel unless the optieD is used. This
will confuse mag mail programs. However, for testing purposes, it can be useful when sending
mail manually via telnet to the port you are using while debugging.

A dehug category is either an imgfer, like 42, or a name, li& ANSI. You can specify a range
of numeric debug categories using the syntax 17¥ can specify a set of named debcate-
gories using a glob pattern ék'sm_trace *". Atpresent, only “*” and “?”are supported in these
glob patterns.

Debug flags are set using the option; the syntax is:

debug-flag: —d debug-list
delug-list: delug-option [, debug-option ]*
delug-option: dehg-categories [ . debugvd ]

debug-catgories: intger | integer - integer | category-pattern
catgory-pattern:  [a-zA-Z_*?][a-zA-Z0-9_*?]*
debug-led: integer

where spaces are for reading ease.oRtyr example,
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-d12 Setategory 12 to leel 1

-d12.3 Setategory 12 to kel 3

-d3-17 Setategories 3 through 17 tovkb 1
-d3-17.4 Setategories 3 through 17 tosk 4
—dANSI Setcategory ANSI to leel 1

—-dsm_trace *.3 Setll named categories matching sm_trace_*vell8

For a complete list of the &ilable debug flags you will ve © look at the code and tAHeRACE-
FLAGSfile in the sendmail distribution (thieere too dynamic to keep this document up to date).
For a list of named debug categories in the sendmail binagy

ident /usr/sbin/sendmail | grep Debug

3.5. Changingthe Values of Options
Options can bewerridden using the-o or —-O command line flagsFor example,
lusr/sbin/sendmail —0T2m

sets thel (timeout) option to tw minutes for this run only; the equdent line using the long option
name is

lusr/sbin/sendmail -Timeout.queuereturn=2m

Some options hee fcurity implications. Sendmail allows you to set these, but relinquishes
its set-user-ID or set-group-ID permissions theretter

3.6. Trying a Different Configuration File
An alternatve mnfiguration file can be specified using the flag; for example,
lusr/sbin/sendmail —Ctest.cf —oQ/tmp/mqueue

uses the configuration fikest.cfinstead of the dafilt/etc/mail/sendmail.cflf the —C flag has no
value it defaults tesendmail.cin the current directory.

Sendmaibives up ®t-use+lD root permissions (if it has been installed set-user-1D root) when
you use this flag, so it is common to use a publicly writable directory (such as /tmp) as the queue
directory (QueueDirectory or Q option) while testing.

3.7. LoggingTr affic

Many SMTP implementations do not fully implement the protocBbr example, some per
sonal computer based SMTPs do not understand continuation lines in reply Tbhdss. can be

very hard to trace. If you suspect such a problem, you can set traffic logging usiti fllag. For
example,

lusr/sbin/sendmail =X /tmp/traffic —bd
will log all traffic in the file/tmp/traffic

This logs a lot of dataery quickly and shouldNEVER be used during normal operations.
After starting up such a daemon, force the errant implementation to send a message to your host.

All message traffic in and out sendmail including the incoming SMTP triéd, will be logged in
this file.

2That is, it sets its &ctive Ud to the real uid; thus, if you areezuting as root, as from rostaontab file or during system
startup the root permissions will still be honored.
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3.8. Testing Configuration Files

When you hild a configuration table, you can do a certain amount of testing using the “test
mode” ofsendmail For example, you could woke sendmaiks:

sendmail —bt —Ctest.cf

which would read the configuration file “test.cf” and enter test mami¢his mode, you enter lines
of the form:

rwset address

whererwsetis the rewriting set you want to use aamtdressis an address to apply the set fiest

mode shows you the steps it takes as it proceeds, finally showing you the address it ends up with.
You may use a comma separated list of rwsets for sequential application of rules to arFonput.
example:

3,1,21,4 monet:bollard

first applies ruleset three to the input “monet:bollaf@uleset one is then applied to the output of
ruleset three, followed similarly by rulesets twenty-one and four.

If you need more detail, you can also use the “-d21” flag to turn on mougglel. for
example,

sendmail —bt —d21.99

turns on an incredible amount of information; a singtedvaddress is probably going to print out
several pages worth of information.

You should be warned that interngllsendmailapplies ruleset 3 to all addresses. In test mode
you will have o do that manually For example, older versions allowed you to use

0 bruce@broadcast.spicom
This version requires that you use:
3,0 bruce@broadcast.gocom

As of version 8.7, some other syntaxes am#l@ble in test mode:

.Dxvalue definesnacrox to have the indicatedsalue This is useful when debugging rules
that use th&&x syntax.

.Ccwalue addshe indicatedralueto classc.

=S ruleset dumps the contents of the indicated ruleset.

—d delug-spec  iequivaent to the command-line flag.
Version 8.9 introduced more features:

? dows a help message.

=M displaythe known mailers.

$m printthe value of macro m.

$=c printthe contents of class c.

/mx host returns the MX records for ‘host’.

/parse address  parse address, returning the vatraaiaddr and the parsed address.
/try mailer addr rewrite address into the form it wilMeashen presented to the indicated mailer.

ltryflags flags  set flags used by parsing. The flags can be ‘H’ for Header or ‘E’ foeldpe,
and ‘S’ for Sender or ‘R’ for Recipient. These can be combined, ‘HR’ sets flags
for header recipients.
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/canon hostname try to canonify hostname.

/map mapnamesy
look up ‘key in the indicated ‘mapname’.

/quit quitaddress test mode.
3.9. Rersistent Host Status Information

WhenHostStatusDirectory is enabled, information about the status of hosts is maintained on
disk and can thus be shared between different instantiatiaehdimail The status of the last con-
nection with each remote host may be viewed with the command:

sendmail —bh
This information may be flushed with the command:
sendmail —bH

Flushing the information pvents nev sendmailprocesses from loading it, but does notvene
existing processes from using the status information thgtalheady hae.

4. TUNING

There are a number of configuration parameters you may want to change, depending on the
requirements of your siteMost of these are set using an option in the configurationFibe example,
the line “O Timeout.queuereturn=5d” sets option “Timeout.queuereturn” to the value “Selt§is).

Most of these options ke gpropriate defaults for most siteslowever, stes having very high
mail loads may find theneed to tune them as appropriate for their mail load. In partjcities experi-
encing a large number of small messages,ynwhnwvhich are delrered to mawg recipients, may find
that theg need to adjust the parameters dealing with queue priorities.

All versions ofsendmailprior to 8.7 had single character option names. As of 8.7, optiares ha
long (multi-character names). Although old short names are still accepted, mospti@ns do not
have dort equvalents.

This section only describes the options you are most likely to want to tweak; read section 5 for
more details.

4.1. Timeouts

All time intervals are set using a scaled syntBgr example, “10m” represents ten minutes,
whereas “2h30m” representsdvand a half hours. The full set of scales is:

s sconds
m minutes
h  bhours

d days

w  weeks

4.1.1. Queuanterval

The argument to theq flag specifies he often a sub-daemon will run the queue. This is
typically set to between fifteen minutes and one hdiunot set, or set to zero, the queue will
not be run automaticallyRFC 1123 section 5.3.1.1 recommends that this be at least 30 minutes.
Should you need to terminate the queue jobs currentlyeaibttn a SIGTERM to the parent of
the process (or processes) will cleanly stop the jobs.

4.1.2. Readimeouts

Timeouts all hee gotion names “imeoutsuboptiori. Most of these control SMTP oper
ations. Therecognizedsuboptiors, their defult values, and the minimum values allowed by
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RFC 2821 section 4.5.3.2 (or RFC 1123 section 5.3.2) are:

connect

iconnect

aconnect

initial
helo

mailt
reptt

datainitt
datablocktt

datafinalt

rset
quit
misc

commandtit
identt

Ihlo

auth

starttls

Theime to wait for an SMTP connection to open (tennecf2) system call)

[0, unspecified].If zero, uses the kernel defit. Inno case can this option
extend the timeout longer than the kernelyides, but it can shorten ifThis

is to get arounddenels that provide an absurdly long connection timeout (90
minutes in one case).

Thesame agonnectexcept it applies only to the initial attempt to connect to
a host for a gien message [0, unspecified]. The concept is that this should be
very short (a fev seconds); hosts that are well connected and respomndi
thus be serviced immediatelfdosts that are slowill not hold up other deli
eries in the initial deliery attempt.

[Ounspecified] The wrall timeout waiting for all connection for a single
delivery attempt to succeedf 0, no overall limit is applied. This can be used
to restrict the total amount of time trying to connect to a long list of host that
could accept an e-mail for the recipient. This timeout does not appisilto
backMXhost, i.e., if the time is exhausted, tRallbackMXhost is tried net.

The wait for the initial 220 greeting message [5m, 5m].

Thewait for a reply from a HELO or EHLO command [5m, unspecified].
This may require a host name lookup, se fiwnutes is probably a reasonable
minimum.

Thewait for a reply from a MAIL command [10m, 5m].

Thewait for a reply from a RCPT command [1h, 5nifhis should be long
because it could be pointing at a list that takes a long time to expand (see
below).

Thewait for a reply from a BTA command [5m, 2m].

Thevait for reading a data block (that is, the body of the message). [1h, 3m].
This should be long because it also applies to programs piping inpende
mail which hare o guarantee of promptness.

Thewait for a reply from the dot terminating a message. [1h, 10m]. If this is
shorter than the time actually needed for the weced deliver the message,
duplicates will be generated. This is discussed in RFC 1047.

Thewait for a reply from a RSET command [5m, unspecified].
Thewait for a reply from a QUIT command [2m, unspecified].

Thewait for a reply from miscellaneous (but short) commands such as NOOP
(no-operation) and VERB (go into verbose mode). [2m, unspecified].

Iiserver SMTPthe time to wait for another command. [1h, 5m].

Thetimeout waiting for a reply to an IDENT query f8sunspecified).
Thewait for a reply to an LMTP LHLO command [2m, unspecified].
Thetimeout for a reply in an SMTP AUTH dialogue [10m, unspecified].

Theimeout for a reply to an SMTP 8RTTLS command and the TLS hand-
shale [1h, unspecified].

¥0n some systems the default is zero to turn the prototentifely.
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fileopent Theimeout for opening .forward and :include: files [60s, none].
controlt Thetimeout for a complete control socket transaction to complete [2m, none].
hoststatust Ho long status information about a host (e.g., host down) will be cached

before it is considered stale [30m, unspecified].

resolverretranst Theesolvers retransmission time inteaV (in seconds) fries]. Setshoth
Timeout.resolver.retrans.firsind Timeout.resolver.retrans.normal

resolver.retrans.firstf
The resoler’s retransmission time interval (in seconds) for the first attempt to
deliver a message [varies].

resolver.retrans.normalf
The resoler's retransmission time inteal (in seconds) for all resady
lookups except the first dedry attempt [varies].

resolverretryt  The number of times to retransmit a resolver queisets both Time-
out.resolver.retry.firsand Timeout.resolver.retry.norm@aries].

resolver.retry.first}
The number of times to retransmit a resolver query for the first attempt to
deliver a message [varies].

resolver.retry.normal?
The number of times to retransmit a resolver query for all resolver lookups
except the first deliery attempt [varies].

For compatibility with old configuration files, if neuboptionis specified, all the timeouts
marked with a dagger () are set to the indicatelde. Allbut those marked with a double dag-
ger (%) apply to client SMTP.

For example, the lines:

O Timeout.command=25m
O Timeout.datablock=3h

sets the sear SMTP command timeout to 25 minutes and the input data block timeout to three
hours.

4.1.3. Messagémeouts

After sitting in the queue for aviedays, an undeferable message will time oufThis is
to insure that at least the sendenisr@ of the inability to send a message. The timeout is typi-
cally set to fie days. Itis sometimes considered s@nient to also send a warning message if
the message is in the queue longer thamwahfrurs (assuming you normally Vegood connec-
tivity; if your messages normally tookveeal hours to send you auldnt want to do this
because it wuldn't be an musual gent). Thesdimeouts are set using tig@meout.queuere-
turn and Timeout.queuewarnoptions in the configuration file (previously both were set using
theT option).

If the message is submitted using M@TIFY SMTP extension, warning messages will
only be sent ilNOTIFY=DELAY is specified. The queuereturn and quweara timeouts can be
further qualified with a tag based on the Precedence: field in the messggaustde one of
“urgent” (indicating a posite ron-zero precedence), “normal” (indicating a zero precedence),
or “non-urgent” (indicating rgetive precedences). df example, setting ‘iimeout.queue-
warn.urgent=1h" sets the warning timeout for urgent messages only to one Freeidefault if
no precedence is indicated is to set the timeout for all precedences. If the message has a normal
(default) precedence and it is a dely status notification (DSN)Timeout.queuereturn.dsn
andTimeout.queuewarn.dsrcan be used to g a dternative warn and return time for DSNs.
The value "now" can be used for -@mEout.queuereturn to return entries immediately during a
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queue run, e.g., to bounce messages independent of their time in the queue.

Since these options are global, and since you cannet &mmiori how long another host
outside your domain will be e, a five day timeout is recommended. This allows a recipient
to fix the problem en if it occurs at the kgnning of a long weednd. RFC1123 section
5.3.1.1 says that this parameter should be “at least 4-5 days”.

The Timeout.queuewarnvalue can be piggybaekl on thel option by indicating a time
after which a warning message should be sent; tbetitmeouts are separated by a slastor
example, the line

OT5d/4h

causes email taafl after five days, but a warning message will be sent after four holings
should be large enough that the message wik leen tried seeral times.

4.2. Forking During Queue Runs

By setting theForkEachJob (Y) option, sendmailwill fork before each individual message
while running the queue. This option was used with earlier releasesvemipsendmailfrom con-
suming large amounts of memorijt should no longer be necessary wigbndmail8.12. If the
ForkEachJob option is not setsendmailwill keep track of hosts that are down during a queue run,
which can impree performance dramatically.

If the ForkEachJob option is setsendmailcannot use connection caching.

4.3. QueuePriorities

Every message is assigned a priority when it is first instantiated, consisting of the message
size (in bytes) offset by the message class (which is determined from the Precedence: header) times
the “work classdctor” and the number of recipients times the “work recipiaatot” The priority
is used to order the queue. Higher numbers for the priority mean that the message will be processed
later when running the queue.

The message size is included so thajdanessages are penalized retatb small messages.
The message class allows users to send “high priority” messages by including a “Precedence:” field
in their message; the value of this field is ledkip in the lines of the configuration file. Since the
number of recipients affects the amount of load a message presents to the system, this is also
included into the priority.

The recipient and class factors can be set in the configuration file usiRgdhmentFactor
(y) and ClassFactor (z) options respectely. They default to 30000 (for the recipient factor) and
1800 (for the classattor). Thanitial priority is:

pri = msgsize- (classx ClassFactor)+ (nrcpt x RecipientFactor)

(Rememberhigher values for this parameter actually mean that the job will be treated with lo
priority.)

The priority of a job can also be adjusted each time it is processed (that is, each time an
attempt is made to de#r it) using the “work timedctor” set by theRetryFactor (Z) option. This
is added to the priorifyso it ormally decreases the precedence of the job, on the grounds that jobs

that hare failed marny times will tend to fail again in the futuréhe RetryFactor option defults to
90000.

4.4. LoadLimiting

Sendmaiktan be askd to queue (but not dedr) mail if the system loadvarage gets too high
using theQueuelL A (x) option. Whenthe load serage exceeds thealue of theQueuel A option,
the delvery mode is set tg (queue only) if theQueueFactor(q) option divided by the diérence
in the current loadwerage and th€ueuel A option plus one is less than the priority of the message
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— that is, the message is queued iff:

QueueFactor
LA-QueuelLA+1

The QueueFactoroption defaults to 600000, so each point of loagtage is worth 600000 priority
points (as described aim).

For drastic cases, thRefuseLA (X) option defines a loadvarage at whichsendmailwill
refuse to accept netwk connections. Locally generated mail, i.e., mail which is not submitted via
SMTP (including incoming UUCP mail), is still acceptddotice that the MSP submits mail to the
MTA via SMTR and hence mail will be queued in the client queue in such a case. Therefore it is
necessary to run the client mail queue periodically.

pri >

4.5. Resouce Limits

Sendmaihas seeral parameters to control resource usaBesides those mentionted in the
previous section, there are at leadlaxDaemonChildren, ConnectionRateThrottle,
MaxQueueChildren, and MaxRunnersPerQueue The latter tvo limit the number ofsendmail
processes that operate on the queue. These are discussed in the section “Queue Group Declara-
tion”. Theformer two can be used to limit the number of incoming connections. Their appropriate
values depend on the host operating system and the hardware, e.g., amount of hemary sit-
uations it might be useful to set limits to yaet to hae o mary sendmailprocesses, teever,
these limits can be abused to mount a denial of service affaclkexample, ifMaxDaemonChil-
dren=10then an attaadk needs to open only 10 SMTP sessions to thesdéeae them idle for
most of the time, and no more connections will be accepted. If this option is set then the timeouts
used in a SMTP session should be lowered from their default values to their minimum values as
specified in RFC 2821 and listed in section 4.1.2.

4.6. Measues against Denial of Service Attacks

Sendmailhas some built-in measuresaatst simple denial of service (DoS) attackihe
SMTP server by default slows down if too rgavad commands are issued or if some commands
are repeated too often within a sessi@etails can be found in the source &kndmail/srvrsmtp.c
by looking for the macro definitions dIAXBADCOMMANDS , MAXNOOPCOMMANDS ,
MAXHELOCOMMANDS , MAXVRFYCOMMANDS , and MAXETRNCOMMANDS . If an
SMTP command is issued more often than the correspoiM¥rmdCOMMANDS value, then
the response is delayedp@nentially sarting with a sleep time of one second, up to a maximum of
four minutes (as defined IMAXTIMEOUT ). If the optionMaxDaemoncChildren is set to a
value greater than zero, then this could makDoS attack een worse since it keeps a connection
open longer than necessarjherefore a connection is terminated with a 421 SMTP reply code if
the number of commands exceeds the limit by a factor @fahd MAXBADCOMMANDS is set
to a value greater than zero (the default is 25).

4.7. Delvery Mode

There are a number of dedry modes thasendmailcan operate in, set by tieliveryMode
(d) configuration option. These modes specifyhquickly mail will be delvered. Legd modes
are:

i deliver interactvely (synchronously)
b  deliver in background (asynchronously)
g queue only (dort’deliver)

d defer delvery attempts (dor’deliver)

There are tradetsf. Mode“i” gives the sender the quickest feedbaclt may slev down some
mailers and is hardlyver necessary Mode “b” delvers promptly lut can cause large numbers of
processes if you la a nailer that takes a long time to dedi a message. Mod&y” minimizes the
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load on your machine, but means that\@®li may be delayed for up to the queue indénMode

“d” is identical to mode “q” except that it also peats lookups in maps including thB flag from
working during the initial queue phase; it is intended fdral on demand’sites where DNS
lookups might cost real moye Some simple error messages (e.g., host unknown during the SMTP
protocol) will be delayed using this mode. Mode “b” is the usual default.

If you run in mode “q” (queue only), “d” (defer), or “b” (dedr in background)sendmailwill
not expand aliases and foll .forward files upon initial receipt of the mail. This speeds up the
response to RCPT commands. Mode “i” should not be used by the SMTP server.

4.8. LoglLevel

The level of logging can be set faendmail The default using a standard configuration table
is level 9. The levels are as follows:

0 Minimal logging.

1 Serious system failures and potential security problems.

2 Lost communications (network problems) and protocol failures.

3 Other serious failures, malformed addresses, transientafdfimclude errors, connection
timeouts.

4 Minor failures, out of date alias databases, connection rejections via check_ rulesets.

5 Message collection statistics.

6 Creation of error messages, VRFY and EXPN commands.

7 Delivery failures (host or user unknown, etc.).

8 Successful delieries and alias database rebuilds.

9 Messages being deferred (due to a host being down, etc.).

10 Databasexpansion (alias, forward, and userdb lookups) and authentication information.

11 NISerrors and end of job processing.

12 Logsall SMTP connections.

13 Logbad user shells, files with improper permissions, and other questionable situations.

14 Logsrefused connections.

15 Logall incoming and outgoing SMTP commands.

20 Logsattempts to run locked queue files. These are not errors, but can be useful to note if

your queue appears to be clogged.
30 Lostlocks (only if using lockf instead of flock).

Additionally, values abwee & are reserved for extremely verbose debugging outpiat.normal site
would ever set these.

4.9. FileModes

The modes used for files depend on what functionality you want andséhefleecurity you
require. Inmary casessendmaildoes careful checking of the modes of files and directoriesoid a
accidental compromise; if you want to neakt possible to hee goup-writable support files you
may need to use tHgontBlameSendmailoption to turn dfsome of these checks.

4.9.1. o wid or not to suid?

Sendmails no longer installed set-uskd to root. sendmail/SECURITY explains\udo
configure and instakendmailwithout set-user-ID to root but set-group-ID which is thead#f
configuration starting with 8.12.
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The daemon usually runs as root, unless other measures ene takthe point where
sendmailis about toexec(2) a mailer it checks to see if the userid is zero (root); if so, it resets
the userid and groupid to a default (set byllleequate in the mailer line; if that is not set, the
DefaultUser option is used). This can bearidden by setting th& flag to the mailer for mail-
ers that are trusted and must be called as rdotvever, this will cause mail processing to be
accounted (usinga(8)) to root rather than to the user sending the mail.

A middle ground is to set thRunAsUser option. Thiscausessendmailto become the
indicated user as soon as it has done the startup that requires vibegesi (primarily opening
the SMTP soclet). If you useRunAsUser, the queue directory (normallivar/spool/mquede
should be owned by that usend all files and databases (including userward files, alias
files, :include: files, andxéernal databases) must be readable by that édso, since sendmail
will not be able to change its uid, dadiy to programs or files will be magkl as unsafe, e.g.,
undeliverable, in.forward, diases, and :include: files. Administrators carerade this by set-
ting theDontBlameSendmailoption to the settinglonRootSafeAddr. RunAsUseris proba-
bly best suited for fingall configurations that dob’haveregular user logins. If the option is
used on a system which performs local \d®}i, then the local delery agent must he the
proper permissions (i.e., usually set-user-ID root) since it will lekad by the RunAsUser,
not by root.

4.9.2. Turning off security checks

Sendmails very particular about the modes of files that it reads or wrkesexample,
by default it will refuse to read most files that are group writable on the grounds thatidjme
have keen tampered with by someone other than the owner; it vatl eefuse to read files in
group writable directoriesAlso, sendmail will refuse to create awneliases database in an
unsafe directory You can get around this by manually creating the database file as a trusted user
ahead of time and then rebuilding the aliases databaseevithliases

If you arequite sure that your configuration is safe and yantsendmailtto avoid these
security checks, you can turnfafertain checks using thBontBlameSendmailoption. This
option tales one or more names that disable checks. In the descriptions that foltsafe
directory” means a directory that is writable by anyone other than the .owhewalues are:

Safe Nospecial handling.

AssumeSafeChown
Assume that thehown system call is restricted to root. Since some versions of UNIX
permit regular users to\@ avay their files to other users on some filesystesaad-
mail often cannot assume that aai file was created by theamer, particularly when
it is in a writable directory You can set this flag if you knothat file gveaway is
restricted on your system.

ClassFilelnUnsafeDirPath
When reading class files (using thdine in the configuration file), ale files that are
in unsafe directories.

DontWarnForwardFileiInUnsafeDirPath
Prevent logging of unsafe directory path warnings for non-existent forward files.

ErrorHeaderIinUnsafeDirPath
Allow the file named in thErrorHeader option to be in an unsafe directory.

FileDeliveryToHardLink
Allow delivery to files that are hard links.

FileDeliveryToSymLink
Allow delivery to files that are symbolic links.
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ForwardFileInGroupWritableDirPath
Allow .forwardfiles in group writable directories.

ForwardFilelnUnsafeDirPath
Allow .forwardfiles in unsafe directories.
ForwardFileInUnsafeDirPathSafe

Allow a.forwardfile that is in an unsafe directory to include references to program and
files.

GroupReadableéyfile
Accept a group-readable file for STARTTLS.

GroupReadableSASLDBFile
Accept a group-readable Cyrus SASL password file.

GroupReadableDefaultAuthinfoFile
Accept a group-readable DefaultAuthinfo file for SASL.

GroupWritableAliasFile
Allow group-writable alias files.

GroupWritableDirPathSafe
Change the definition of “unsafe directory” to consider group-writable directories to be
safe. Wrld-writable directories areabys unsafe.

GroupWritableForwardFile
Allow group writable.forwardfiles.

GroupWritableForwardFileSafe
Accept group-writableforwardfiles as safe for program and file detiy.

GroupWritablelncludeFile
Allow group wriable:include: files.

GroupWritablelncludeFileSafe
Accept group-writableinclude: files as safe for program and file detiy.

GroupWritableSASLDBFile
Accept a group-writable Cyrus SASL password file.

HelpFileiInUnsafeDirPath
Allow the file named in thelelpFile option to be in an unsafe directory.

IncludeFileInGroupWritableDirPath
Allow :include:files in group writable directories.

IncludeFileInUnsafeDirPath
Allow :include:files in unsafe directories.
IncludeFilelInUnsafeDirPathSafe

Allow a :include: file that is in an unsafe directory to include references to program
and files.

InsufficientEntropy
Try to use SARTTLS even if the PRNG for OpenSSL is not properly seeded despite
the security problems.

LinkedAliasFileInWritableDir
Allow an dias file that is a link in a writable directory.

LinkedClassFilelnWritableDir
Allow class files that are links in writable directories.

LinkedForwardFileInWritableDir
Allow .forwardfiles that are links in writable directories.
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LinkedIncludeFileInWritableDir
Allow :include:files that are links in writable directories.

LinkedMapInWritableDir
Allow map files that are links in writable directoriebhis includes alias database files.

LinkedServiceSwitchFileInWritableDir
Allow the service switch file to be a linkem if the directory is writable.

MaplnUnsafeDirPath
Allow maps (e.g.hash btree and dbmfiles) in unsafe directories. This includes alias
database files.

NonRootSafeAddr
Do not mark file and program dedries as unsafe if sendmail is not running with root
privileges.

RunProgramInUnsafeDirPath
Run programs that are in writable directories without logging a warning.

RunWritableProgram
Run programs that are group- or world-writable without logging a warning.

TrustStickyBit
Allow group or world writable directories if the stighit is set on the directoryDo
not set this on systems which do not honor the titkon directories.

WorldWritableAliasFile
Accept world-writable alias files.

WorldWritableForwardfile
Allow world writable.forwardfiles.

WorldWritablelncludefile
Allow world wriable:include: files.

WriteMapToHardLink
Allow writes to maps that are hard links.

WriteMapToSymLink
Allow writes to maps that are symbolic links.

WriteStatsToHardLink
Allow the status file to be a hard link.

WriteStatsToSymLink
Allow the status file to be a symbolic link.

4.10. ConnectionCaching

When processing the quelsgndmailwill try to keep the last f@ open connections open to
avad startup and shutdown costs. This only applies to IPC and LPC connections.

When trying to open a connection the cache is first seardhad.open connection is found,
it is probed to see if it is still ag® by sending aRSET command. Itis not an error if thisdils;
instead, the connection is closed and reopened.

Two parameters control the connection caclibe ConnectionCacheSizék) option defines
the number of simultaneous open connections that will be permitted. If it is set to zero, connections
will be closed as quickly as possible. The default is drtés should be set as appropriate for your
system size; it will limit the amount of system resources sbatimailwill use during queue runs.
Never set this higher than 4.

The ConnectionCacheTimeout(K) option specifies the maximum time thayamached con-
nection will be permitted to idleWhen the idle time exceeds this value the connection is closed.
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This number should be small (under ten minutes) teepteyou from grabbing too magrresources
from other hosts. The default is divrinutes.

4.11. NameSerwer A ccess

Control of host address lookups is set byhhstsservice entry in your service switch filé.
you are on a system that has built-in service switch support (e.g., Ultrix, Solaris, or DEC OSF/1)
then your system is probably configured properly alreddtherwise,sendmailwill consult the file
/etc/mail/service.switch which should be createdSendmailonly uses tw entries: hosts and
aliases dthough system routines may use other services (notablyatbevdservice for user name
lookups bygepwname.

However, some systems (such as SunOS 4.X) will do DNS lookugaaess of the setting
of the service switch entryin particulat the system routingethostbynamg) is used to look up
host names, and marvendor \ersions try some combination of DNS, NIS, and file lookup in
/etc/hosts without consulting a service switcBendmailmakes no attempt to evrk around this
problem, and the DNS lookup will be doneyasy. If you do not hee a mmeserer configured at
all, such as at a UUCP-only sisendmailwill get a “connection refused” message when it tries to
connect to the name serv If the hostsswitch entry has the service “dns” listed somewhere in the
list, sendmailwill interpret this to mean a temporary failure and will queue the mail for later pro-
cessing; otherwise, it ignores the name server data.

The same technique is used to decide whether to do MX lookfupsu want MX support,
you musthave “dns” listed as a service in thestsswitch entry.

The ResolverOptions(l) option allows you to tweak name server options. The command
line takes a series of flags as documentesnlver3) (with the leading “RES_" deletedfach
can be preceded by an optional ‘+’ et.' For example, the line

O ResolverOptions=+AAONLY-DNSRCH

turns on the A®NLY (accept authoritate answers only) and turns fofhe DNSRCH (search the
domain path) options. Most resolver libraries default DNSRCH, DEFNAMES, and RECURSE
flags on and all othersfoflf NETINET6 is enabled, most libraries deft to USE_INET6 as well.

You can also include “HasWdcardMX” to specify that there is a wildcard MX record matching
your domain; this turns bMX matching when canonifying names, which can lead to inappropriate
canonifications. Usé&WorkAroundBrokenAAAA” when faced with a broken nameserver that
returns SERFAIL (a temporary &ilure) on T_AAAA (IPv6) lookups during hosthame canonifica-
tion. Notice:it might be necessary to apply the same (or similar) optiosgtimit.cftoo.

Version level 1 configurations (see the section about “Configuration Versiovell'g turn
DNSRCH and DEFNAMES é6fwhen doing deliery lookups, but lege them on gerywhere else.
Version 8 ofsendmailignores them when doing canonification lookups (that is, when using 9 ...
$]), and alvays does the search. If you domiant to do automatic nametension, dort'call $[ ...
$].

The search rules for $[ ... $] are somewhat different than usudde name being looked up
has at least one dot, itnadys tries the unmodified name firdf.that fails, it tries the reduced search
path, and lastly tries the unmodified name (but only for names without a dot, since names with a dot
have dready been tried). This allows names such'ets.CS’ to match the site in Czechosiakia
rather than the site in your local Computer Science departnieatso prefers A and CAME
records wer MX records — that is, if it finds an MX record it nesknote of it, but keeps looking.
This way, if you hare a wildcard MX record matching your domain, it will not assume that all
names match.

To completely turn df all name server access on systems without service switch support
(such as SunOS 4.X) you will Y& to recompile with —-DNAMED_BIND=0 and reme -resolv
from the list of libraries to be searched when linking.
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4.12. Moving the Per-User Forward Files

Some sites mount each uselhbme directory from a local disk on their workstation, so that
local access isabt. Havever, the result is that .forward file lookups from a central mail eseare
slow. In some cases, mail carven be cklivered on machines inappropriately because of a file
server being don. Theperformance can be especially bad if you run the automounter.

The ForwardPath (J) option allows you to set a path of forward fildsor example, the con-
fig file line
O ForwardPath=/var/forward/$u:$z/.forward.$w

would first look for a file with the same name as the gdegin in Aar/forward; if that is not found
(or is inaccessible) the fileforward.machinenaniei n the users home directory is searchedA
truly perverse site could also search by sender by usji®g,$or $f.

If you create a directory such asiforward, it should be mode 1777 (that is, the stibk
should be set)Users should create the files mode 0644. Note that you must usertverd¥ileln-
UnsafeDirRth and BrwardFileiInUnsafeDir&thSafe flags with thBontBlameSendmailoption to
allow forward files in a world writable directaryThis might also be used as a denial of service
attack (users could create fawd files for other users); a better approach might be to create
/var/forward mode 0755 and create empty files for each waared by that usemode 0644. If
you do this, you domnhaveto set the DontBlameSendmail options indicatedrabo

4.13. Free Space

On systems that ke me of the system calls in thetatf€2) family (includingstatvfsand
ustad, you can specify a minimum number of free blocks on the queue filesystem usMmthe
FreeBlocks(b) option. Ifthere are fewer than the indicated number of blocks free on the filesystem
on which the queue is mounted the SMTP eewill reject mail with the 452 error codelhis
invites the SMTP client to try again later.

Beware of setting this option too high; it can cause rejection of email when that maid w
be processed without difficulty.

4.14. MaximumMessage Size

To avoid overflowing your system with a large message, MexMessageSizeption can be
set to set an absolute limit on the size of ane messageThis will be advertised in the ESMTP
dialogue and checked during message collection.

4.15. Privacy Flags

The PrivacyOptions (p) option allows you to set certaifpfivacy” fl ags. Actually mary of
them dont give you ary extra privacy, rather just insisting that client SMTP sers use the HELO
command before using certain commands or adding extra headers to indicate possible spoof
attempts.

The option takes a series of flag names; the finahgyriis the inclusve a of those flags.For
example:

O PrivacyOptions=needmailhelo, noexpn

insists that the HELO or EHLO command be used before a MAIL command is accepted and dis-
ables the EXPN command.

The flags are detailed in section 5.6.

4.16. Sendo Me Too

Beginning with version 8.10sendmailincludes by default the (edope) sender in anlist
expansions. Br example, if “matt” sends to a list that contains “matt” as one of the members he
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will get a copy of the message. If théleToo option is set t&FALSE (in the configuration file or via
the command line), this beliar is changed, i.e., the (eslope) sender is excluded in listpan-
sions.

5. THE WHOLE SCOOP ON THE CONFIGURATION FILE
This section describes the configuration file in detail.

There is one point that should be made clear immediately: the syntax of the configuration file is
designed to be reasonably easy to parse, since this is dagetime sendmailstarts up, rather than
easy for a human to read or writ€he configuration file should be generated via the method described
in cf/README, it should not be edited directly unless someoneaisiliar with the internals of the
syntax described here and it is not possible to aeHhire desired result via the default method.

The configuration file is genized as a series of lines, each of which begins with a single charac-
ter defining the semantics for the rest of the line. Lines beginning with a space or a tab are continuation
lines (although the semantics are not well defined inynpdaces). BlanKines and lines lgnning
with a sharp symbol (‘#) are comments.

5.1. Rand S — Rewriting Rules

The core of address parsing are theriting rules. These are an ordered production system.
Sendmaikcans through the set of rewriting rules looking for a match on the left hand side (LHS) of
the rule. When a rule matches, the address is replaced by the right hand side (RHS) of the rule.

There are seeral sets of rewriting rules. Some of thenriding sets are used internally and
must h&e gecific semanticsOther rewriting sets do not Y& pecifically assigned semantics, and
may be referenced by the mailer definitions or by other rewriting sets.

The syntax of these twcommands are:
Sn

Sets the current ruleset being collected.tdf you bejin a ruleset more than once it appends to the
old definition.

Rlhs rhs comments

The fields must be separated by at least one tab character; there may be embedded spaces in the
fields. Thehsis a pattern that is applied to the input. If it matches, the input is rewritten losthe
Thecommentsire ignored.

Macro expansions of the forfix are performed when the configuration file is readiteral
$ can be included using$. Expansions of the forr8&x are performed at run time using a some-
what less general algorithm. This is intended only for referencing internally defined macros such as
$h that are changed at runtime.

5.1.1. Theleft hand side

The left hand side of weiting rules contains a pattern. Normal words are simply
matched directly Metasyntax is introduced using a dollar sign. The metasymbols are:

$* Match zero or more tokens
$+ Match one or more tokens
$- Match exactly one token
$=x Match aiy phrase in clasz
$x Match aly word not in clasx

If any of these match, tlyeare assigned to the symistr for replacement on the right hand side,
wheren is the ind& in the LHS. For example, if the LHS:

-5+



Sendmail Installation and Operation Guide SMM:08-39

is applied to the input:
UCBARPA:eric
the rule will match, and the values passed to the RHS will be:

$1 UCBARPA
$2 eric

Additionally, the LHS can includ&@ to match zero tadns. Thids notbound to &n on
the RHS, and is normally only used when it stands alone in order to match the null input.

5.1.2. Theright hand side

When the left hand side of a rewriting rule matches, the input is deleted and replaced by
the right hand sideTokens are copied directly from the RHS unlessythegn with a dollar
sign. Metasymbolare:

$n Substitute indefinite tokemfrom LHS
$[name] Canonicalizename
$(map ley $@argumentsb:default$)
Generalized &yed mapping function
$>n “Call” rulesetn
$#mailer Resole to mailer
$@host  Specifyhost
$:user Specifyuser

The $n syntax substitutes the corresponding value frof+,&—, $*, $=, or $” match on
the LHS. It may be used anywhere.

A host name enclosed betwe®rand$] is looked up in the host database(s) and replaced
by the canonical nam& For example, “$[ftp$]” might become “ftp.CS.Bealey.EDU” and
“$[[128.32.130.2]%]" would become angogh.CS.BerkeyeEDU.” Sendmailrecognizes its
numeric IP address without calling the name server and replaces it with its canonical name.

The $( ... $) syntax is a more general form of lookup; it uses a named map instead of an
implicit map. If no lookup is found, the indicate@faultis inserted; if no default is specified
and no lookup matches, the value is left unchan@éxt argumentsare passed to the map for
possible use.

The$>n syntax causes the remainder of the line to be substituted as usual and then passed
as the argument to ruleset The final \alue of ruleseh then becomes the substitution for this
rule. The$> syntax expandsverything after the ruleset name to the end of the replacement
string and then passes that as the initial input to the rulésatursie alls are alloved. For
example,
$>0 $>3 $1
expands $1, passes that to ruleset 3, and then passes the result of ruleset 3 to ruleset 0.

The $# syntax shoulanly be used in ruleset zero, a subroutine of ruleset zero, or rulesets
that return decisions (e.g., check_rcpt). It causekiation of the ruleset to terminate immedi-
ately and signals tsendmaithat the address has completely reedlvThecomplete syntax for
ruleset O is:

$#mailer $@host$:user
This specifies the {mailethost, user} 3-tuple necessary to direct the mailote: the third

“This is actually completely equaent to $(hoshostnams). Inparticular a$: default can be used.
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element (user) is often also callechddresspart. If the mailer is local the host part may be

omitted®. The mailer must be a single word, but thestand usermay be multi-part.If the

maileris the built-in IPC mailerthe hostmay be a colon-separated list of hosts that are searched

in order for the first working address (exactlyelikX records). Theauseris later revritten by

the mailer-specific e/glope rewriting set and assigned to $hemacro. Asa gecial case, if the

mailer specified has the=@ flag specified and the first character of $hevalue is “@”, the

“@" is stripped off, and a flag is set in the address descriptor that causes sendmail to not do rule-
set 5 processing.

Normally, a mle that matches is retried, that is, the rule loops untilé.f A RHS may
also be preceded by®@ or a$: to change this bekeor. A $@ prefix causes the ruleset to
return with the remainder of the RHS as tl@ue. A $: prefix causes the rule to terminate
immediately but the ruleset to continue; this can be usedvtmdacontinued application of a
rule. Theprefix is stripped before continuing.

The$@ and$: prefixes may precede$r spec; for example:

R$+ $:$>7 $1
matches anything, passes that to ruleseenseand continues; th®: is necessary tovaid an
infinite loop.

Substitution occurs in the order described, that is, parameters from the LHS are substi-
tuted, hostnames are canonicalized, “subroutines” are called, and $#ah@, and $: are pro-
cessed.

5.1.3. Semantic®f rewriting rule sets

There are six mgriting sets that hae Pecific semantics.Five d these are related as
depicted by figure 1.

Ruleset three should turn the address into “canonical 'fofthis form should hee the
basic syntax:

» 0 —» resolved address
- 1 S

addr—{ 3 D » 4 —»msg
- 2 R

Figure 1 — Rewriting set semantics
D — sender domain addition
S — mailer-specific sender rewriting
R — mailer-specific recipient rewriting

5You may want to use it for special “per usertensions. Br example, in the address “jgm+foo@CMU.EDU”; the “+foo”
part is not part of the user name, and is passed to the local mailer for local use.
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local-part@host-domain-spec
Ruleset three is applied lsgndmaibefore doing anything with greddress.

If no “@” sign is specified, then the host-domain-speybe appended (box “D” in Fig-
ure 1) from the sender address (if thdlag is set in the mailer definition corresponding to the
sendingmailer).

Ruleset zero is applied after ruleset three to addresses that are going to actually specify
recipients. Itmust resole to a{mailer, host, addess}triple. Themailer must be defined in the
mailer definitions from the configuration fil&he hostis defined into thé&h macro for use in
the argv &pansion of the specified maileNotice: since the enlope sender address will be
used if a deliery status notification must be send, i.e., is may specify a recipient, it is also run
through ruleset zero. If ruleset zero returns a temporary dwprthen delery is deferred.

This can be used to temporarily disabled®}i, e.g., based on the time of the day or othesyv
ing parameters. It should not be used to quarantine e-mails.

Rulesets one and tnare applied to all sender and recipient addresses reggectihey
are applied before grspecification in the mailer definition. Thenust neer resolve.

Ruleset four is applied to all addresses in the mesdage.typically used to translate
internal to external form.

In addition, ruleset 5 is applied to all local addresses (specifitatiye that resoé/to a
mailer with the ‘F=5’ flag set) that do notugadiases. Thisallows a last minute hook for local
names.

5.1.4. Rulesehooks

A few etra rulesets are defined as “hooks” that can be defined to get special features.
They are all named rulesets. The “check *" forms aNeyieccept/reject statusafling off the
end or returning normally is an accept, and resolvirg#error is a reject or quarantineQuar-
antining is chosen by specifyimgiarantine in the second part of the mailer triplet:

$terror $@ quarantine $: Reason for quarantine

Mary of these can also reselto he special mailer namg#discard this accepts the message
as though it were successful but then discards it withoutedeli Note, this mailer cannot be
chosen as a mailer in ruleset 0. Note also that all “check *” rulese¢stihdeal with tempo-
rary failures, especially for map lookups, themselves, i.ey, gheuld return a temporary error
code or at least thyeshould male a poper decision in those cases.

5.1.4.1. check elay

The check_relayruleset is called after a connection is accepted by the daelnizn.
not called when sendmail is started using-thsoption. Itis passed

client.host.name $| client.host.address

where $| is a metacharacter separating th® tparts. Thisruleset can reject connections
from various locationsNote that it only checks the connecting SMTP client IP address and
hostname. Itdoes not check for third party message relayifbe check_rcptruleset dis-
cussed belw usually does third party message relay checking.

5.1.4.2. check_mail

The check_mailruleset is passed the user name parameter asNt@ MAIL com-
mand. Itcan accept or reject the address.
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5.1.4.3. check gpt

The check_rcptruleset is passed the user name parameter abNti@® RCPTcom-
mand. Itcan accept or reject the address.

5.1.4.4. check data

The check_dataruleset is called after theMTP DATA command, its parameter is the
number of recipients. It can accept or reject the command.

5.1.4.5. check_compat
Thecheck_compatuleset is passed
sender-address $| recipient-address

where $| is a metacharacter separating the addresses. It can accept or reject mail transfer
between these twaddresses much Ik the checkcompat()function. Note:while other
check * rulesets are woked during the SMTP mail receiption stage (i.e., in the SMTP
server),check_compais invoked during the mail deliery stage.

5.1.4.6. check _eoh
Thecheck_eohuleset is passed
number-of-headers $| size-of-headers

where $| is a metacharacter separating the numbers. These numbers can be used for size
comparisons with tharith map. Theruleset is triggered after all of the headersehkeen

read. Itcan be used to correlate informatioatliered from those headers using rieecro

storage map. One possible use is to check for a missing héadexxample:

Kstorage macro
HMessage-Id: $>CheckMessageld

SCheckMessageld
# Record the presence of the header

R$* $: $(storage {MessageldCheck} $@ OK $) $1
R<$+ @ $+ > $@ OK

R$* $#error$: 553 Header Error
Scheck_eoh

# Check the macro

R$* $: < $&{MessageldCheck} >

# Clear the macro for the next message

R$* $: $(storage {MessageldCheck} $) $1
# Has a Message-Id: header

R< $+ > $@ OK

# Allow missing Message-Id: from local mail

R$* $: < $&{client_name} >

R< > $@ OK

R< $=w > $@ OK

# Otherwise, reject the mail

R$* $#error$: 553 Header Error

Keep in mind the Message-Id: header is not a required header and is not a guaranteed spam
indicator This ruleset is an example and should probably not be used in production.
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5.1.4.7. check_eom

The check_eonruleset is called after the end of a message, its parameter is the mes-
sage size. It can accept or reject the message.

5.1.4.8. check et

The check_etrnruleset is passed the parameter of SMTP ETRNcommand. lItcan
accept or reject the command.

5.1.4.9. check_expn

The check_exprruleset is passed the user name parameter diNiT® EXPNcom-
mand. Itcan accept or reject the address.

5.1.4.10. check vrfy

The check_vrfyruleset is passed the user name parameter acsMT@® VRFY com-
mand. Itcan accept or reject the command.

5.1.4.11. trust_auth

Thetrust_authruleset is passed the AUTH= parameter ofS\dP MAIL command.
It is used to determine whether thislwe should be trusted. In order to redkis decision,
the ruleset may makuse of the arious${auth_*} macros. Ifthe ruleset does reseho he
“error” mailer the AJTH= parameter is not trusted and hence not passed on to the next relay

5.1.4.12. tls_client

Thetls_clientruleset is called when sendmail acts aseseeiter a SRRTTLS com-
mand has been issued, and froheck_mail. The parameter is the value $fverify} and
STARTTLS or MAIL, respectiely. If the ruleset does res@vo the “error” mailer the
appropriate error code is returned to the client.

5.1.4.13. tls_serer

Thetls_serverruleset is called when sendmail acts as client afterARSTLS com-
mand (should) ha keen issuedThe parameter is the value &fiverify}. If the ruleset does
resole to the “error” mailer the connection is aborted (treated as nonvdelble with a per
manent or temporary error).

5.1.4.14. tls_cpt

The tls_rcpt ruleset is called each time before a RCRD dmmand is sentThe
parameter is the current recipient. If the ruleset does resoltae “error” mailer the RCPT
TO oommand is suppressed (treated as norvatalile with a permanent or temporary
error). Thisruleset allavs to require encryption or verification of the recipisf¥ITA even
if the mail is someha redirected to another hoskor example, sending mail tuke@end-
mail.org may get redirected to a host namaehth.starand hence the tls_server ruleset
won’t apply. By introducing per recipient restrictions such attacks (e.g., via DNS spoofing)
can be made impossible. SEREADMEhow this ruleset can be used.

5.1.4.15. sv_features

Thesrv_featuresuleset is called with the connecting clisritbst name when a client
connects to sendmail. This ruleset should ret#rfollowed by a list of options (single
characters delimited by white space). If the return value starts with anything else it is
silently ignored. Generally upper case characters tura fefature while lower case charac-
ters turn it on. Option ‘S’ causes the server not to offeARSIITLS, which is useful to
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interact with MTAs/MUAs that hae broken SARTTLS implementations by simply not
offering it. 'V’ turns off the request for a client certificate during the TLS handshak
Options A and ‘P’ suppress SMTPWTH and PIPELINING, respeetly. ‘c’ is the equi-
alent to AuthOptions=p, i.e., it doesrpermit mechanisms susceptible to simple pa&ssi
attack (e.g., PLAIN, LOGIN), unless a security layer isvactiOption ‘I’ requires SMTP
AUTH for a connection. Options 'B’, 'D’, 'E’, and 'X’ suppress SMTP VERB, DSN,
ETRN, and EXPN, respeudly.

Do not offer AUTH

Offer AUTH (default)

Do not offer VERB

Offer VERB (default)

Do not require security layer for
plaintext AUTH (default)

Require security layer for plaintext AUTH
Do not offer DSN

Offer DSN (default)

Do not offer ETRN

Offer ETRN (default)

Do not require AUTH (default)
Require AUTH

Do not offer PIPELINING

Offer PIPELINING (default)

Do not offer STARTTLS

Offer STARTTLS (default)

Do not request a client certificate
Request a client certificate (default)
Do not offer EXPN

Offer EXPN (default)

Note: the entries marked ag&lefault)” may require that some configuration has been made,
e.g., SMTP AJTH is only aailable if properly configured Moreover, mary options can be
changed on a global basis via other settings as explained in this document, e.g., via Daemon-
PortOptions.

OT o >

X X< <OWNoT U - romago

The ruleset may return ‘$#temp’ to indicate that there is a temporary problem deter
mining the correct features, e.g., if a map isvaitable. Inthat case, the SMTP serv
issues a temporary failure and does not accept email.

5.1.4.16. try tls

Thetry_tls ruleset is called when sendmail connects to anothek.MT the ruleset
does resole to the “error” mailer sendmail does not try IRTTLS even if it is offered.
This is useful to deal with STARTTLS interoperability issues by simply not using it.

5.1.4.17. tIs_sv_features and tls_clt_features

Thetls_clt featuresuleset is called when sendmail connects to anothek &t the
tls_srv_featuresuleset is called when a client connectséadmail The arguments for the
rulesets are the host name and IP address of the other side separ8igavitigh is a
metacharacter). Tlyeshould return a list okey=value pairs separated by semicolons; the
list can be empty if no options should be applied to the connectimilable keys ae and
their allowed values are:

Options
A comma separated list of SSL related optioS®e ServerSSLOptionand ClientSS-
LOptions for details, as well aSSL_set_optio8) and note this arning: Options
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already set before are not cleared!

CipherList
Specify cipher list for SARTTLS, seeciphergl) for possible alues. Thioverrides the
global CipherListfor the session.

CertFile
File containing a certificate.

KeyFile
File containing the pvite key for the certificate.
Example:
Stls_srv_features
R$* $| 10.$+ $: cipherlist=HIGH
Notes:

Errors in these features (e.g., unknovaykor invdid values) are logged and the eur
rent session is aborted twaidd using SRRTTLS with features that should Ve been
changed.

The leys ae case-insensiue.
Both CertFile andKeyFile must be specified together; specifying only one is an error.

These rulesets require the sendmail binary to be built with FFR_TLS SE OPTS
enabled (see the "For Future Release" section).

5.1.4.18. authind

The authinforuleset is called when sendmail tries to authenticate to anoth&r MT
should returrb# followed by a list of tok&ns that are used for SMTRUAH. If the return
value starts with anything else it is silently ignored. Eacletols a tagged string of the
form: "TDstring" (including the quotes), where

T Tag which describes the item
D Delimiter: ":" simple text follows

"=’ string is base64 encoded
string \alue of the item

Valid values for the tag are:

U user (authorization) id

I authentication id

P password

R realm

M list of mechanisms delimited by spaces

If this ruleset is defined, the opti@efaultAuthinfo is ignored (gen if the ruleset does not
return a “useful’ result).

5.1.4.19. queuegup

The queuegroupruleset is used to map a recipient address to a queue group name.
The input for the ruleset is a recipient address as specified BMhe RCPTcommand.
The ruleset should returg# followed by the name of a queue group.the return \alue
starts with awgthing else it is silently ignored. See the section about “Queue Groups and
Queue Directoriesf or further information.
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5.1.4.20. geet_pause

Thegreet_pauseuleset is used to specify the amount of time to pause before sending
the initial SMTP 220 greeting. If grtraffic is receved during that pause, an SMTP 554
rejection response is\gn instead of the 220 greeting and all SMTP commands are rejected
during that connection. This helps protect sites from open proxies and SMTP slammers.
The ruleset should retu# followed by the number of milliseconds (thousandths of a sec-
ond) to pause. If the return value starts with anything else or is not a nutmbesiently
ignored. Notethis ruleset is not iroked (and hence the feature is disabled) when the smtps
(SMTP wver SSL) is used, i.e., the modifier is set for the daemon vizaemonPortOp-
tions, because in this case the SSL handshakerformed before the greeting is sent.

5.1.5. IPCmailers

Some special processing occurs if the ruleset zero essodvan IPC mailer (that is, a
mailer that has “[IPC]" listed as thea# in theM configuration line. The host name passed
after “$@” has MX expansion performed if not defing via a named socket; this looks the
name up in DNS to find alternate detiy sites.

The host nhame can also bead®ed as a dotted quad or an IPv6 address in square brack-
ets; for example:

[128.32.149.78]
or
[IPv6:2002:c0a8:51d2::23f4]
This causes direct ceersion of the numeric value to an IP host address.

The host name passed in after the “$@” may also be a colon-separated list oERohts.
is separately MX expanded and the results are concatenated édassdntially) one long MX
list. Theintent here is to createdke” MX records that are not published in DNS forvpre
internal networks.

As a final special case, the host name can be passed in as a text string in square brackets:
[ucbvax.berkele.edu]

This form aoids the MX mapping.N.B.: This is intended only for situations whgou have a
network fiewall or other host that will do special processing for all your mail, so that your MX
record points to a gateway machine; this rhawe could then do direct delivery to nhies
within your local domain. Use of this feagutirectly violates RFC 1123 section 5.3.5: it should
not be used lightly.

5.2. D— Define Macro

Macros are named with a single character or withoadvin {braces}. The name&<'’ and
“{x}' ' denote the same macro foveey single characterX’’. Single character names may be
selected from the entire ASCII set, but udefined macros should be selected from the set of upper
case letters onlyLower case letters and special symbols are used interthallyg names lggnning
with a lower case letter or a punctuation character are eséov use by sendmail, so ushafined
long macro names should begin with an upper case letter.

The syntax for macro definitions is:
Dxval

wherex is the name of the macro (which may be a single character orchimvbraces) andal is
the value it should & There should be no spacesagi that do not actually belong in the macro
value.
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Macros are interpolated using the constfigtwherex is the name of the macro to be inter
polated. Thignterpolation is done when the configuration file is readept inM lines. Thespe-
cial construct&x can be used iR lines to get deferred interpolation.

Conditionals can be specified using the syntax:
$?x textl $| text2 $.

This interpolategextl if the macro$x is set and non-null, antkxt2 otherwise. Thée'else” ($])
clause may be omitted.

The following macros are defined and/or used internall\sdaydmailfor interpolation into

argv’s for mailers or for other comtés. Theones markd 1 are information passed into sendHiail
the ones maed F are information passed both in and out of sendmail, and the unmarked macros are
passed out of sendmail but are not otherwise used interff&lgse macros are:

$a  Theorigination date in RFC 822 format. This is extracted from the Date: line.
$b  Thecurrent date in RFC 822 format.

$c  Thehop count. This is a count of the number of Reskilines plus the value of théh com-
mand line flag.

$d  Thecurrent date in UNIX (ctime) format.

$et (Obsoletepyse SmtpGreetingMessage option instead.) The SMTP entry message. This is
printed out when SMTP starts ufhe first word must be th®j macro as specified by RFC
821. Detults to “$j Sendmail $v ready at $b”. Commonly redefined to include the configu-
ration version numbee.g., “$j Sendmail $v/$Z ready at $b”

$f  Theervelope sender (from) address.

$g Thesender address rekati o the recipient.For example, if$f is “foo”, $gwill be “host!foo”,
“foo@host.domain”, or whater is gppropriate for the receiving mailer.

$h  Therecipient host. This is set in ruleset 0 from the $@ field of a parsed address.
$i  Thequeue id, e.g., “f344MXxp018717".

$jF The“official” domain name for this site. This is fully qualified if the full qualification can be
found. Itmustbe redefined to be the fully qualified domain name if your system is not con-
figured so that information can find it automatically.

$k  TheUUCP node name (from the uname system call).

$IT  (Obsoleteuse UnixFromLine option insteadJhe format of the UNIX from line.Unless
you hare changed the UNIX mailbox format, you should not change the default, which is
“From $g $d”.

$m Thedomain part of thgethostnameeturn \alue. Undemormal circumstancesj is equv-
alent to$w.$m

$nt Thename of the daemon (for error messages). Defaults to “MAILER-DAEMON?".

$o0t (Obsoleteuse OperatorChars option instead.) The set of “operators” in addressiss.of
characters which will be considered énis and which will separate tokens when doing pars-
ing. For example, if “@” were in th&o macro, then the input “a@b” would be scanned as
three tokens: “4," @; and “b” Defaults to “.:@[]", which is the minimum set necessary to
do RFC 822 parsing; a richer set of operators is “.:%@!/[]”, which adds support for , UUCP
the %-hack, and X.400 addresses.

16As of version 8.6, all of these macros/eaeasonable dafilts. Preious versions required that thbe cefined.
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$p  Sendmaif process id.

$qt Detult format of sender addres§he $g macro specifies o an address should appear in a
message when it is deflted. Dedults to “<$g>". It is commonly redefined to be “$?x$x
<$g>$|$g$. or “$g$?x ($x)$.”, corresponding to the followingaviormats:

Eric Allman <eric@CS.BerkejeEDU>
eric@CS.BerkelgEDU (Eric Allman)

Sendmaiproperly quotes names thatvieapecial characters if the first form is used.

$r  Protocolused to recee the message. Set from th@ command line flag or by the SMTP
server code.

$s  Sendes host name. Set from thep command line flag or by the SMTP serwcode (in
which case it is set to the EHLO/HELO parameter).

$t A numeric representation of the current time in the format YYYYMMDDHHmMm (4 digit
year 1900-9999, 2 digit month 01-12, 2 digit day 01-31, 2 digit hours 00-23, 2 digit minutes
00-59).

$u  Therecipient user.

$v  Theversion number of theendmaibinary.

$wt Thehostname of this site. This is the root name of this host (but see togloaveats).
$x  Thefull name of the sender.

$z  Thehome directory of the recipient.

$ Thevalidated sender address. See #i&dient_resolve}

${addr_type}
The type of the address which is currently beingritten. Thismacro contains up to three
characters, the first is either ‘e’ or ‘h’ forveope/header address, the second is a space, and
the third is either ‘s’ or ‘r’ for sender/recipient address.

${alg_bits}
The maximum kylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection. Thismay be less than thefe€tive keylength, which is stored ii{cipher_bits}, for
“ export controlled’ algorithms.

${auth_authen}
The clients authentication credentials as determined by authentication (only set if success-
ful). Theformat depends on the mechanism used, it might be just ‘user’, or ‘user@realm’, or
something similar (SMTP AUTH only).

${auth_author}
The authorization identifyi.e. the AUTH= parameter of th@MTP MAIL command if sup-
plied.

${auth_type}
The mechanism used for SMTP authentication (only set if successful).

${auth_ssf}
The keylength (in bits) of the symmetric encryption algorithm used for the security layer of a
SASL mechanism.

${bodytype}
The message body type (7BIT or 8BITMIME), as determined from thaogre.
${cert_fp}
The fingerprint of the presented certificate ARTTLS only). Note: this macro is only

defined if the optioiCertFingerprintAlgorithm is set, in which case the specified fingerprint
algorithm is used.The valid algorithms depend on the OpenSSL version, but usually md5,
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shal, and sha256 areadable. See
openssl dgst -h
for a list.

${cert_issuer}
The DN (distinguished name) of the CA (certificate authority) that signed the presented cer
tificate (the cert issuer) (STARTTLS only).

${cert_md5}
The MD5 hash of the presented certificate ARTTLS only). Note: this macro is only
defined if the optioiCertFingerprintAlgorithm is not set.

${cert_subject}
The DN of the presented certificate (called the cert subject) (STARTTLS only).

${cipher}
The cipher suite used for the connection, e.g., EDH-DSS-DES-CBC3-SHA, EDH-RSA-DES-
CBC-SHA, DES-CBC-MD5, DES-CBC3-SHA (STARTTLS only).

${cipher_bits}
The efective keylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection.

${client_addr}
The IP address of the SMTP client. IPv6 addresses are tagged with "IPv6:" before the
address. Defineith the SMTP server only.

${client_connections}
The number of open connections in the SMTP server for the client IP address.

${client_flags}
The flags specified by the Modifier= part ©fientPortOptions where flags are separated
from each other by spaces and upper case flags are doUbiatis, Modifier=hA will be
represented as "h AA" i#{client_flags}, which is required for testing the flags in rulesets.

${client_name}
The host name of the SMTP clienthis may be the clier#’tracketed IP address in the form

not resolvable, or if it is resolvable but the IP address of the resolved hostnamé¢ maésn’
the original IP address. Defined in the SMTP server.o8de alsdb{client_resolve}

${client_port}
The port number of the SMTP client. Defined in the SMTP server only.

${client_ptr}
The result of the PTR lookup for the client IP addrediote: this is the same as
${client_name}if and only if${client_resolve}lis OK. Defined in the SMTP server only.

${client_rate}
The number of incoming connections for the client IP addreastioe time interval specified
by ConnectionRateWindowSize.

${client_resolve}
Holds the result of the res@\all for ${client_name}. Possible values are:

OK resohed successfully

FAIL permanentookup failure

FORGED forvard lookup doeshmatch reverse lookup
TEMP temporaryookup failure

Defined in the SMTP server onlgendmailperforms a hostname lookup on the IP address of
the connecting clientNext the IP addresses of that hostname are lookedfupe client IP
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address does not appear in that list, then the hostname is maybe. fdhisis reflected as
the value FORGED fadb{client_resolve}and it also shows up #_as "(may be forged)".

${cn_issuer}
The CN (common name) of the CA that signed the presented certific®BTSIS only).
Note: if the CN cannot be extracted properly it will be replaced by one of these strings based
on the encountered error:

BadCertificateContainsNUL CBbntains a NUL character
BadCertificatedolLong CNis too long
BadCertificateUnknan CNcould not be extracted

In the last case, some other (unspecific) error occurred.

${cn_subject}
The CN (common name) of the presented certificatdARSTLS only). See${cn_issuer}
for possible replacements.

${currHeader}
Header value as quoted string (possibly truncatédAXNAME ). Thismacro is only wail-
able in header check rulesets.

${daemon_addr}
The IP address the daemon is listening on for connections.

${daemon_family}
The network &mily if the daemon is accepting network connections. Possible values include
“inet”, “inet6”, “iso”, “ns”, “x.25”

${daemon_flags}
The flags for the daemon as specified by the Modifier= p&yaefmonPortOptionswhereby
the flags are separated from each other by spaces, and upper case flags are Toatbied.
Modifier=Ea will be represented as "EE a'$fdaemon_flags} which is required for testing
the flags in rulesets.

${daemon_info}
Some information about a daemon as at tetring. For example, “SMTP+queue-
ing@00:30:00".

${daemon_name}

The name of the daemon frobaemonPortOptionsName= suboption. If this suboption is
not set, "Daemon#", where # is the daemon nunibesed.

${daemon_port}
The port the daemon is accepting connection dnlessDaemonPortOptionsis set, this
will most likely be “25".

${deliveryMode}
The current deliery mode sendmail is using. It is initially set to theue of theDelivery-
Mode option.

${envid}
The enelope id parameter (ENVID=) passed to sendmail as part of tretoes.

${hdrlen}

The length of the header value which is stored in ${currHeader} (before possible truncation).
If this value is greater than or equalMAXNAME the header has been truncated.

${hdr_name}
The name of the header field for which the current header check ruleset has beemballed.
is useful for a defult header check ruleset to get the name of the header; the macro is only
available in header check rulesets.
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${if_addr}
The IP address of the interface of an incoming connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.

${if_addr_out}
The IP address of the intade of an outgoing connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.
${if_family}
The IP family of the interface of an incoming connection unless it is in the loopback net.
${if_family_out}
The IP family of the interface of an outgoing connection unless it is in the loopback net.
${if_name}
The hostname associated with the interface of an incoming connection. This macro can be
used for SmtpGreetingMessage and HRestkfor virtual hosting.For example:

O SmtpGreetingMessage=$?{if_name}${if_name}$|$j$. MTA

${if_name_out}
The name of the interface of an outgoing connection.

${load_avg}
The current loadwerage.

${mail_addr}
The address part of the resolved triple of the address ¢or the SMTP MAIL command.
Defined in the SMTP server only.

${mail_host}
The host from the resolved triple of the addressrgfor theSMTP MAIL command. Defined
in the SMTP server only.
${mail_mailer}
The mailer from the resolved triple of the addresgemgifor the SMTP MAIL command.
Defined in the SMTP server only.
${msg_id}
The value of the Message-Id: header.
${msg_size}
The value of the SIZE= parametée., usually the size of the message (in an ESMTP dia-

logue), before the message has been collected, thereafter the message size as computed by
sendmailand can be used in check_compat).

${nbadrcpts}
The number of bad recipients for a single message.

${nrcpts}
The number of validated recipients for a single messhige¢e: since recipient validation hap-
pens aftecheck rcpthas been called, the value in this ruleset is one less than what might be
expected.

${ntries}
The number of delery attempts.

${opMode}
The current operation mode (from thk flag).

${quarantine}
The quarantine reason for thevelope, if it is quarantined.
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${queue_interval}
The queue run intervalgn by the —q flag. For example,—q30mwould set${queue_inter-
val} to “00:30:00".

${rcpt_addr}
The address part of the resetvtriple of the addresswgn for the SMTP RCPTcommand.
Defined in the SMTP server only after a RCPT command.

${rcpt_host}
The host from the resadd triple of the addresswgn for theSMTP RCPTcommand. Defined
in the SMTP server only after a RCPT command.

${rcpt_mailer}
The mailer from the resolved triple of the addresgemifor the SMTP RCPTcommand.
Defined in the SMTP server only after a RCPT command.

${server_addr}
The address of the sewof the current outgoing SMTP connectidfor LMTP delivery the

macro is set to the name of the mailer.

${server_name}
The name of the server of the current outgoing SMTP or LMTP connection.

${time}
The output of théime(3) function, i.e., the number of seconds since 0 hours, 0 minutes, 0 sec-
onds, January 1, 1970, Coordinatedvugrsal Time (UTC).

${tls_version}
The TLS/SSL version used for the connection, e.g., TLSv1, SSLv3, SSLv2; defined after
STARTTLS has been used.

${total_rate}
The total number of incoming connectiongiothe time interal specified by Connection-

RateWindowsSize.

${verify}
The result of the verification of the presented cert; only defined af®RBILS has been
used (or attempted). Possible values are:

OK verification succeeded.

NO nocert presented.

NOT no cert requested.

FAIL cert presented but could not be verified,
e.g., the signing CA is missing.

NONE STARTTLS has not been performed.

TEMP temporaryerror occurred.

PROTOCOL someprotocol error occurred
at the ESMTP begl (not TLS).
SOFTWARE STARTTLS handshad failed,
which is a fatal error for this session,
the e-mail will be queued.

There are three types of dates that can be uShd.$a and$b macros are in RFC 822 for
mat; $ais the time as»dracted from the “Date:” line of the message (if there was one)$hiisl
the current date and time (used for postmarkisho “Date:” line is found in the incoming message,
$ais set to the current time als@he $d macro is equidlent to the$b macro in UNIX (ctime) for
mat.

The macro$w, $j, and $m are set to the identity of this hosbendmaitries to find the fully
gualified name of the host if at all possible; it does this by cajjtgpstnamé?) to get the current
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hostname and then passing thagéthostbynam@) which is supposed to return the canonieal v

sion of that host namé.Assuming this is successfdjj is set to the fully qualified name afich is
set to the domain part of the nameefgthing after the first dot).The $w macro is set to the first
word (everything before the first dot) if you ke a eve 5 or higher configuration file; otherwise, it
is set to the samealue as$j. If the canonification is not successful, it is imperathat the config

file set$j to the fully qualified domain nartfe

The $f macro is the id of the sender as originally determined; when mailing to a specific host
the $g macro is set to the address of the semdative to the ecipient. For example, if | send to
“bollard@matisse.CS.Berkgl&£DU” from the machine “angogh.CS.BerkejeEDU" the $f macro
will be “eric” and the$g macro will be “eric@vangogh.CS.BerkgleDU.”

The$x macro is set to the full name of the sendBris can be determined invaeal ways. It
can be passed as flaggendmail It can be defined in thEAME ernvironment \ariable. Thethird
choice is the value of the “Full-Name:” line in the header iists, and the fourth choice is the
comment field of a “From:” line. If all of these fail, and if the message is being originated Jlocally
the full name is looked up in thetc/passwdile.

When sending, th&h, $u, and $z macros get set to the host, ysard home directory (if
local) of the recipient. The first tware set from theé@ and$: part of the rewriting rules, respec-
tively.

The $p and $t macros are used to create unique strings (e.g., for the “Message-Id:” field).
The $i macro is set to the queue id on this host; if put into the timestamp line it cairdraaly
useful for tracking message¥he $v macro is set to be theksion number ofendmail this is nor
mally put in timestamps and has beenvproextremely useful for debugging.

The $c field is set to the “hop couht,.e., the number of times this message has been pro-
cessed. Thisan be determined by thén flag on the command line or by counting the timestamps
in the message.

The $r and$sfields are set to the protocol used to communicate seittdimailand the send-
ing hostname.They can be set together using the command line flag or separately using tihé
or —oM flags.

The$_is set to a validated sender host narfighe sender is running an RFC 1413 compli-
ant IDENT server and the regei has the IDENT protocol turned on, it will include the user name
on that host.

The ${client_name}, ${client_addr}, and ${client_port} macros are set to the name,
address, and port number of the SMTP client whovisking sendmailas a serer. These can be
used in theheck _*rulesets (using thg& deferred eauation form, of course!).

5.3. Cand F — Define Classes

Classes of phrases may be defined to match on the left hand sideitifigerules, where a
“phrase” is a sequence of characters that does not contain space chaFaxtexample a class of
all local names for this site might be created so that attempts to send to oneself can be eliminated.
These can either be defined directly in the configuration file or read in from another file. Classes are
named as a single letter or a word in {braces}. Class hames beginning wéhdase letters and
special characters are reserved for system G$asses defined in config files may beeginames
from the set of upper case letters for short names or beginning with an upper case letter for long
names.

YFor example, on some systergethostnamenight return “foo” which would be mapped to “foo.bar.com”dghostbyname

®0lder versions of sendmail didrgre-define$j at all, so up until 8.6, config filedwayshad to definéj.
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The syntax is:

Ccphrasel phrase2...

Fcfile

Fc |program

Fc[mapley@mapclass:mapspec
The first form defines the clas$o match ay of the named wrds. Ifphraselor phrase2s another
class, e.g.$=S, the contents of clasSare added to class It is permissible to split them among
multiple lines; for example, the twforms:

CHmonet ucbmonet
and

CHmonet
CHucbmonet

are equialent. The*F” forms read the elements of the clafsom the namedile, program, or
map specification Each element should be listed on a separate linepecify an optional file, use
“ —0” between the class name and the file name, e.g.,

Fc —o /path/toffile

If the file cant be wsed,sendmailwill not complain but silently ignore it. The map form should be
an optional mapdy, an at gn, and a map class followed by the specification for that rEapm-
ples include:

F{VirtHosts}@I|dap:—k (&(objectClass=virtHosts)(host=*)) —v host
F{MyClass}foo@hash:/etc/mail/classes

will fill the class $={VirtHosts} from an LDAP map lookup an&={MyClass} from a hash
database map lookup of the. There is also a built-in schema that can be accessed by only speci-

fying:
F{ClassNampg@LDAP
This will tell sendmail to use the default schema:

-k (&(objectClass=sendmailMiClass)
(sendmailMRClassName€lassNamg
(I(sendmailMACluster=${sendmailMACluster})

(sendmailMTAHost=$%j)))

-v sendmailMRClassValue

Note that the lookup is only done when sendmail is initially started.

Elements of classes can be accessed in rules $isimg $~. The $~ (match entries not in
class) only matches a single word; multi-word entries in the class are ignored in this context.

Some classes b@ internal meaning teendmail

$=e containghe Content-TansferEncodings that can be-87 bit encoded. It is predefined to
contain “7hit”, “8bit”, and “binary”.

$=k setto be the same &k, that is, the UUCP node name.
$=m  setio the set of domains by which this host is known, initially $mst

$=n canbe set to the set of MIME body types that cavenbe @ght to s&en bit encoded. It
defaults to “multipart/signed”. Message types “message/*” and “multipart/*” axerne
encoded directly Multipart messages arewalys handled recurgdly. The handling of
message/* messages are controlled by dass

=q A set of Content-Types that will me be encoded as base64 (if thbaveto be encoded,
they will be encoded as quoted-printable). It cawvehaimary types (e.g., “text”) or full
types (such as “text/plain”).
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$=s containghe set of subtypes of message that can be treated velyur&y default it con-
tains only “rfc822”. Other “message/*” types cannot be Bhit encoded.If a message
containing eight bit data is sent to aeebit host, and that message cannot be encoded
into seven hits, it will be stripped to 7 bits.

$=t setto the set of trusted users by fheonfiguration line. If you want to read trusted users
from a file, usd-t/file/name

$=w  setto be the set of all names this host is known Byis can be used to match local host-
names.

$={persistentMacros}
set to the macros that should beeshacross queue runs. Care should be taken when
adding macro names to this class.

Sendmaitan be compiled to alloa scan{3) string on thd- line. Thislets you do simplistic
parsing of text files.For example, to read all the user names in your sysetoipasswdile into a
class, use

FL/etc/passwd %[]
which readseery line up to the first colon.

5.4. M— Define Mailer
Programs and interfaces to mailers are defined in this line. The format is:
Mname {field=value}*

where nameis the name of the mailer (used internally only) and the “field=name” pairs define
attributes of the mailerFields are:

Pah Thepathname of the mailer

Flags Specidlags for this mailer

Sender Reriting set(s) for sender addresses
Recipient Revriting set(s) for recipient addresses
recipients Maximummumber of recipients per connection
Argv Anargument vector to pass to this mailer

Eol Theend-of-line string for this mailer

Maxsize Thenaximum message length to this mailer
maxmessages  Theaximum message dedries per connection
Linelimit Themaximum line length in the message body
Directory Theworking directory for the mailer

Userid Thedefault user and group id to run as

Nice Thenice(2) increment for the mailer

Charset Thelefault character set for 8-bit characters
Type Type information for DSN diagnostics

Wait Themaximum time to wait for the mailer
Queugroup Thedefault queue group for the mailer

/ The root directory for the mailer

Only the first character of the field name is checkesl ¢itse-sensive).

The following flags may be set in the mailer descriptidny other flags may be used freely
to conditionally assign headers to messages destined for particular mailers. Flags marked with T are
not interpreted by theendmailbinary; these are the caentionally used to correlate to the flags
portion of theH line. Flagsmarked with ¥ apply to the mailers for the sender address rather than
the usual recipient mailers.

a Run Extended SMTP (ESMTP) protocol (defined in RFCs 1869, 1652, and 1870). This flag
defaults on if the SMTP greeting message includes the word “ESMTP”.
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Ct

Dt

Ft

Look up the user (address) part of the resolved mailer triple, in the alias datbloaselly
this is only set for local mailers.

Force a blank line on the end of a message. This is intended to work around someestupid v
sions of /bin/mail that require a blank line, but do not provide it themselitwould not nof
mally be used on network mail.

Strip leading backslashes (\)faif the address; this is a subset of the functionality o freg.

Do not include comments in addresses. This should only be used if yeuhaork around a
remote mailer that gets confused by comments. This strips addresses of the form “Phrase
<address>" or “address (Comment)” down to just “address”.

If mail is receivedfrom a mailer with this flag set, praddresses in the header that do nateha
an at sign (“@") after being rewritten by ruleset three willehthe “@domain” clause from
the sender emlope address tacked on. This allows mail with headers of the form:

From: usera@hosta
To: userb@hostb, userc

to be rewritten as:

From: usera@hosta
To: userb@hostb, userc@hosta

automatically Howeva, it doesnt really work reliably.

Do not include angle brackets around route-address syntax addresses. This is useful on mailers
that are going to pass addresses to a shell that might interpret angktesckO redirection.
However, it does not protect against other shell metacharacters. Therefore, passing addresses
to a shell should not be considered secure.

Thismailer wants a “Date:” header line.

This mailer is gpensve © connect to, so try tovaid connecting normally; annecessary con-
nection will occur during a queue run. See also ogtlollExpensive.

Escape lines beginning with “Frorhin the message with a >’ sign.

The mailer wants af from flag, but only if this is a network forward operation (i.e., the mailer
will give a eror if the executing user does not Y& gecial permissions).

Thismailer wants a “From:” header line.

Normally, sendmailsends internally generated email (e.g., error messages) using the null
return address as required by RFC 11PRwever, some mailers dom’accept a null return
address. lhecessaryyou can set thg flag to preent sendmailfrom obeying the standards;
error messages will be sent as from the MAILER-DAEMON (actudtly value of thebn
macro).

Upper case should be presedvin host names (the $@ portion of the mailer triplet resblv
from ruleset 0) for this mailer.

Do User Database rewriting onvefope sender address.

This flag is deprecated and will be rerad from a future ersion. Thismailer will be speak-
ing SMTP to anothesendmail— as sich it can use special protocol features. This flag should
not be used except for debugging purposes because ¥EBE as SMTP command.

Do User Database rewriting on recipients as well as senders.

Normally whensendmailconnects to a host via SMTP checks to mad aure that this ist’
accidently the same host hame as might happsenidmailis misconfigured or if a long-haul
network interface is set in loopback mode&his flag disables the loopback check. It should
only be used under very unusual circumstances.
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Mt

Pt

C

Currently unimplemented. Reserved for chunking.
This mailer is local (i.e., final detry will be performed).

Limit the line lengths as specified in RFC 821. This deprecated option should be replaced by
theL= mail declaration.For historic reasons, the flag also sets théflag.

This mailer can send to multiple users on the same host in one transattien. abu macro
occurs in theargv part of the mailer definition, that field will be repeated as necessary for all
qualifying users.Remwing this flag can defeat duplicate supression on a remote site as each
recipient is sent in a separate transaction.

Thismailer wants a “Message-Id:” header line.
Do not insert a UNIX-style “From” line on the front of the message.

Always run as the owner of the recipient mailbdtormally sendmailruns as the sender for
locally generated mail or as “daemon” (actualhe user specified in theoption) when deli-
ering network mail. The normal behavior is required by most local mailers, which will not
allow the ewelope sender address to be set unless the mailer is running as ddérnsoftag is
ignored if theSflag is set.

Use the route-addr stylewarse-path in the SMTP “MAIL FROM:” command rather than just
the return address; although this is required in RFC 821 section 3.3 howta do not process
reverse-paths properlyRevase-paths are officially discouraged by RFC 1123.

Thismailer wants a “Return-Path:” line.

When an address that resgdvto this mailer is verified (SMTP VRFY command), generate 250
responses instead of 252 responses. This will imply that the address is local.

Same ad, but sends ar flag.

Open SMTP connections from a “secure” pdBecure ports areh(secure, that is) except on
UNIX machines, so it is unclear that this addgthimg. sendmailmust be running as root to
be able to use this flag.

Srip quote characters (" and \)foff the address before calling the mailer.

Don't reset the userid before calling the mail@his would be used in a securevieanment
wheresendmailran as root. This could be used tmid forged addresses. If thé= field is
also specified, this flag causes the effectser id to be set to that user.

Upper case should be presedvin user names for this mailetandards require presetion

of case in the local part of addresses, except for those address for which your system accepts
responsibility RFC 2142 provides a long list of addresses which should be case ingerisiti

you use this flag, you may be violating RFC 21Axte that postmaster isvedys treated as a

case insensite address rgardless of this flag.

This mailer wants UUCP-style “From” lines with the ugly “remote from <host>" on the end.

The user must wva a \alid account on this machine, i.gggpwnammust succeed. If not, the
mail is bounced. See also tMailBoxDatabase option. Thisis required to get “.forard”
capability.

Ignore long term host status information (see Section "Persistent Host Status Information™).
Thismailer wants a “Full-Name:” header line.

This mailer wants to use the hidden dot algorithm as specified in RFC 821; baaialige
beginning with a dot will hae an extra dot prepended (to be stripped at the other emtjs
insures that lines in the message containing a dot will not terminate the message prematurely.

Run Local Mail Transfer Protocol (LMTP) betwesandmailand the local mailerThis is a
variant on SMTP defined in RFC 2033 that is specifically designed faedetp a local mail-
box.
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Z Apply DialDelay (if set) to this mailer.

0 Don't look up MX records for hosts sent via SMTP/LMTPBo not apply FallbackMXhost
either.

Don't send null characters ('\0’) to this mailer.

Don't use ESMTP een if offered; this is useful for brak systems that offer ESMTP bailf
on EHLO (without receering when HELO is tried next).

3  Extend the list of characters agnted to =XX notation when caemrrting to Quoted-Printable to
include those that donimap cleanly between ASCII and EBCDIC. Useful if yowéddBM
mainframes on site.

5 If no diases are found for this address, pass the address through ruleset 5 for possible alternate
resolution. Thigs intended to forward the mail to an alternatewaeji spot.

Strip headers to sen bits.

Srip all output to seen hits. Thisis the defult if theL flag is set. Note that clearing this
option is not sufficient to get full eight bit data passed thraaglidmail If the 7 option is set,

this is essentially alays set, since the eighth bit was stripped on input. Note that this option
will only impact messages that ditlhave8 - 7 bit MIME conversions performed.

8 If set, it is acceptable to send eight bit data to this mailer; the usual attempt te 7bit8
MIME corversions will be bypassed.

9 If set, dolimited 7 - 8 bit MIME conversions. Theseorversions are limited to text/plain data.

Check addresses to see if yhgedgn “:include:”; if they do, corvert them to the “*include*”
mailer.

Check addresses to see ifyhmgn with a ‘|'; if they do, corvert them to the “prog” mailer.
Check addresses to see ify®egn with a ‘/’; if they do, corvert them to the “*file*” mailer.

~ —

@ Look up addresses in the user database.

% Do not attempt deliery on initial receipt of a message or on queue runs unless the queued
message is selected using one of the -ql/-gR/-gS queue run modifiers or an ETRN request.

I Disable an MH hack that drops arpécit From: header if it is the same as what sendmail
would generate.
Configuration files prior to el 6 assume theX', ‘w’, ‘5, ', ‘|, /', and ‘@’ options on the
mailer named “local’”.

The mailer with the special name “error” can be used to generate a userT&ieqoptional)
host field is an exit status to be returned, and the user field is a message to be Thimtext sta-
tus may be numeric or one of the values USAGE, NOUSER, NOHOSAVAILABLE, SOFT
WARE, TEMPFAIL, PROTOCOL, or CONFIG to return the corresponding EXit&ode, or an
enhanced error code as described in RFC 1BABanced Mail System Status CodEer example,
the entry:

$#error $@ NOHOST $: Host unknown in this domain

on the RHS of a rule will cause the specified error to be generated and the “Hostningxib sta-

tus to be returned if the LHS matches. This mailer is only functional in rulesets 0, 5, or one of the
check_* rulesets. The host field can also contain the speciah tpkarantine which instructs
sendmail to quarantine the current message.

The mailer with the special name “discard” causasraail sent to it to be discarded but oth-
erwise treated as though it were successfullyvead. Thismailer cannot be used in ruleset O,
only in the various address checking rulesets.

The mailer named “localtnustbe defined inwery configuration file. This is used to dedf
local mail, and is treated specially inveal ways. Additionally three other mailers named “prog”,
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“*file*”, and “*include*” may be defined to tune the dedry of messages to programs, files, and
sinclude: lists respeately. They default to:

Mprog, P=/bin/sh, F=IsoDq9, T=DNS/RFC822/X-Unix, A=sh —c $u
M*file*, P=[FILE], F=IsDFMPEouq9, T=DNS/RFC822/X-Unix, A=FILE $u
M*include*, P=/dev/null, F=su, A=INCLUDE $u

Builtin pathnames are [FILE] and [IPC], the former is used fowdslito files, the latter for
delivery via interprocess communicatiofror mailers that use [IPC] as pathname the argumect v
tor (A=) must start with TCP or FILE for de#ry via a TCP or a Unix domain saak If TCP is
used, the secondgarment must be the name of the host to contact. Optionally a third argument can
be used to specify a port, the alelt is smtp (port 25). If FILE is used, the second argument must
be the name of the Unix domain socket.

If the argument vector does not contain $u teendmailwill speak SMTP (or LMTP if the
mailer flag z is specified) to the mailer.

If no Eol field is defined, then the default is "\r\n" for SMTP mailers and "\n" of others.

The Sender and Recipient rewriting sets may either be a simple ruleset id or mayitie tw
separated by a slash; if so, the firstmigng set is applied to eelope addresses and the second is
applied to headers. Settingyavalue to zero disables corresponding mailer-specific rewriting.

The Directory is actually a colon-separated path of directories.td-tnyexample, the defini-
tion “D=%z:/” first tries to &ecute in the recipierd’home directory; if that is notvailable, it tries to
execute in the root of the filesystem. This is intended to be used only on the “prog”, mader
some shells (such ash refuse to recute if they cannot read the current director§ince the queue
directory is not normally readable by unprivileged usstsscripts as recipients can fail.

The Userid specifies the defit user and group id to run asjemiding the DefaultUser
option (g.v). If theSmailer flag is also specified, this user and group will be set asféutivef Lid
and gid for the processThis may be gien as user:groupto set both the user and group id; either
may be an integer or a symbolic name to be looked up ipat@vdandgroupfiles respectiely. If
only a symbolic user name is specified, the group id ip#sswdfile for that user is used as the
group id.

The Charset field is used when eeming a message to MIME; this is the character set used
in the Content-Type: headelf this is not set, th®efaultCharset option is used, and if that is not
set, the value “unknown-8bit” is usedVARNING: this field applies to the sendertailer, not the
recipients mailer. For example, if the er®lope sender address lists an address on the locabrketw
and the recipient is on an external network, the character set will be set from the Charset= field for
the local network mailenot that of the external network mailer.

The Type= field sets the type information used in MIME error messages as defined by RFC
1894. ltis actually three values separated by slashes: the MTA-type (that is, the descriptian of ho
hosts are named), the address type (the description of e-mail addresses), and the diagnostic type (the
description of error diagnostic codes). Each of these must lzgstered value or begin with “X-".

The default is “dns/rfc822/smtp”.

The m= field specifies the maximum number of messages to attemptvie dalia $ngle
SMTP or LMTP connection. The default is infinite.

The r= field specifies the maximum number of recipients to attempt teerdildia sngle
ervelope. ltdefaults to 100.

The /= field specifies a neroot directory for the mailerThe path is macro expanded and
then passed to the “chroot” system call. The root directory is changed before the Directory field is
consulted or the uid is changed.

The Wait= field specifies the maximum time taiwfor the mailer to return after sending all
data to it. This applies to mailers thavbdeen forked bysendmail
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The Queuegroup= field specifies the default queue group in whiclvegesail should be
gueued. Thigan be werridden by other means as explained in section “Queue Groups and Queue
Directories”.

5.5. H— Define Header

The format of the header lines trendmailinserts into the message are defined byHhe
line. Thesyntax of this line is one of the following:

Hhname htemplate
H[?mflag®]hname htemplate

H[?$macro}?]hname htemplate

Continuation lines in this spec are reflected directly into the outgoing mesthgétemplateis
macro-&panded before insertion into the message. Ifniflags(surrounded by question marks)

are specified, at least one of the specified flags must be stated in the mailer definition for this header
to be automatically output. If &{macro} (surrounded by question marks) is specified, the header
will be automatically output if the macro is set. The macro may be set ugngf éme normal
methods, including using theacro storage map in a ruleset. If one of these headers is in the input

it is reflected to the outputgerdless of these flags or macrdsotice: If a${macro}is used to set a
header then it is useful to add that macro to cl&sgpersistentMacrosiwhich consists of the
macros that should bewsal across queue runs.

Some headers h@ ecial semantics that will be described later.

A secondary syntax allowsalidation of headers as thare being read.To enable alidation,
use:

HHeader $>Ruleset
HHeader $>+Ruleset

The indicatedRulesets called for the specifiedeader and can returri$#error to reject or quaran-
tine the message @#discard to discard the message (as with the ottteck * rulesets). The
ruleset receies the header field-body as gament, i.e., not the header field-name; see also
${hdr_name} and ${currHeader}. The header is treated as a structured field, that is,garen-
theses is deleted before processing, unless the secon§¥earim used. Note: only one ruleset can
be associated with a headsendmaiblwill silently ignore multiple entries.

For example, the configuration lines:
HMessage-Id: $>CheckMessageld

SCheckMessageld
R<$+ @ $+> $@ K
R$* $#error$: lllegd Message-Id header

would refuse aym message that had a Message-1d: headerybfiie following forms:

Message-Id: <>
Message-Id: some text
Message-Id: <lgd tex@domain> extra crud

A default ruleset that is called for headers which tdbavea ecific ruleset defined for them can
be specified by:

H*: $>Ruleset
or
H*: $>+Ruleset
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5.6. O— Set Option

There are a number of global options that can be set from a configuratio®giliens are
represented by full words; some are also representable as single characters for back compatibility
The syntax of this line is:

O optiorrvalue

This sets optiomptionto bevalue Note that therenustbe a space between the letter ‘O’ and the
name of the option. An older version is:

Oo value

where the optiomw is a single characteDepending on the optiomaluemay be a string, an irger,
a boolean (with lgd values “t”, “T", “f", or “F”; the default is TRUE), or a time interval.

All filenames used in options should be absolute paths, i.e., starting witRéelative file-
names most likely cause surprises during operation (unless otherwise noted).

The options supported (with the old, one character names in brackets) are:

AliasFilesspec, spec, ...
[A] Specify possible alias file(s)Eachspecshould be in the formatclass info”
whereclass is optional and defaults tGrhplicit’’. Note thatinfo is required for
all clas®s except “Idap”.For the “ldap” class, ifinfo is not specified, a dafilt
info value is used as follows:

-k (&(objectClass=sendmailMTAAliasObject)
(sendmailMTAAliasName=aliases)
(I(sendmailMACluster=${sendmailMACluster})

(sendmailMTAHost=$%j))
(sendmailMTAKey=%0))
-v sendmailMTAAliasValue

Depending on he sendmailis compiled, valid classes are “implicit” (search
through a compiled-in list of alias file types, for back compatibility), “hash” (if
NEWDB is specified), “btree” (iNEWDB is specified), “dbm” (iNDBM is speci-
fied), “stab” (internal symbol table — not normally used unless ywva haother
database lookup), “sequence” (use a sequence of map®ustg declared),
“Idap” (if LDAPMAP is specified), or “nis” (ifNIS is specified). If a list obpes

are providedsendmaikearches them in order.

AliasWait=timeout
[a] If set, wait up tdimeout(units de&ult to minutes) for an “@:@" entry txist
in the alias database before starting up. If it does not appear timtautinter-
val issue a warning.

AllowBogusHELO
[no short name] If set, alo HELO SMTP commands that dénhclude a host
name. Settinghis violates RFC 1123 section 5.2.5, but is necessary to interoper
ate with segeral SMTP clients. If there is aalue, it is still checked for ¢gtimacy.

AuthMaxBits=N [no short name] Limit the maximum encryption strength for the security layer in
SMTP AUTH (SASL). Dedwlt is essentially unlimited. This allows to turrf of
additional encryption in SASL if SYRTTLS is already encrypting the communi-
cation, because the existing encryption strength is taken into account when choos-
ing an algorithm for the security layeFor example, if SARTTLS is used and
the symmetric cipher is 3DES, then the tlegléngth (in bits) is 168. Hence set-
ting AuthMaxBits to 168 will disable apencryption in SASL.

AuthMechanisms [nashort name] List of authentication mechanisms for AUTH (separated by
spaces). Thadwrtised list of authentication mechanisms will be the intersection
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of this list and the list ofwailable mechanisms as determined by the Cyrus SASL
library. If STARTTLS is actve, EXTERNAL will be added to this list.In that
case, the value of {cert_subject} is used as authentication id.

[noshort name] List of options for SMTP AUTH consisting of single characters
with intervening white space or commas.

A Use the AUTH= parameter for the MAIL FROM
command only when authentication succeeded.
This can be used as a workaround for broken
MTAs that do not implement RFC 2554 correctly.

a protection from actie (non-dictionary) attacks
during authentication exchange.

c require mechanisms which pass client credentials,
and allav mechanisms which can pass credentials
to do so.

d don't permit mechanisms susceptible to pessi
dictionary attack.

f  require forward secrgdetween sessions
(breaking one wor’help break next).

m  require mechanisms which provide mutual authentication
(only available if using Cyrus SASL v2 or later).

p don’t permit mechanisms susceptible to simple
passie atack (e.g., PLAIN, LOGIN), unless a
security layer is acte.

y  don’t permit mechanisms that alloanonymous login.

The first option applies to sendmail as a client, the others to a.sEramnple:
O AuthOptions=p,y

would disallav ANONYMOUS as AUTH mechanism andowld allov PLAIN

and LOGIN only if a security layer (e.g., ptded by SRARTTLS) is already
active. The options 'a’, ’c’, 'd’, ’f’, 'p’, and 'y’ refer to properties of the selected
SASL mechanisms. Explanations of these properties can be found in the Cyrus
SASL documentation.

[noshort name] The authentication realm that is passed to the Cyrus SASL
library. If no realm is specified$j is used. See also KNOWNBUGS.

BadRcptThrottlei

BlankSub=

CACerthath

CACertFile

[no short name] If set and the specified number of recipients in a single SMTP
transaction hee keen rejected, sleep for one second after each subsequent RCPT
command in that transaction.

[B] Set the blank substitution characterdo Unquoted spaces in addresses are
replaced by this characteDefaults to space (i.e., no change is made).

[noshort name] Path to directory with certificates of CAsis directory direc-
tory must contain the hashes of each CA certificate as filenames (or as links to
them).

[noshort name] File containing one or more CA certificates; see section about
STARTTLS for more information.

CertFingerprintAlgorithm

Specify the fingerprint algorithm (digest) to use for the presented tethe
option is not set, md5 is used and the macro contains the cert fingerprint. If the
option is explicitly set, the specified algorithm (e.g., shal) is used and the macro
${cert_fp} contains the cert fingerprint.
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CipherList
CheckAliases

Specifycipher list for STARTLS. Seeciphergl) for possible values.
[nValidate the RHS of aliases when rebuilding the alias database.

Checkpointintervali

[C] Checkpoints the queuevery N (default 10) addresses sernif. your system
crashes during dedéry to a large list, this pxents retransmission to grbut the
lastN recipients.

ClassFactorfact [z] The indicatedfactor is multiplied by the message class (determined by the

ClientCertFile

ClientKeyFile

Precedence: field in the user header andPtlires in the configuration file) and
subtracted from the priority Thus, messages with a higher Priority: will be
favored. Defults to 1800.

[noshort name] File containing the certificate of the client, i.e., this certificate is
used whersendmailcts as client (for STARTTLS).

[no short name] File containing the yaie key kelonging to the client certificate
(for STARTTLS if sendmaikuns as client).

ClientPortOptionseptions

[O] Set client SMTP options. The options &esy=value pairs separated by com-
mas. Knavn keys ae:

Port Name/numbeaf source port for connection (defaults to diree port)
Addr Addressnask (defaults INADDR_ANY)
Family Addressfamily (defaults to INET)

SndBufSize Sizef TCP send buffer
RcvBufSize Sizef TCP receie huffer
Modifier Options(flags) for the client

The Address mask may be a numeric address in IPv4 dot notation or IPv6 colon
notation or a network nameNote that if a network name is specified, only the
first IP address returned for it will be used. This may cause indeterminate beha
ior for network names that reselwo nultiple addresses. Therefore, use of an
address is recommendehlodifier can be the following character:

h use name of interface for HELO command
A don’t use AUTH when sending e-mail
S don’'t use STARTTLS when sending e-mail

If “‘h’’ is set, the name corresponding to the outgoing interface address (whether
chosen via the Connection parameter or the default) is used for the HELO/EHLO
command. Hwever, the name must not start with a square beaend it must
contain at least one dofThis is a simple test whether the name is not an IP
address (in square brackets) but a qualified hostn&ge that multiple Client-
PortOptions settings are allowed in order teegettings for each protocoamily

(e.g., one for Family=inet and one faarRily=inet6). Arestriction placed on one
family only affects outgoing connections on that particular family.

ClientSSLOptions

A space or comma separated list of SSL related options for the client Sde.
SSL_CTX_ set_optiof®) for a list; the wailable values depend on the OpenSSL
version against whichsendmail is compiled. By defult, SSL_OP_ALL
SSL_OP_NO_SSLv2 SSL_OP_NO_TICKET -SSL_OP_TLSEDDING are
used (if those options ar@ailable). Optionscan be cleared by preceeding them
with a minus sign. It is also possible to specify numerical values;@x§010

ColonOkInAddr [no short name] If set, colons are acceptable in e-mail addresses (e.g.,

“host:user”). Ifnot set, colons indicate the beginning of a RFC 822 group con-
struct (“groupname: memberl, member2, ... memberNDdpubled colons are
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always acceptable (“nodename::user”) and proper route-addr nesting is- under
stood (“<@relay:user@host>"). Furthermore, this optioradi$ on if the con-
figuration version ledl is less than 6 (for back compatibilityHowever, it must

be of for full compatibility with RFC 822.

ConnectionCacheSizé&k

[k] The maximum number of open connections that will be cached at a Tihee.
default is one.This delays closing the current connection until either thviscia-

tion of sendmailneeds to connect to another host or it terminates. Setting it to
zero defaults to the old behar, that is, connections are closed immediately
Since this consumes file descriptors, the connection cache showgttaniall: 4

is probably a practical maximum.

ConnectionCacheTimeouimeout

[K] The maximum amount of time a cached connection will be permitted to idle
without actvity. If this time is &ceeded, the connection is immediately closed.
This wvalue should be small (on the order of ten minut&gforesendmailuses a
cached connection, itvadys sends a RSET command to check the connection; if
this fails, it reopens the connection. Thieeks your end from failing if the other
end times out. The point of this option is to be a good artweighbor and
avad using up excesge resources on the other end. The default s ffiinutes.

ConnectOnlyToaddress

[no short name] This can be used t@rade the connection address (for testing
purposes).

ConnectionRateThrottlé:

[no short name] If set to a posiivalue, allev no more thanN incoming connec-
tions in a one second period per daemon. This is intended to flatten out peaks and
allow the load serage checking to cut in. Defaults to zero (no limits).

ConnectionRateWindowSizé&kE

[no short name] Define the length of the intrfor which the number of incom-
ing connections is maintained. The default is 60 seconds.

ControlSocketNamarame

CRLFile=name

DHParameters

[no short name] Name of the control setkor daemon managemeri running
sendmaildaemon can be controlled through this named edocRvailable com-
mands are:help, mstat, restart, shutdowmand status. The status command
returns the current number of daemon children, the maximum number of daemon
children, the free disk space (in blocks) of the queue direciodythe load zer-

age of the machine expressed as argettelf not set, no control socket will be
awailable. Solarisand pre-4.4BSD kernel users should see the note in send-
mail/README .

[no short name] Name of file that contains certificat@gation status, useful for
X.509v3 authentication. CRL checking requires at least Openg&lion 0.9.7.
Note: if a CRLFile is specified but the file is unusable, STARTTLS is disabled.

Thisption applies to the server side anBossible values are:

5 use precomputed 512 bit prime.

1 generate 1024 bit prime

2 generate 2048 bit prime.

i use included precomputed 2048 bit prime (default).
none donot use Diffie-Hellman.

/path/tol/file loadprime from file.

This is only required if a ciphersuite containing DSA/DH is used. The default is
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“i”” which selects a precomputed, fixed 2048 bit prime.5If Is selected, then
precomputed, fixed primes are usédbte: this option should not be used (unless
necessary for compatibility with old implementation):‘1" or ‘2"’ is selected,

then prime values are computed during startdpte: this operation can taka
significant amount of time on a slomachine (seeral seconds), but it is only
done once at startuplf ‘‘none’ is selected, then TLS ciphersuites containing
DSA/DH cannot be used. If a file name is specified (which must be an absolute
path), then the primes are read fromlitis recommended to generate such a file
using a command lthis:

openssl dhparam -out /etc/mail/dhparams.pem 2048
If the file is not readable or contains unusable data, the defdust tsed instead.

DaemonPortOptionoptions
[O] Set server SMTP options. Each instanc®aémonPortOptionsleads to an
additional incoming soek. Theoptions ar&key=valuepairs. Knavn keys ae:

Name Usedefinable name for the daemon (defaults to "Daemon#")
Port Name/numbeof listening port (defaults to "smtp")

Addr Addresamask (defaults INADDR_ANY)

Family Addressfamily (defaults to INET)

InputMailFilters Listof input mail filters for the daemon

Listen Sizeof listen queue (defaults to 10)

Modifier Options(flags) for the daemon

SndBufSize Sizef TCP send buffer
RcvBufSize Sizef TCP receie huffer

children maximurmumber of children per daemon, $daxDaemonChildren.
DeliveryMode  Delvery mode per daemon, sBeliveryMode.

refuseLA RefuselLAper daemon

delayLA DelayLAper daemon

queuelLA Queuel Aer daemon

The Namekey is used for error messages and loggifidhe Address mask may be
a numeric address in IPv4 dot notation or IPv6 colon notation, or a network name,
or a path to a local soek Notethat if a network name is specified, only the first
IP address returned for it will be usetihis may cause indeterminate behavior for
network names that resavto nultiple addressesTherefore, use of an address is
recommended. Theamily key defaults to INET (IPv4). IPv6 users who wish to
also accept IPv6 connections should add additioaatill=inet6é DaemonPor-
tOptions lines. For a local socket, use Family=local aarfily=unix. Thelnput-
MailFilters key overrides the default list of input mail filters listed in thgout-
MailFilters option. If multiple input mail filters are required, thenust be sepa-
rated by semicolons (not commadylodifier can be a sequence (withoutyan
delimiters) of the following characters:
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dways require authentication

bind to interface through which mail has been resbi
perform hostname canonification (.cf)
require fully qualified hostname (.cf)

Run smtps (SMTPwer SSL) instead of smtp
dlow unqualified addresses (.cf)

disable AUTH (werrides 'a’ modifier)

don't perform hostname canonification
disallow ETRN (see RFC 2476)

optional; if opening the socket fails ignore it
don't offer STARTTLS

That is, one wy to specify a message submission agent (MSA) thedysl
requires authentication is:

O DaemonPortOptions=Name=MSA, Port=587, M=Ea

The modifiers that are magll with "(.cf)" hare mly effect in the standard config-
uration file, in which thg are available via${daemon_flags} Notice: Donot use

the ‘a” modifier on a public accessible MT It should only be used for a MSA
that is accessed by authorized users for initial mail submisditsers must
authenticate to use a MSA which has this option turned on. The ftdgand

“C” can change the dadilt for hostname canonification in teendmail.cffile.

See the rel@ant documentation foFEATURE(nocanonify) The modifier f'’ dis-
allows addresses of the foraser@hostunless thg are submitted directly The

flag “u’’ allows unqualified sender addresses, i.e., those without @hast.
forces sendmail to bind to the interface through which the e-mail has been
receved for the outgoing connectionWARNING: Use ‘b only if outgoing

mail can be routed through the incoming connecsianterface to its destination.

No attempt is made to catch problems due to a misconfiguration of this pafameter
use it only for virtual hosting where each virtual interface can conneactety e
possible location. This will alsoverride possible settings vi€lientPortOp-

tions. Note,sendmailwill listen on a nes socket for each occurence of time-
monPortOptions option in a configuration file. The modifieD’’ causes send-

mail to ignore a soak if it cant be gpened. Thisapplies to failures from the
socket(2) and bind(2) calls.

[noshort name] Filename that contains default authentication information for out-
going connections. This file must contain the user id, the authorization id, the
passwverd (plain tet), the realm and the list of mechanisms to use on separate
lines and must be readable by root (or the trusted user) bnip realm is speci-

fied, $j is used. If no mechanisms are specified, the listegiby AuthMecha-
nismsis used. Notice: this option is deprecated and will be werhin future
versions. Morewer, it doesnt work for the MSP since it cantead the file (the

file must not be group/world-readable otherwssadmailwill complain). Use the
authinfo ruleset instead which provides more contk@ ¢the usage of the data

anyway.

nomO>»>cSC”® "0 oCo

DefaultCharSeteharset

[no short name] When a message that has 8-bit charaatdssriot in MIME for

mat is comerted to MIME (see the EightBitMode option) a character set must be
included in the Content-Type: headéthis character set is normally set from the
Charset= field of the mailer descriptdf that is not set, the value of this option is
used. Ifthis option is not set, the value “unknown-8bit” is used.

DataFileBufferSizethreshold

[no short name] Set threshold in bytes, before a memory-based queue data file
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becomes disk-based. The default is 4096 bytes.

DeadLetterDropfile

[no short name] Defines the location of the system-wide dead.letter file, formerly
hardcoded to /usr/tmp/dead.lettdf this option is not set (the daflt), sendmail

will not attempt to see b a ystem-wide dead.letter file in thevemt it cannot
bounce the mail to the user or postmastastead, it will rename the df file as it
has in the past when the dead.letter file could not be opened.

DefaultUserziser:group

DelayLA=LA

[u] Set the default userid for mailersuser:group If groupis omitted andiseris
a wser name (as opposed to a numeric user id) theuldejroup listed in the
/etc/passwd file for that user is used as the default grBogh userand group
may be numeric.Mailers without theS flag in the mailer definition will run as

this user Defaults to 1:1. The value can also beegias a gmbolic user namé&®

[no short name] When the system loagrage eceedsLA, sendmailwill sleep
for one second on most SMTP commands and before accepting connections.

DeliverByMin=time

[0] Set minimum time for Delier By SMTP Service Extension (RFC 2852F.0,
no time is listed, if less than 0, the extension is nigred, if greater than 0, it is
listed as minimum time for the EHLGelwvord DELIVERBY.

DeliveryMode=x [d] Deliver in modex. Legd modes are:

i Deliver interactvely (synchronously)

b  Deliver in background (asynchronously)

g Just queue the message (daliduring queue run)

d Defer delvery and all map lookups (dehr during queue run)

Defaults to b’ if no option is specified, "’ if it is specified but gien no agu-
ment (i.e., “Od” is equivalent to ‘Odi’”). The -v command line flag sets thisito
Note: for internal reasonsj * does not werk if a milter is enabled which can
reject or delete recipients. In that case the mode will be changed to “b”.

DialDelay=sleeptime

[no short name] Dial-on-demand netk connections can see timeouts if a con-
nection is opened before the call is set up. If this is set to an interval and a con-
nection times out on the first connection being attempéedimailwill sleep for

this amount of time and try agn. Thisshould gve your system time to establish

the connection to your service pider. Units defult to seconds, so “DialDe-
lay=5" uses a fig ®cond delay Defaults to zero (no retry). This delay only
applies to mailers which ka the Z flag set.

DirectSubmissionModifiersnodifiers

Defines ${daemon_flags}for direct (command line) submissions. If not set,
${daemon_flags}is either "CC f* if the option-G is used or "c u" otherwise.
Note that only the the "CC", "c", "f", and "u" flags are checked.

DontBlameSendmaibption,option,...

[no short name] In order tovaid possible cracking attempts caused by world- and
group-writable files and directoriesendmaildoes paranoid checking when open-

ing most of its support fileslf for some reason you absolutely must run with, for

example, a group-writabléetc directory then you will h&e © turn off this check-

ing (at the cost of making your system more vulnerable to attadi®. possible

®The oldg option has been combined into thefaultUser option.



SMM:08-68 Sendmaillnstallation and Operation Guide
arguments hee keen described earliefThe details of these flags are described
above. Use of this option is not recommended.

DontExpandCnames

DontlInitGroups

[no short name] The standards say that all host addresses used in a mail message
must be fully canonicalFor example, if your host is named “Crufob.ORG”

and also has an alias of “FFB0.ORG”, the former name must be used at all
times. Thisis enforced during host name canonification ($] ... $] lookups). If this
option is set, the protocols are ignored and the “wrong” thing is delogever,

the IETF is moving teard changing this standard, so the behavior may become
acceptable. Pleasmte that hosts downstream may still rewrite the address to be
the true canonical name hovee

[nceshort name] If sesendmailwill avoid using the initgroups(3) call. If you are
running NIS, this causes a sequential scan of the groups.byname map, which can
cause your NIS server to be badiyedoaded in a lage domain. The cost of this
is that the only group found for users will be their primary group (the one in the
passwverd file), which will male file access permissions somewhat more restric-
tive. Has no effect on systems that ddmdvegroup lists.

DontProbelnterfaces

[no short nameSendmailnormally finds the names of all interfaces a&tin
your machine when it starts up and adds their name t8+heclass of knan
host aliases. If you e a hrge number of virtual intesices or if your DNS
inverse lookups are shothis can be time consuming.his option turns dfthat
probing. Havever, you will need to be certain to include adnant names in the
$=w class by some other mechanism. If seldopback, loopback inteidices
(e.g., 100) will not be probed.

DontPruneRoutes [Rjormally, sendmailtries to eliminate anunnecessary explicit routes when

sending an error message (as discussed in RFC 1123 § 5:&.@kample, when
sending an error message to

<@knownl,@known2,@known3:user@unknown>

sendmailwill strip off the “@knavnl,@knevn2” in order to mak the route as
direct as possibleHowever, if the R option is set, this will be disabled, and the
mail will be sent to the first address in the routenef |ater addresses are kmo.
This may be useful if you are caught behind anfgie

DoubleBounceAddressrror-address

[no short name] If an error occurs when sending an error message, send the error
report (termed a “double bounce” because it is an error “bounce” that occurs
when trying to send another error “bounce”) to the indicated addidesaddress

is macro gpanded at the time of dedry. If not set, defaults to “postmasterlt

set to an empty string, double bounces are dropped.

EightBitMode=action

[8] Set handling of eight-bit data. There areotkinds of eight-bit data: that
declared as such using tiRODY=8BITMIME ESMTP declaration or the
-B8BITMIME command line flag, and undeclared 8-bit data, that is, input that
just happens to be eight bits. There are three basic operations that can happen:
undeclared 8-bit data can be automaticallyvedrnd to 8BITMIME, undeclared

8-bit data can be passed as-is withoutversion to MIME (“just send 8), and
declared 8-bit data can be eeried to 7-bits for transmission to a non-8BIT
MIME mailer. The possiblactiors ae:
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s Reject undeclared 8-bit data (“strict”)
m Corwvert undeclared 8-bit data to MIME (“mime”
p Pass undeclared 8-bit data (“pass”)

In all cases properly declared 8BITMIME data will be wsted to 7BIT as
needed.

ErrorHeaderfile-or-messge

ErrorMode=

[E] Prepend error messages with the indicated message. {fiitsb&ith a slash,

it is assumed to be the pathname of a file containing a message (this is the recom-
mended setting). Otherwise, it is a literal message. The error file might contain
the name, email address, and/or phone number of a local postmaster who could
provide assistance to end uset§the option is missing or null, or if it names a

file which does not exist or which is not readable, no message is printed.

[e] Dispose of errors using moae The values fox are:

p Print error messages (default)

g No messages, justyg et status

m  Mail back errors

w  Write back errors (mail if user not logged in)

e Mail back errors (when applicable) angegizro exit stat avays

Note that the last mode, “e”, is for Berknet error processing and should not be
used in normal circumstances. Note, too, that mode “q", only applies to errors
recognized before sendmail forks for backgroundvesli

FdlbackMXhost=fallbackhost

[V] If specified, thefallbackhostacts like a \ery low priority MX on every host.

MX records will be looked up for this host, unless the name is surrounded by
square bradgkts. Thids intended to be used by sites with poor rekaconnecti-

ity. Messages which are undefiable due to temporary address failures (e.g.,
DNS failure) also go to the FallbackMXhost.

FdlBackSmartHosthostname

FastSplit

ForkEachJob

If specified, theFallBackSmartHoswill be used in a last-ditch feft for each
host. Thisis intended to be used by sites witak¥ internal DNS", e.g., a com-
pary whose DNS accurately reflects the world inside that cogipabbmain tut
not outside.

[noshort name] If set to a value greater than zero (the default is one), it sup-
presses the MX lookups on addresses whey dhe initially sorted, i.e., for the

first delvery attempt. This usually results in fastewveppe splitting unless the

MX records are readilyvailable in a local DNS cachéelo enforce initial sorting
based on MX records sEastSplit to zero. If the mail is submitted directly from

the command line, then thalue also limits the number of processes toveeli

the ewelopes; if more evelopes are created there only queued up and must be
taken care of by a queue rusince the default submission method is via SMTP
(either from a MW or via the MSP), the value dfastSplit is seldom used to
limit the number of processes to delithe enelopes.

[Y]If set, delver each job that is run from the queue in a separate process.

ForwardPathpath

[J] Set the path for searching for users’ .fard files. The default is “$z/.fer
ward”. Some sites that use the automounter may prefer to change this to
“/var/forward/$u” to search a file with the same name as the user in a system
directory It can also be set to a sequence of paths separated by c@ondmail
stops at the first file it can successfully and safely opEa:. example,
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“Ivar/fforward/$u:$z/.forvard” will search first in /ar/forwardlisernameand then
in "usernaméforward (but only if the first file does not exist).

HeloNamesxamegno short name] Set the name to be used for HELO/EHLO (instead of $j).

HoldExpensie

HostsFilepath

[c] If an outgoing mailer is maed as being>@ensve, don't connect immedi-
ately.

[no short name] The path to the hosts database, normally “/etc/hosts”. This option
is only consulted when sendmail is canonifying addresses, and then only when
“files” is in the “hosts” service switch entryn particular, this file isneverused

when looking up host addresses; that is under the control of the gystestby-
namg3) routine.

HostStatusDirectorygath

IgnoreDots

[no short name] The location of the long term host status information. When set,
information about the status of hosts (e.g., host down or not accepting connec-
tions) will be shared between akndmailprocesses; normallyhis information is

only held within a single queue run. This option requires a connection cache of at
least 1 to function. If the option begins with a leading '/, it is an absolute path-
name; otherwise, it is rela# o the mail queue directoryA suggestedalue for

sites desiring persistent host status is “.hoststat” (i.e., a subdirectory of the queue
directory).

[i]lgnore dots in incoming messages. This isagb disabled (that is, dots are
always accepted) when reading SMTP mail.

InputMailFilterssname,name,...

A comma separated list of filters which determines which filters (see the "X —
Mail Filter (Milter) Definitions" section) and the\acation sequence are con-
tacted for incoming SMTP messages. If none are set, no filters will be contacted.

LDAPDefaultSpecspec

LogLevel=n
Mx value

[no short name] Sets a @eft map specification for LDAP maps. Thalwe
should only contain LBP specific settings such as “-h host -p port -d bindDN”.
The settings will be used for all LDAP maps unless theviddal map specifica-
tion overrides a setting. This option should be set befong lADAP maps are
defined.

[L] Set the log lgel to n. Defaults to 9.

[no long version] Set the macrkao value This is intended only for use from the
command line. TheM flag is preferred.

MailboxDatabase [nashort name] Type of lookup to find information about local ma#isox

UseMSP

MatchGECOS

defaults to ‘pw’’ which usegepwnam Other types can be introduced by adding
them to the source code, see libsm/mbdb.c for details.

[neshort name] Use as mail submission program, i.ewajtoup writable queue
files if the group is the same as that of a set-group-ID sendmail biSaeythe
file sendmail/SECURITY in the distribution tarball.

[GRllow fuzzy matching on the GECOS fieltf. this flag is set, and the usual
user name lookupsil (that is, there is no alias with this name angetawnam
fails), sequentially search the password file for a matching entry in the GECOS
field. Thisalso requires that MATCHGECOS be turned on during compilation.
This option is not recommended.

MaxAliasRecursionN

[no short name] The maximum depth of alias recursion (default: 10).
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MaxDaemonChildrenN
[no short name] If sesendmailwill refuse connections when it has more tihan
children processing incoming mail or automatic queue rdrsgs does not limit
the number of outgoing connections. If theaddf DeliveryMode (background)
is used, thensendmailmay create an almost unlimited number of children
(depending on the number of transactions and thewelatieution times of mail
receiption and mail delery). If the limit should be enforced, thenDelivery-
Mode other than background must be uséfinot set, there is no limit to the
number of children -- that is, the system logerage controls this.

MaxHeadersLengths
[no short name] The maximum length of the sum of all headers. This can be used
to prevent a denial of service attack. The default is no limit.

MaxHopCount#
[h] The maximum hop count. Messages thatehkeen processed more thah
times are assumed to be in a loop and are rejected. Defaults to 25.

MaxMessageSizes
[no short name] Specify the maximum message size to bertethd in the
ESMTP EHLO response. Messages larger than this will be rejetitasét to a
value greater than zero, that value will be listed in the SIZE response, otherwise
SIZE is advertised in the ESMTP EHLO response without a parameter.

MaxMimeHeaderLengths[/M]
[no short name] Sets the maximum length of certain MIME header i@ to
N characters. ThesEIIME header fields are determined by being a member of
class {checkMIME&xtHeaders}, which currently contains only the header Con-
tent-Description. Br some of these headers whiche@irameters, the maximum
length of each parameter is seMaf specified. If /M is not specified, one half of
N will be used. By defult, these values are 2048 and 1024, resmhcti To
allow any length, a value of 0 can be specified.

MaxNOOPCommandds
Override the default oMAXNOOPCOMMANDS for the number ofuseless
commands, see Section "Measures against Denial of Service Attacks".

MaxQueueChildrenN
[no short name] When set, this limits the number of concurrent queue runner pro-
cesses td. This helps to control the amount of system resources used when pro-
cessing the queue. When there are multiple queue groups defined and the total
number of queue runners for these queue groups wotkedMaxQueueChil-
drenthen the queue groups will not all run concurrentlyat is, some portion of
the queue groups will run concurrently such thtaxQueueChildremwill not be
exceeded, while the remaining queue groups will be run later (in round robin
order). See alsdaxRunnersPerQueuand the sectiolQueue Group Declara-
tion. Notice: sendmaildoes not count individual queue runnenst bnly sets of
processes that act on amkgroup. Hencdhe actual number of queue runners
may be lower than the limit imposed BjaxQueueChildren This discrepanc
can be lage if some queue runnersveai wait for a slov server and if short
intervals are used.

MaxQueueRunSizes
[no short name] The maximum number of jobs that will be processed in a single
gueue run. If not set, there is no limit on the size. If yotehary large queues
or a very short queue run interval this could be unstabtmvever, snce the first
N jobs in queue directory order are run (rather thanNHeghest priority jobs)
this should be set as high as possiblevtida‘losing” jobs that happen to fall late
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in the queue directoryNote: this option also restricts the number of entries
printed bymailg. That is, if MaxQueueRunSizis set to a &lue N larger than
zero, then onl\ entries are printed per queue group.

MaxRecipientsPerMessagsd=

[no short name] The maximum number of recipients that will be accepted per
message in an SMTP transactidNote: setting this too 1@ can interfere with
sending mail from MUAs that use SMTP for initial submissitfimot set, there is

no limit on the number of recipients pewelope.

MaxRunnersPerQueubk

MeToo

Milter

[no short name] This sets the deft maximum number of queue runners for
gueue groups. Up tdl queue runners will ek in parallel on a queue grosp’
messages. This useful where the processing of a message in the queue might

delay the processing of subsequent messages. Such a delay may be the result of

non-erroneous situations such aswa bandwidth connection. May beverridden
on a per queue group basis by settingRli@nersoption; see the sectidQueue
Group Declaration. The default is 1 when not set.

[m] Send to me too,ven if | am in an dias expansion. Thiption is deprecated
and will be remwed from a future version.

[no short name] This option hasveeal sub(sub)options. The names of the sub-
options are separated by dots. At the firgelléhe following options arevail-
able:

LogLevel Log level for input mail filter actions, defaults to Logket.
macros Specifielést of macro to transmit to filters.
See list bela.

The ‘macros’ option has the following suboptions which specify the list of
macro to transmit to milters after a certaue@ occurred.

connect Aftersession connection start
helo AfterEHLO/HELO command
envfrom  After MAIL From command
envrept AfterRCPT © command

data AfterDATA command.
eoh AfterDATA command and header
eom AfterDATA command and terminating™.

By default the lists of macros are empBxample:

O Milter.LogLevel=12
O Milter.macros.connect=j, _, {daemon_name}

MinFreeBlocks®

[b] Insist on at leasN blocks free on the filesystem that holds the queue files
before accepting email via SMTH there is insufficient spacgendmailgives a
452 response to the MAIL command. This invites the sender to try again later.

MaxQueueAgeage

[no short name] If this is set to alue greater than zero, entries in the queue will
be retried during a queue run only if the widual retry time has been reached
which is doubled for each attempt. The maximum retry time is limited by the
specified value.

MinQueueAgeage

[no short name] Don’process ay queued jobs that ka been in the queue less
than the indicated time inteak This is intended to alw you to get
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responsieness by processing the queue fairly frequently without thrashing your
system by trying jobs too often. The default units are minutes. Note: This option
is ignored for queue runs that select a subset of the queue, i.e.,
“—qlRIS|Q]string]"

MustQuoteCharss
[no short name] Sets the list of characters that must be quoted if used in a full
name that is in the phrase part of a “phrase <addresghfax. Thedefault is
“7. The characters “@,;:\()[]'are alvays added to this list.

NiceQueueRun [nshort name] The priority of queue runners (nice(3)). Thakie must be
greater or equal zero.

NoRecipientAction
[no short name] The action to &khen you recee a nessage that has nalid
recipient headers (To:, Cc:, Bcc:, or Apparently-To: — the last included for back
compatibility with oldsendmas). Itcan beNoneto pass the message on unmod-
ified, which violates the protocofdd-To to add a To: header with ynecipients
it can find in the erdlope (which might expose Bcc: recipientg)ld-Appar-
ently-To to add an Apparentlyet header (this is only for back-compatibility and
is officially deprecated)Add-To-Undisclosedto add a header ¢F undisclosed-
recipients:;” to mak the header lgd without disclosing anything, okdd-Bcc to
add an empty Bcc: header.

OldStyleHeaders [oAssume that the headers may be in old format, i.e., spaces delimit names.
This actually turns on an adapidgorithm: if ary recipient address contains a
comma, parenthesis, or angle bracket, it will be assumed that commas already
exist. If this flag is not on, only commas delimit names. Headers aayabut-
put with commas between the names. Defaults to off.

OperatorCharssharlist
[$0 macro] The list of characters that are considered to be “operators”, that is,
characters that delimit teks. Alloperator characters are tokens by theneselv
sequences of non-operator characters are alemsokWVhitespace characters sep-
arate tokensut are not tokens themselves — for example, “AAA.BBB” has three
tokens, but “AAA BBB” has tw. If not set, OperatorChars defaults to@ []”;
additionally the characters <>, ;" are alvays operators. Note that Operator
Chars must be set in the configuration file beforeralesets.

PidFilesfilename[no short name] Filename of the pid filédefault is _RATH_SENDMAILPID).
Thefilenameis macro-expanded before it is opened, and uetinkhensendmail
exits.

PostmasterCopypostmaster
[P] If set, copies of error messages will be sent to the naostchaster Only the
header of the failed message is sent. Errors resulting from messages wgth a ne
ative precedence will not be senince most errors are user problems, this is
probably not a good idea on large sites, and arguably contains all sortgao§ pri
violations, lut it seems to be popular with certain operating systemdors. The
address is macroxpanded at the time of dedry. Defaults to no postmaster
copies.

PrivacyOptions=opt,opt,...
[p] Set the prracy options. ‘Privacy” is really a misnomer; manof these are
just a vay of insisting on stricter adherence to the SMTP proto¢bk options
can be selected from:
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public Allow open access

needmailhelo Insisin HELO or EHLO command before MAIL

neede&pnhelo Insisbn HELO or EHLO command before EXPN

noexpn Disallav EXPN entirely implies nwerb.

needvrfyhelo Insisbn HELO or EHLO command before VRFY

novrfy Disallow VRFY entirely

noetrn Disallev ETRN entirely

noverb Disallov VERB entirely

restrictmailq Restrictailg command

restrictgrun Restrictq command line flag

restrictexpand Restrictbv and —v command line flags

noreceipts Dort’return success DSRfs

nobodyreturn Dort'return the body of a message with DSNs

goaway Disallow essentially all SMTP status queries

authwarnings Puk-Authentication-Warning: headers in messages

and log warnings
noactualrecipient  Dohput X-Actual-Recipient lines in DSNs
which reveal the actual account that addresses map to.
The “goavay” pseudo-flag sets all flagsxeept “noreceipts”, “restrictmailq”,
“restrictgrun”, “restrict&pand”, “noetrn”, and “nobodyreturn”. If mailg is
restricted, only people in the same group as the queue directory can print the
gueue. Ifgueue runs are restricted, only root and the owner of the queue directory
can run the queue. The “restrictexpand” pseudo-flag instegrtdmailto drop
privileges when the-bv option is gven by users who are neither root nor the
TrustedUser so users cannot read/gbel aliases, forwards, or :include: filek.
will add the “NonRootSafeAddr” to the “DontBlameSendmail” option tosgme
misleading unsafe addresamings. Italso werrides the-v (verbose) command
line option to preent information leakage. Authentication Warnings adakw
ings about various conditions that may indicate attempts to spoof the mail system,
such as using a non-standard queue directory.
ProcessTitlePrefixstring

[no short name] Prefix the process title whoon 'ps’ listings withstring. The
string will be macro processed.

QueueDirectorydir

[Q] The QueueDirectory option s&® two purposes. Firstit specifies the direc-
tory or set of directories that comprise theaddf queue group. Second, it speci-
fies the directory D which is the ancestor of all queue directories, and which send-
mail uses as its current working directoihen sendmail dumps core, it \ea

its core files in D. There are tw cases. Ifdir ends with an asterisk de
/var/spool/mqueue/qd;then all of the directories or symbolic links to directories
beginning with ‘gd’ in/var/spool/mqueusvill be used as queue directories of the
default queue group, andar/spool/mqueuwiill be used as the working directory

D. Otherwisedir must name a directory (usuallyar/spool/mqguede the deéult
gueue group consists of the single queue direcoryand the working directory

D is =t todir. To define additional groups of queue directories, use the configura-
tion file ‘Q’ command. Do not change the queue directory structure while send-
mail is running.

2N.B.: thenoreceiptsflag turns of support for RFC 1891 (Delery Status Notification).
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QueueFactorfactor

QueuelLA+A

[q] Usefactor as the multiplier in the map function to decide when to just queue
up jobs rather than run them. This value is divided by the difference between the
current load @erage and the loadvarage limit QueueLA option) to determine

the maximum message priority that will be sent. Defaults to 600000.

[X] When the system loadverage &ceedsLA and theQueueFactor (q) option
divided by the difference in the current loaderage and th&ueuel A option

plus one is less than the priority of the message, just queue messages (t.e., don
try to send them)Defaults to 8 multiplied by the number of processors online on
the system (if that can be determined).

QueueFileModemode

[no short name] Default permissions for queue files (octélipot set, sendmail
uses 0600 unless its real anteefive ud are different in which case it uses 0644.

QueueSortOrdergorithm

[no short name] Sets tlagorithmused for sorting the queue. Only the first ehar
acter of the value is used.egd values are “host” (to order by the name of the
first host name of the first recipient), “filename” (to order by the name of the
gueue file name), “time” (to order by the submission/creation time), “random” (to
order randomly), “modification” (to order by the modification time of the gf file
(older entries first)), “none” (to not order), and “priority” (to order by message
priority). Hostordering makes better use of the connection cachamby tend to
process lav priority messages that go to a single hosdrdiigh priority messages
that go to seeral hosts; it probably shouldnbe used on slar network links.
Filename and modification time orderingremthe orerhead of reading all of the
gueued items before starting the queue run. Creation (submission) time ordering
is almost alvays a bad idea, since it allows large, bulk mail to go out before
smaller personal mail, but may ke gplicability on some hosts with venadt
connections. Randoim useful if sgeral queue runners are started by hand which
try to drain the same queue since odds arg Wik be working on different parts

of the queue at the same time. Priority ordering is the default.

QueueTimeouttimeout

[T] A synonym for “Timeout.queuereturn”. Udhat form instead of the “Queue-
Timeout” form.

RandFile [noshort name] Name of file containing random data or the name of the UNIX
soclet if EGD is used.A (required) prefix "egd:" or "file:" specifies the type.
STARTTLS requires this filename if the compile flag HASURANDOMDEY is
not set (see sendmail/README).

ResolverOptionseptions

[1] Set resolver optionsValues can be set usingdlag and cleared usingflag; the

flags can be “debg”, “aaonly”, “usevc”, “primary”, “igntc”, “recurse”, “def-
names”, “stayopen”, “use_inet6”, or “dnsrchThe string “HasWdcardMX”
(without a+ or —) can be specified to turnfahatching against MX records when
doing name canonifications. The string dikAroundBrolenAAAA” (without a

+ or —) can be specified to work around some broken nameservers which return
SERVRAIL (a temporary failure) on T_AAAA (IPv6) lookups. Notice: it might

be necessary to apply the same (or similar) optiosslimit.cftoo.

RequiresDirfsync [noshort name] This option can be used teerdde the compile time flag

REQUIRES_DIR_FSYNC at runtime by setting it téalse. If the compile time
flag is not set, the option is ignoredhe flag turns on support for file systems that
require to calfsync()for a directory if the meta-data in it has been chandéts
should be turned on at least for oldersions of ReiserFS; it is enabled byaldf
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for Linux. According to some information this flag is not needed anymore for
kernel 2.4.16 and newer.

RrtimpliesDsn  [R]If this option is set, a “Return-Receipt-To:” header causes the request of a
DSN, which is sent to the e#lope sender as required by RFC 1891, not to the
address gien in the header.

RunAsUsersser[no short name] Theuser parameter may be a user name (looked up in
/etc/passwilor a rumeric user id; either form canve“.group” attached (where
group can be numeric or symboliclf. set to a non-zero (non-rootplue, send-

mail will change to this user id shortly after staftipThis avoids a certain class

of security problems.However, this means that all “.forward” and “.include:”
files must be readable by the indicatezbrand all files to be written must be
writable byuserAlso, all file and program defries will be marked unsafe unless
the optionDontBlameSendmail=NonRootSafeAddris set, in which case the
delivery will be done asuser. It is dso incompatible with th&afeFileEnviron-
ment option. Inother words, it may not actually add much to security onan-a
age system, and may iadt detract from security (because other file permissions
must be loosened)However, it should be useful on firesalls and other places
where users dohhaveaccounts and the aliases file is well constrained.

RecipientFactorfact
[y] The indicatedfactor is added to the priority (thusweringthe priority of the
job) for each recipient, i.e., thimle penalizes jobs with large numbers of recipi-
ents. Dedults to 30000.

RefuseLA+A [X] When the system loadverage &ceedsLA, refuse incoming SMTP connec-
tions. Detults to 12 multiplied by the number of processors online on the system
(if that can be determined).

RejectLoglntervaltimeout
[no short name] Log inteal when refusing connections for this long @ef:
3h).

RetryFactorfact [Z] The factor is added to the priorityvery time a job is processed. Thus, each
time a job is processed, its priority will be decreased by the indicaled.vIn
most environments this should be paesitisnce hosts that are down are all too
often down for a long time. Defaults to 90000.

SafeFileEnvironmentir
[no short name] If this option is segndmailwill do a chroot(2) call into the indi-
cateddirectory before doing arfile writes. If the file name specified by the user
begins withdir, that partial path name will be stripped béfore writing, so (for
example) if the SafeFileEnvironmentanable is set to “/safe” then aliases of
“/safe/logs/file” and “/logs/file” actually indicate the same fikdditionally, if
this option is sesendmairefuses to delier to symbolic links.

SaveFromLine [f] Save UNIX-style “From” lines at the front of headersNormally they are
assumed redundant and discarded.

SendMimekEtrrors [jIf set, send error messages in MIME format (see RFC 2045 and RFC 1344 for
details). Ifdisabledsendmailwill not return the DSN &yword in response to an
EHLO and will not do Deliery Status Notification processing as described in
RFC 1891.

ZWhen running as a daemon, it changes to this user after accepting a connection but before resdirgcamymands.
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SenerCertFile

[noshort name] File containing the certificate of the sgiive., this certificate is
used when sendmail acts as server (used for STARTTLS).

ServerkeyFile  [noshort name] File containing the yaie key kelonging to the server certificate
(used for STARTTLYS).
ServerSSLOptions

A space or comma separated list of SSL related options for the serverSgde.
SSL_CTX_set_optiof8) for a list; the wailable values depend on the OpenSSL
version against whichsendmail is compiled. By defult, SSL_OP_ALL
-SSL_OP_TLSEXT_PADDIN&@e used (if those options areaidable). Options
can be cleared by preceeding them with a minus digis. also possible to spec-
ify numerical values, e.g-0x0010

ServiceSwitchFilefilename

[no short name] If your host operating system has a service switch abstraction
(e.g., letc/nsswitch.conf on Solaris or /etc/svc.conf on Ultrix and DEC OSF/1) that
service will be consulted and this option is ignored. Otherwise, this is the name
of a file that provides the list of methods used to implement particular services.
The syntax is a series of lines, each of which is a sequencerd$§.wThefirst

word is the service name, and followingrds are service types. The services
that sendmailconsults directly are “aliases” and “hostService types can be
“dns”, “nis”, “nisplus”, or “files” (with the cameat that the appropriate support
must be compiled in before the service can be referende&gerviceSwitchFile

is not specified, it defaults to /etc/mail/service.switch. If that file doesxistt e

the default switch is:

aliases files
hosts dnsis files

The default file is “/etc/mail/service.switch”.

SevenBitinput  [7] Strip input to seen bits for compatibility with old systems. This shoulthé
necessary.
SharedMemoryky

[no short name] Ky o use for shared memory segment; if not set (or 0), shared
memory will not be usedlf set to -1sendmailcan select ady itself provided

that alsoSharedMemoryKeyFile is set. Requires support for shared memory to
be compiled intocsendmail If this option is setsendmailcan share some data
between different instance&or example, the number of entries in a queue direc-
tory or the &ailable space in a file system. This allows for more efficient program
execution, since only one process needs to update the data instead of eadh indi
ual process gathering the data each time it is required.

SharedMemoryKyFile

[no short name] IBharedMemoryKeyis set to -1 then the automatically selected
shared memorydy will be stored in the specified file.

SingleLineFromHeader

[no short name] If set, From: lines thatvkaanbedded newlines are unwrapped
onto one line. This is to get around a botch in Lotus Notes that apparently cannot
understand Igdly wrapped RFC 822 headers.

SingleThreadDeliery

[no short name] If set, a client machine willivaetry to open tvo SMTP connec-
tions to a single server machine at the same tiwe) m different processes.
That is, if anothesendmailis already talking to some host anwnsendmailwill
not open another connectioThis property is of mixed value; although this
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reduces the load on the other machine, it can cause mail to be delayegifer e
ple, if onesendmailis delvering a huge message, otlteendmas won't be ale

to send een gmall messages)Also, it requires another file descriptor (for the
lock file) per connection, so you mayvieaio reduce theConnectionCacheSize
option to &oid running out of peprocess file descriptors. Requires thestSta-
tusDirectory option.

SmtpGreetingMessagewessge
[$e macro] The message printed when the SMTPeseatarts up.Defaults to “$j
Sendmail $v ready at $b”.

SoftBounce Ifset, issue temporary errors (4xy) instead of permanent errors (bRi§.can be
useful during testing of a meconfiguration to &oid erroneous bouncing of mails.

StatusFilefile [S] Log summary statistics in the namfidd. If no file name is specified, "statis-
tics" is used.If not set, no summary statistics areesh Thisfile does not gre
in size. It can be printed using thwilstat¢8) program.

SuperSafe [sThis option can be set to True, False, Intevactir PostMilter. If set to True,
sendmailwill be supersafe when running things, i.e.yways instantiate the queue
file, even if you are going to attempt immediate dety. Sendmaiblways instan-
tiates the queue file before returning control to the client ungecisarumstances.
This should reallyalwaysbe set to Tue. Thelnteractive value has been intro-
duced in 8.12 and can be used together @éhveryMode=i. It skips some syn-
chronization calls which are fettively doubled in the codexecution path for
this mode. If set to PostMiltesendmaildefers synchronizing the queue file until
ary milters have dgnaled acceptance of the messag§estMilter is useful only
when sendmailis running as an SMTP sew in all other situations it acts the
same as True.

TLSSrvOptions [nashort name] List of options for SMTP SRTTLS for the server consisting of
single characters with intervening white space or commas. ThéMlaglisables
client verification, and hence it is not possible to use a client certificate for relay-
ing. Theflag “C”’ remaoves the requirement for the TLS sewvto hae a ert.
This only works under very specific circumstances and should only be used if the
consequences are understood, e.g., clients may not work with a server using this.

TempFileMode-mode
[F] The file mode for transcript files, files to whisandmaildelivers directly files
in the HostStatusDirectory, and StatusFile It is interpreted in octal by dafilt.
Defaults to 0600.

Timeouttype=timeout
[r; subsumes old T option as well] Set timeoalues. Br more information, see
section 4.1.

TimeZoneSpedzinfo
[t] Set the local time zone info tainfo— for example, “PST8PDT” Actually, if
this is not set, the TZ environment variable is cleared (so the systaultdef
used); if set but null, the userTZ variable is used, and if set and non-null the TZ
variable is set to this value.

TrustedUserasefno short name] Theuser parameter may be a user name (looked up in
letc/passwilor a rumeric user id.Trusted user for filewvenership and starting the
daemon. Ifset, generated alias databases and the control socket (if configured)
will automatically be owned by this user.

TryNullMXList [w] If this system is the “best” (that is, lowest preference) MX fowvarghost, its
configuration rules should normally detect this situation and treat that condition
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specially by forvarding the mail to a UUCP feed, treating it as local, or wieate
However, in some cases (such as Internetviigits) you may vant to try to con-

nect directly to that host as though it had no MX records at all. Setting this option
causesendmailto try this. The downside is that errors in your configuration are
likely to be diagnosed as “host unknown” or “message timed out” instead of
something more meaningful. This option is disrecommended.

UnixFromLine=fromline
[$l macro] Defines the format used wheemdmailmust add a UNIX-style From_
line (that is, a line lEnning “From<space>user”)Defaults to “From $g$d”.
Don't change this unless your system uses a different UNIX mailbox forragt (v
unlikely).

UnsafeGroupWrites
[no short name] If set (default), :include: and .fard/files that are group writable
are considered “unsafe”, that is, yheannot reference programs or write directly
to files. World writable :include: and .forard files are alays unsafe. Note: use
DontBlameSendmailinstead; this option is deprecated.

UseCompressedIPv6Addresses
[no short name] If set, the compressed format of IPv6 addresses, such as IPV6:::1,
will be used, instead of the uncompressed format, such as IPv6:0:0:0:0:0:0:0:1.

UseErrors® [] If there is an “Errors-To:” headesend error messages to the addresses listed
there. Thg normally go to the erelope sender Use of this option causeend-
mail to violate RFC 1123. This option is disrecommended and deprecated.

UserDatabaseSpeadbspec
[U] The user database specification.

Verbose [VIRun in verbose mode. If this is setendmailadjusts options$ioldExpensive
(old c) and DeliveryMode (old d) so that all mail is deliered completely in a sin-
gle job so that you can see the entirev@g}i process. Option Verbose should
neverbe set in the configuration file; it is intended for command line use only
Note that the use of optidverbose can cause authentication information to leak,
if you use a sendmail client to authenticate to aeset¥ the authentication mech-
anism uses plain xe passwords (as with LOGIN or PLAIN), then the passiv
could be compromisedTo avoid this, do not install sendmail set-user-ID root,
and disable th# ERB SMTP command with a suitabiR¥ivacyOptions setting.

XscriptFileBufferSizethreshold
[no short name] Set thiireshold in bytes, before a memory-based queue tran-
script file becomes disk-based. The default is 4096 bytes.

All options can be specified on the command line using the —O or —o Giaigdst will causesend-
mail to relinquish its set-user-ID permissionBhe options that will not cause this arev&@eBitin-

put [7], EightBitMode [8], MinFreeBlocks [b], Checkpointinterval [C], DelyMode [d], Error
Mode [e], IgnoreDots [i], SendMimeErrors [j], Logta [L], MeToo [m], OldStyleHeaders [0], Pri-
vacyOptions [p], SuperSafe [s],evbose [v], QueueSortOrdeMinQueueAge, DefaultCharSet, Dial
Delay, NoRecipientAction, ColonOkinAddr MaxQueueRunSize, SingleLineFromHeadend
AllowBogusHELO. Actually PrivacyOptions [p] gven on he command line are added to those
already specified in theendmail.cffile, i.e., thg can't be reset. Also,M (define macro) when
defining the r or s macros is also considered “safe”.

5.7. P— Precedence Definitions

Values for the “Precedence:” field may be defined usingPtbentrol line. The syntax of this
field is:
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Pnamenum

When thenameis found in a “Precedence:” field, the message class is satrtoHigher numbers
mean higher precedence. Numbers less than zewo tha special property that if an error occurs
during processing the body of the message will not be returned; thxpésted to be used for
“bulk” mail such as through mailing listS'he default precedence is zeeor example, our list of
precedences is:

Pfirst-class=0
Pspecial-deliery=100

Plist=-30
Pbulk=-60
Pjunk=-100

People writing mailing list exploders are encouraged to use “PrecedenceQldegr versions of
sendmail(which discarded all error returns forgaive precedences) didnrecognize this name,
giving it a default precedence of zero. This allows list maintainers to see error returns on both old
and nev versions osendmail

5.8. V— Configuration Version Level

To provide compatibility with old configuration files, thé line has been added to define
some very basic semantics of the configuration file. These are not intended to be long term sup-
ports; ratherthey describe compatibility features which will probably be rewtbin future releases.

N.B.: these ersionlevelshave rothing to do with the ersionnumberon the files.For exam-
ple, as of this writing version 10 config files (specifical{0) used version Vel 9 configurations.

“Old” configuration files are defined as versiomdeone. \érsion leel two files male the
following changes:

(1) Hostname canonification ($[ ... $]) appends a dot if the name is recognized;vesdhgi
config file a vay of finding out if anything matched/Actually, this just initializes the
“host” map with the “~4&. flag — you can reset it to anything you prefer by declaring the
map explicitly.)

(2) Default host name extension is consistent throughout processirgiow leel one configu-
rations turned dfdomain extension (that is, adding the local domain name) during certain
points in processingVersion level two configurations are expected to include a trailing dot
to indicate that the name is already canonical.

(3) Localnames that are not aliases are passed through distenguished ruleset five; this can
be used to append a local relahis behavior can be prented by resolving the local name
with an initial ‘@’. That is, something that resolves to a local mailer and a user name of
“vikki” will be passed through ruleset fiy but a user name of “@vikki” will ka the ‘@’
stripped, will not be passed through ruleset fiug, \Will otherwise be treated the same as
the prior éample. Theexpectation is that this might be used to implement a ypelitere
mail sent to “vikki” was handled by a central hub, but mail sent to “vikki@localhoss’ w
delivered directly.

Version level three files allay # initiated comments on all lines. Exceptions are backslash
escaped # marks and the $# syntax.

Version level four configurations are completely eeplént to level three for historical rea-
sons.

Version level five mnfiguration files change the default definition$ef to be just the first
component of the hostname.

Version level six configuration files change myarof the local processing options (such as
aliasing and matching the beginning of the address for ‘|' characters) to be mailer flags;\isis allo
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fine-grained control er the special local processind.evel six configuration files may also use
long option namesThe ColonOkinAddr option (to allev colons in the local-part of addresses)
defaultson for lower numbered configuration files; the configuration file requires some additional
intelligence to properly handle the RFC 822 group construct.

Version level seven configuration files used meoption names to replace old macréke (
becameSmtpGreetingMessage $I becameUnixFromLine, and $o becameOperatorChars.
Also, prior to version sen, theF=q flag (use 250 instead of 252 retuadue forSMTP VRFYcom-
mands) was assumed.

Version level eight configuration files allow# on the left hand side of ruleset lines.

Version level nine configuration files alle parentheses in rulesets, i.e.\ttaee not treated as
comments and hence rewed.

Version level ten configuration files all® queue group definitions.

TheV line may hae an optional/vendorto indicate that this configuration file uses modifica-

tions specific to a particularemdof?. You may use “/Berdley” to emphasize that this configura-
tion file uses the Berkefadialect ofsendmail

5.9. K—Key File Declaration
Special maps can be defined using the line:
Kmapname mapclass arguments

The mapnamas the handle by which this map is referenced in the rewriting rlee. mapclasss

the name of a type of map; these are compiled isetwdmail The argumentsare interpreted
depending on the class; typicaltiiere would be a single argument naming the file containing the
map.

Maps are referenced using the syntax:
$( map ley$@ argumentss: default$)

where either or both of thergumentsor defaultportion may be omittedThe $@ agumentsnmay
appear more than once. The indicakeyl and argumentsare passed to the appropriate mapping
function. Ifit returns a value, it replaces the input. If it does not return a value anmkkfidnatis
specified, thelefaultreplaces the input. Otherwise, the input is unchanged.

The argumentsare passed to the map for arbitrary usdost map classes can interpolate
these arguments into their values using the syntax’ ‘@heren is a digit) to indicate the corre-
spondingargument Argument “%0” indicates the databassyk For example, the rule

R$- ! $+ $: $(uucp $1 $@ $2 $: $2 @ $1 . UUCP $)

Looks up the UUCP name in a (user defined) UUCP map; if not found it turns it into “.UUCP”
form. Thedatabase might contain records like:

decwax %1@%0.DEC.COM
research %1@%0TAW.COM

Note thatdefaultclauses neer do this mapping.

The built-in map with both name and class “host” is the host name canonicalization lookup.
Thus, the syntax:

$(hosthostnams)
is equvaent to:

2And of course, vendors are encouraged to add themselves to the list of recognized vendors by editing thetventinén
conf.c Please send e-mail to sendmail@Sendmail.ORG to register your vendor dialect.
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$[hostnam8]
There are mandefined classes.

dbm Databasdookups using the ndbm(3) libranSendmailmust be compiled with
NDBM defined.

btree Databaskokups using the btree intade to the Berdey DB library. Sendmail
must be compiled witNEWDB defined.

hash Databaseokups using the hash interface to the Bé&sk DB library. Sendmail
must be compiled witNNEWDB defined.

nis NISlookups. Sendmaimust be compiled witNIS defined.

nisplus NIS+lookups. Sendmailmust be compiled witiNISPLUS defined. Theargu-

ment is the name of the table to use for lookups, anekhend-v flags may be
used to set thedy and value columns respeatly.

hesiod Hesiodbokups. Sendmaimust be compiled withlESIOD defined.

Idap LDAP X500 directory lookups.Sendmailmust be compiled with DAPMAP
defined. Themap supports most of the standarguements and most of the com-
mand line arguments of th@apseach program. Notehat, by default, if a single
guery matches multiple values, only the firatue will be returned unless the
(value separator) map flag is set. Also, tiemap flag will treat a multipleatue
return as if there were no matches.

netinfo NeXTNetInfo lookups.Sendmaimust be compiled witNETINFO defined.

text Text file lookups. The format of thexefile is defined by thek (key field num-
ber),—-v (value field number), anez (field delimiter) flags.

ph PHquery map. Contributed and supported by Mark Roth, roth@uiuc.e&or
more information, consult the web site “http://mwwrades.uiuc.edu/sendmail/”.

nsd nsdmap for IRIX 6.5 and later Contributed and supported by Bob Mende of
SGI, mende@sgi.com.

stab Internasymbol table lookups. Used internally for aliasing.

implicit Really should be called “alias” — this is used to get the default lookups for alias
files, and is the default if no class is specified for alias files.

user Looksup users usingepwnan{3). The-v flag can be used to specify the name
of the field to return (although this is normally used only to check the existence of
a user).

host Canonifiebost domain namesGiven a fost name it calls the name server to find

the canonical name for that host.

bestmx Returnghe best MX record for a host namevayi as he ley. The current
machine is alays preferred — that is, if the current machine is one of the hosts
listed as a lvest-preference MX record, then it will be guaranteed to be returned.
This can be used to find out if this machine is the target for an MX record, and
mail can be accepted on that basis. Iftkdlag is given, then all MX names are
returned, separated by thegi delimiter.

dns Thismap requires the option -R to specify the DNS resource record type to
lookup. The following types are supported: A, AAAA, AFSDB, CNAME, MX,
NS, PTR, SR, and TXT. A map lookup will return only one record. Hence for
some types, e.g., MX records, the return value might be a random element of the
list due to randomizing in the DNS resolver.
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arpa Returnghe ‘reverse’ for the gven IP (IPv4 or IPv6) address, i.e., the string for
the PTR lookup, but without trailing6.arpa or in-addr.arpa. For example, the
following configuration lines:

Karpa arpa
SArpa
R$+ $:$(arpa $1 %)
work like this in test mode:
sendmail -bt
ADDRESS TEST MODE (ruleset 3 NCautomatically irvoked)

Enter <ruleset> <address>
> Arpa IPv6:1:2:dead:beef:9876:0:0:1

Arpa input:lIPv6:1:2:dead:beef:9876:0:0:1
Arpa returns1.0.0.0.0.0.0.0.0.0.0.0.6.7.8.9.f.e.e.b.d.a.e.d
> Arpa 1.2.3.4
Arpa input:1.2.3.4
Arpa returns4.3.2.1
sequence Tharguments on the ‘K’ line are a list of maps; the resulting map searches the

argument maps in order until it finds a match for the indicatsd kor example,
if the key definition is:

Kmap1l ...
Kmap?2 ...
Ksegmap sequence mapl map2

then a lookup against “segmap” first does a lookup in mapl. If that is found, it
returns immediatelyOtherwise, the samesl is used for map2.

syslog thekey is logged viasyslogd8). Thelookup returns the empty string.

switch Muchlike the “sequence” mapxeept that the order of maps is determined by the
service switch. The gument is the name of the service to be looked up;dhe v
ues from the service switch are appended to the map name to createape
names. Br example, consider theyk cefinition:

Kali switch aliases
together with the service switch entry:
aliases nidiles

This causes a query against the map “ali” to search maps named “ali.nis” and
“ali.files” in that order.

dequote Stripdouble quotes (") from a namét does not strip backslashes, and will not
strip quotes if the resulting stringowld contain unscannable syntax (that is, basic
errors like unbalanced angle brackets; more sophisticated errors such asmankno
hosts are not cheeldl). Theintent is for use when trying to accept mail from sys-
tems such as DECnet that routinely quote odd syntax such as

"49ers::ubell"

A typical usage is probably something like:
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rege

program

macro
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Kdequote dequote

R$- $:$(dequote $1 $)
R$- $+ $: $>3 $1 $2

Care must be taken to pemt unexpected results; for example,
"|someprogram < input > output”

will have quotes stripped, but the result is probably not what you had in mind.
Fortunately these cases are rare.

The map definition on thi line contains a igular expression. Ag key input is
compared to that expression using the POSIX regular expressions rougines re
comp(), regerr(), and gexec(). Referto the documentation for those routines for
more information about the regular expression matchig.rewriting of the ky

is done if the-m flag is used.Without it, the ley is dscarded or if-sif used, it is
substituted by the substring matches, delimitecspyr the string specified with

the the-d flag. Theflags aailable for the map are

-n  not

-f  casesensitve

-b  basicregular expressions (default is extended)
-s  substringnatch

-d setthe delimiter used for -s

-a appendtring to ley

-m matchonly, do rot replace/discard value

-D performno lookup in deferred delery mode.

The-sflag can include an optional parameter which can be used to select the sub-
strings in the result of the lookugor example,

-s1,3,4

Notes: to match & in a string, \$$ must be used. If the pattern contains spaces,
they must be replaced with the blank substitution characteless it is space
itself.

Thearguments on th& line are the pathname to a program angiaitial param-

eters to be passed. When the map is called,ahaskadded to the initial parame-

ters and the program isvioked as he default user/group id. The first line of stan-
dard output is returned as the value of the lookup. This hag pmaential secu-

rity problems, and has terrible performance; it should be used only when abso-
lutely necessary.

Sevr clear a macroalue. D st a macro, pass the value as the first argument in
the map lookup.To dear a macro, do not pass an argument in the map lookup.
The map aliays returns the empty string. Example of typical usage include:
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arith

soclet

Kstorage macro

# =t macro ${MyMacro} to the ruleset match
R$+ $:$(storage {MyMacro} $@ $1 $) $1

# =t macro ${MyMacro} to an empty string
R$* $: $(storage {MyMacro} $@ $) $1

# dear macro ${MyMacro}

R$- $:$(storage {MyMacro} $) $1

Performsimple arithmetic operations. The operation igegias ley, currently +,

- * 1, %, |, & (bitwise OR, AND), | (for less than), =, and r (for random) are sup-
ported. Thetwo operands are gén as aguments. Thdookup returns the result

of the computation, i.eTRUE or FALSE for comparisons, integer values other
wise. Ther operator returns a pseudo-random number whatgevies between

the first and second operand (which requires that the first operand is smaller than
the second).All options which are possible for maps are ignored.simple
example is:

Kcomp arith

Scheck_etrn
R$* $:$(comp | $@ $&{load_avg} $@ 7 $) $1
RFALSES$# error ...

Thesoclet map uses a simple request/reply protoset 3CP or UNIX domain
soclets to query an external serv Both requests and replies are text based and
encoded as netstrings, i.e., a string "hello there" becomes:

11:hello there,
Note: neither requests nor replies end with CRLF.

The request consists of the database map name and the |ayksparated by a
space character:

<mapname> "’ <ky>
The server responds with a status indicator and the result (if any):
<status> '’ <result>

The status indicator specifies the result of the lookup operation itself and is one of
the following upper case words:

OK thekey was found, result contains the looked up value
NOTFOUNDthe ley was not found, the result is empty

TEMP atemporary failure occured

TIMEOUTatimeout occured on the server side

PERM apermanent failure occured
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In case of errors (status TEMAMEOUT or PERM) the result field may contain
an explanatory messagélowever, the explanatory message is not usey fam-
ther bysendmail

Example replies:

31:0K resolved.address@example.com,

56:0K error:550 5.7.1 User does not accept mail from sender,

in case of successful lookups, or:
8:NOTFOUND,

in case the &y was not found, or:
55:TEMP this text explains that we had a temporary failure,

in case of a temporary map lookup failure.

The socket map uses the same syntax as milters (see Section "X — Mail Filter
(Milter) Definitions™) to specify the remote endpoint, e.g.,

Ksocket mySocketMap inet:12345@127.0.0.1

If multiple soclet maps define the same remote endpoiny, Wik share a single
connection to this endpoint.

Most of these accept as arguments the same optional flags and a filename (or a mapname for
NIS; the filename is the root of the database path, so that “.db” or some other extension appropriate
for the database type will be added to get the actual database name). Known flags are:

Indicatesthat this map is optional — that is, if it cannot be opened, no error is
produced, andendmailwill behare & if the map existed but was empty.

If neither—N or —O are specifiedsendmailuses an adapt dgorithm to decide
whether or not to look for null bytes on the end efk Itstarts by trying both; if

it finds ary key with a null byte it neer tries again without a null byte and vice
versa. If—N is specified it neer tries without a null byte and #O is specified it
never tries with a null byte. Setting one of these can speed matches butvare ne
necessary If both —N and-0O are specifiedsendmailwill never try ary matches

at all — that is, eerything will appear to fail.

Append the stringk on successful matchesor example, the defult host map
appends a dot on successful matches.

Append the stringc on temporarydilures. Br example x would be appended if a
DNS lookup returned “server failed” or an NIS lookup could not locate &iserv
See also thet flag.

Do not fold upper to lower case before looking up thg k

Matchonly (without replacing thealue). Ifyou only care about theistence of

a key and not the value (as you might when searching the NIS map
“hosts.byname” for example), this flag peats the map from substituting the
vaue. Havever, The —a agument is still appended on a match, and the default is
still taken if the match fails.
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—kkeycol The key wlumn name (for NIS+) or number (for text lookup&jor LDAP maps
this is an LDAP filter string in which %s is replaced with the literal contents of
the lookup ey and %0 is replaced with the IAP escaped contents of the lookup
key according to RFC 2254. If the flagK is used, then %21 through %9 are
replaced with the LBP escaped contents of the arguments specified in the map
lookup.

—-wvalcol The \alue column name (for NIS+) or number (for text lookupBix LDAP
maps this is the name of one or more attributes to be returned; multiplatatrib
can be separated by commd6.not specified, all attributes found in the match
will be returned. The attributes listed can also include a type and one or more
objectClass values for matching as described in the LDAP section.

—zdelim The column delimiter (for text lookups)t can be a single character or one of the
special strings “\n” or \t” to indicate newline or tab respegdy. If omitted
entirely, the column separator is ysequence of white spacd=or LDAP maps
this is the separator character to combine multigleias into a single return
string. If not set, the LDAP lookup will only return the first match fourkebr
DNS maps this is the separator character at which the result of a query isitut of
is too long.

-t Normally, when a map attempts to do a lookup and theecsédails (e.g.sendmail
couldnt contact ag name server; this isotthe same as an entry not being found
in the map), the message being processed is queued for future procéssing.
flag turns of this behaior, letting the temporary failure (serverwio) act as
though it were a permanergilure (entry not found). It is particularly useful for
DNS lookups, where someone etsgisconfigured name server can cause prob-
lems on your machineHowever, care must be taken to ensure that you ton’
bounce mail that would be resolved correctly if you triedimg A common strat-
egy is to forward such mail to anothggossibly better connected, mail server.

-D Performno lookup in deferred delery mode. This flag is set by aeflt for the
hostmap.

—Sspacesub  The character to use to replace space characters after a successful map lookup
(esp. useful for regeand syslog maps).

—sspacesub For the dequote map onlthe character to use to replace space characters after a
successful dequote.

-q Dont dequote the &y kefore lookup.
—Llevel For the syslog map on)yt specifies the heel to use for the syslog call.
-A Whenrehuilding an alias file, the'A flag causes duplicate entries in the textv
sion to be maged. Br example, tw entries:
list: userluser2
list: user3

would be treated as though it were the single entry
list: userluser2, user3
in the presence of theA flag.
Some additional flags argailable for the host and dns maps:
—-d delay:specify the resolves'retransmission time interval (in seconds).
-r retry: specify the number of times to retransmit a resolver query.
The dns map has another flag:
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basedomairspecify a domain that isvaéys appended to queries.

Socket maps ha a optional flag:

timeout:specify the timeout (in seconds) for communication with the etotiap
server.

The following additional flags are present in the Idap map only:

-R

-n
-Vsep
-rderef
—-sscope
—hhost

—pport
—H LDAPURI

—bbase
—ltimelimit
—-Zsizelimit

Donot auto chase referrals. sendmail must be compiled-+iattDAP_REFER-
RALS to use this flag.

Retrigve dtribute names only.

Retrieve oth attributes name and value(s), separatesthpy

Set the alias dereference option to one eEnelways, search, or find.
Set search scope to one of base, one (aeh,ler sub (subtree).

LDAP server hosthame. Some LDAP libraries llgou to specify multiple,
space-separated hosts for redungtarin addition, each of the hosts listed can be
followed by a colon and a port number tew@ide the default LDAP port.

LDAP service port.

Use the specified LBP URI instead of specifying the hostname and port sepa-
rately with the the-h and—p options shown abe. For example,

-h server.example.com -p 389 -b dc=example,dc=com
is equiaent to
-H Idap://server.example.com:389 -b dc=example,dc=com

If the LDAP library supports it, the LDAP URI format Wever can also request
LDAP over SSL by usingdaps:// instead ofdap://. For example:

O LDAPDefaultSpec=-H Idaps://ldap.example.com -b dc=example,dc=com

Similarly, if the LDAP library supports it, It can also be used to specify a UNIX
domain socket usiniglapi://:

O LDAPDefaultSpec=-H Idapi://socketfile -b dc=example,dc=com

LDAP search base.
Time limit for LDAP queries.
Size (number of matches) limit for LDAP or DNS queries.

—ddistinguished_name

-Mmethod

—Ppasswordfile

-1

—-wversion

The distinguished name to use to login to the LDAP server.

The method to authenticate to the LDAP serv Should be one of
LDAP_AUTH_NONE, LDAP_AUTH_SIMPLE , or LDAP_AUTH_KRBV4 .

The file containing the secre¢k for theLDAP_AUTH_SIMPLE authentication
method or the name of the Kerberos ticket filelfidbAP_AUTH_KRBV4 .

Force LDAP searches to only succeed if a single match is found. If mulighe v
ues are found, the search is treated as if no match was found.

Set the LIAP APl/protocol version to use. The default depends on th&R.D
client libraries in use.For example,—w 3 will causesendmailto use LDAPV3
when communicating with the LDAP server.

Treat the LDAP searchely a nulti-argument and replace %1 through %9 in the
key with the LDAP escaped contents of the lookup arguments specified in the map
lookup.
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The dbmmap appends the strings “.pag” and “.dir” to theegifilename; thenashandbtree
maps append “.db"For example, the map specification

Kuucp dbm —o —N /etc/mail/uucpmap

specifies an optional map named “uucp” of class “dbm”wagd has null bytes at the end okgy
string, and the data is located in /etc/mail/uucpmap.{dir,pag}.

The programmakemaf8) can be used to build awf the three database-oriented mafts.
takes the following flags:

—f Do not fold upper to lower case in the map.

-N Includenull bytes in leys.

-0 Appendo an existing (old) file.

-r Allow replacement of existingelys; normally re-inserting an existingey is an
error.

-V Printwhat is happening.

The sendmaildaemon does not & o be estarted to read the wemaps as long as you change
them in place; file locking is used so that the maps tlmmnfead while thg are being updated.

New classes can be added in the rouserupmapsin file conf.c.

5.10. Q— Queue Group Declaration

In addition to the optiolQueueDirectorygueue groups can be declared that define a (group
of) queue directories under a common name. The syntax is as follows:

Qname{, fielo=value}+

wherenameis the symbolic name of the queue group under which it can be referencadbimsv
places and the “field=value” pairs define attributes of the queue giithgoname must only consist
of alphanumeric characters. Fields are:

Flags Flaggor this queue group.

Nice Thenice(2) increment for the queue grouphis value must be greater or equal
zero.

Intenal Thetime between tw queue runs.

Pah Thequeue directory of the group (required).

Runners The&wumber of parallel runners processing the quéliete that-=f must be set if
this value is greater than one.

Jobs Themaximum number of jobs (messages\wdeéd) per queue run.

recipients Themaximum number of recipients penelope. Ewelopes with more than this

number of recipients will be split into multiple\etopes in the same queue direc-
tory. The default value 0 means no limit.

Only the first character of the field name is checked.

By default, a queue group nammdjueues defined that uses the value of @eeueDirectory
option as path. Notice: all paths that are used for queue groups must be subdirectuiegedi-
rectory. Since theg can be symbolic links, this isna real restriction, IfQueueDirectoryuses a
wildcard, then the directory onevig up is considered the'base’ directory which all other queue
directories must share. Please makre that the queue directories do ne¢rtap, e.g., do not spec-

ify
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O QueueDirectory=/var/spool/mqueue/*
Qone, P=/var/spool/mqueue/dirl
Qtwo, P=/var/spool/mqueue/dir2

because this also includes “dirl” and “dir2” in the default queue group. \Howe

O QueueDirectory=/var/spool/mgueue/main*
Qone, P=/var/spool/mqueue/dir
Qtwo, P=/var/spool/mqueue/other*

is a valid queue group specification.

Options listed in theFlags” field can be used to modify the behavior of a queue grébp.
“f'’ flag must be set if multiple queue runners are supposedrioom the entries in a queue group.
Otherwisesendmailwill work on the entries strictly sequentially.

The ‘Interval” field sets the time between queue rulisio queue group specific interval is
set, then the parameter of tlggoption from the command line is used.

To oontrol the werall number of concurrently aee® queue runners the option
MaxQueueChildren can be set. This limits the number of processes used for running the queues to
MaxQueueChildren, though at ay one time fever processes may be aetiss a esult of queue
options, completed queue runs, system load, etc.

The maximum number of queue runners for an individual queue group can be controlled via
theRunnersoption. Ifset to 0, entries in the queue will not be processed, which is usefyldo-*
antine’ queue files. The number of runners per queue group may also be set with the option
MaxRunnersPerQueue which applies to queue groups thavéao individual limit. That is, the
default value foRunnersis MaxRunnersPerQueueif set, otherwise 1.

The field Jobs describes the maximum number of jobs (messagesedliper queue run,
which is the queue group specific valuev#ExQueueRunSize

Notice: queue groups should be declared after all queue related optientba set because
gueue groups taktheir defaults from those options. If an option is set after a queue group declara-
tion, the \alues of options in the queue group are set to the defaldendmailunless explicitly set
in the declaration.

Each emelope is assigned to a queue group based on the algorithm described in section
“ Queue Groups and Queue Directories”.

5.11. X— Mail Filter (Milter) Definitions

The sendmailMail Filter API (Milter) is designed to all® third-party programs access to
mail messages as thare being processed in order to filter meta-information and confdrgy are
declared in the configuration file as:

Xname{, field=value}*

where nameis the name of the filter (used internally only) and the “field=name” pairs define
attributes of the filter Also see the documentation for tmputMailFilters option for more infor

mation.
Fields are:
Soclet Thesocket specification
Flags Specidlags for this filter
Timeouts Tmeouts for this filter

Only the first character of the field name is checkes @tse-sensie).
The socket specification is one of the following forms:
S=inet: port @ host
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S=inet6: port @ host

S=local: path

The first two describe an IPv4 or IPv6 socket listening on a cenpairt at a gven hostor IP
address. Thénal form describes a named socket on the filesystem atvbreith

The following flags may be set in the filter description.
R  Reject connection if filter unailable.
T Temporary fail connection if filter umailable.

If neither F=R nor F=T is specified, the message is passed thseadmailin case of filter
errors as if the failing filters were not present.

The timeouts can be set using the four fields inside ofthequate:
Timeout for connecting to a filtetf set to 0, the systemtsonnect(timeout will be used.
Timeout for sending information from the MTo a filter.
Timeout for reading reply from the filter.

m 2 uw O

Overall timeout between sending end-of-message to filter and waiting for the finamdckno
edgment.

Note the separator between each timeout field’ijs.aThe default values (if not set) are:
T=C:5m;S:10s;R:10s;E:5mwheresis seconds angh is minutes.

Examples:

Xfilterl, S=local:/var/run/fl.sock, F=R
Xfilter2, S=inet6:999@Iocalhost, FFT=S:1s;R:1s;E:5m
Xfilter3, S=inet:3333@Iocalhost, T=C:2m

5.12. TheUser Database

The user database is deprecatedairafof ‘‘virtusertable’ and “genericstablé’as explained
in the filecf/README. If you hare a vesion of sendmailwith the user database package com-
piled in, the handling of sender and recipient addresses is modified.

The location of this database is controlled withllserDatabaseSpeoption.

5.12.1. Structure of the user database
The database is a sorted (BTree-based) structure. User records are stored wigh the k
user-namdield-name

The sorted database format ensures that user records are clustered. tdgetiénformation is
always stored with a leading colon.

Field names define both the syntax and semantics oathe.vDefinedields include:

maildrop Thedelivery address for this userThere may be multiple values of this
record. Inparticular mailing lists will hare ane maildroprecord for each user
on the list.

mailname Theoutgoing mailname for this useFor each outgoing name, there should

be an appropriatmaildroprecord for that name to alloreturn mail. See also
:default:mailname

mailsender Changesy mail sent to this address toumathe indicated erelope sender
This is intended for mailing lists, and will normally be the name of an appro-
priate -request address. It isry similar to the wnerdist syntax in the alias
file.
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fullname Thefull name of the user.
office-address  Theffice address for this user.
office-phone Theffice phone number for this user.
office-fax Theoffice FAX number for this user.
home-address  THeome address for this user.
home-phone Thbome phone number for this user.
home-fix Thehome FAX number for this user.

project A (short) description of the project this person ffliafed with. In the Uni-
versity this is often just the name of their graduate advisor.

plan Apointer to a file from which plan information can be gathered.

As of this writing, only a f& of these fields are actually being usedseypdmail mail-
dropandmailname A fingerprogram that uses the other fields is planned.

5.12.2. Usedatabase semantics

When the reriting rules submit an address to the local matiee user name is passed
through the alias filelf no alias is found (or if the alias points back to the same address), the
name (with “:maildrop” appended) is then used asw ik the user database. If no match
occurs (or if the maildrop points at the same address), forwarding is tried.

If the first tolen of the user name returned by ruleset 0 is an “@” sign, the user database
lookup is skipped.The intent is that the user database will act as a set of defaults for a cluster
(in our case, the Computer Science Division); mail sent to a specific machine should ignore
these defaults.

When mail is sent, the name of the sending user is looked up in the database. If that user
has a “mailname” record, thale of that record is used as their outgoing nakRue.example, |
might hare a ecord:

eric:mailname  Eric.Allman@CS.Begley.EDU
This would cause my outgoing mail to be sent as Eric.Allman.

If a “maildrop” is found for the usebut no corresponding “mailname” record exists, the
record “:default:mailname” is consulted. If present, this is the name of a hosértae the
local host. For example, in our case we would set it to “CS.Bd#e EDU". The effect is that
aryone knaevn in the database gets their outgoing mail stamped as “user@ CSeR&RU”,
but people not listed in the database use the local hostname.

5.12.3. Ceating the databas&’®

The user database is built from a text file usingniiazemagutility (in the distribution in
the makemap subdirectory). Thetdile is a series of lines corresponding to userdb records;
each line has ady and a value separated by white space. Tég ik dways in the format
described abge — for example:

eric:maildrop

This file is normally installed in a system directory; for example, it might be called
/etc/mail/userdb To make the database version of the map, run the program:

BThese instructions are known to be incompleBgher features arevailable which provide similar functionalifye.g., virtual
hosting and mapping local addresses into a generic form as explained in cf/README.
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makemap btree /etc/mail/userdb < /etc/mail/userdb

Then create a config file that uses thisr example, using the V8 M4 configuration, include the
following line in your .mc file:

define("confUSERDB_SPEC’, /etc/mail/userdb)

6. OTHER CONFIGURATION

There are some configuration changes that can be made by recorseiigmail This section
describes what changes can be made and what has to be modifiecetthenak Inmost cases this
should be unnecessary unless you are postmgimaito a nev environment.

6.1. Parameters in devtools/OS/$oscf

These parameters are intended to describe the compilation environment, not siteamblic
should normally be defined in the operating system configurationTiies section needs a com-
plete rewrite.

NDBM If set, the n& version of the DBM library that allows multiple databases will be
used. Ifneither NDBM nor NEWDB are set, a much ledicefnt method of alias
lookup is used.

NEWDB If set, use the medatabase package from Bel&y (from 4.4BSD). This package
is substantiallydster than DBM or NDBM. If NEWDB and NDBM are both set,
sendmailwill read DBM files, but will create and use NEWDB files.

NIS Includesupport for NIS.If set together witbhothNEWDB and NDBM,sendmail
will create both DBM and NEWDB files if and only if an alias file includes the
substring “/yp/” in the name. This is intended for compatibility with Sun
Microsystemsmkaliasprogram used on YP masters.

NISPLUS Compilen support for NIS+.
NETINFO Compilein support for Netinfo (NeXT stations).

LDAPMAP Compilein support for LDAP X500 queriesRequires libldap and liblber from
the Umich LDAP 3.2 or 3.3 release or egdent libraries for other LBP
libraries such as OpenLDAP.

HESIOD Compildn support for Hesiod.
MAP_NSD Compildan support for IRIX NSD lookups.
MAP_REGEX Compilén support for regular expression matching.

DNSMAP Compilein support for DNS map lookups in teendmail.cfile.

PH_MAP Compildn support for ph lookups.

SASL Compilein support for SASL, a required component for SMTP Authentication
support.

STARTTLS Compilein support for STARTTLS.

EGD Compilein support for the "EntropGathering Daemon" to provide better random
data for TLS.

TCPWRAPPERS Compile support for TCP Wrappers.

_PATH_SENDMAILCF
The pathname of the sendmail.cf file.

_PATH_SENDMAILPID
The pathname of the sendmail.pid file.



SMM:08-94 Sendmaillnstallation and Operation Guide

SM_CONF_SHM
Compile in support for shared mempsge section about "/var/spool/mqueue”.

MILTER Compilein support for contacting external mail filters built with the Milter API.

There are also seral compilation flags to indicate thev@mnment such as “_AIX3" and
“ SCO_unix_". Se¢he sendmail/README file for the latest scoop on these flags.

6.1.1. For Futur e Releases

sendmailoften contains compile time optiofer Future Releaseqprefix _FFR_) which
might be enabled in a subsequent version or might simply bevednas hey turned out not to
be really useful. These features are usually not documented buy irthethen the required
(FFR) compile time options are listed here for rulesets and macros, aitREBADME for
mc/cf options. FFR compile times options must be enabled when the sendmail binaitly is b
from source. Enabled FFRs in a binary can be listed with

sendmail -d0.13 < /dev/null | grep FFR

6.2. Parameters in sendmail/conf.h

Paameters and compilation options are defined in coriflbst of these need not normally
be tweakd; common parameters are all in sendmail-tdwever, the sizes of certain primie vee-
tors, etc., are included in this file. The numbers following the parameters are their default value.

This document is not the best source of information for compilation flags in conf.h — see
sendmail/README or sendmail/conf.h itself.

MAXLINE [2048] The maximum line length of gninput line. If message lines exceed this
length thg will still be processed correctly; i@ver, header lines, configura-
tion file lines, alias lines, etc., must fit within this limit.

MAXNAME [256] The maximum length of gnname, such as a host or a user name.

MAXPV [256] The maximum number of parameters ty amiler. This limits the number of
recipients that may be passed in one transactioran be set to grarbitrary
number abwe &out 10, sincesendmailwill break up a deliery into smaller
batches as needed higher number may reduce load on your systemy-ho
eva.

MAXQUEUEGROUPS [50]
The maximum number of queue groups.

MAXATOM [1000] Themaximum number of atoms (teks) in a single addresEor example, the
address “eric@CS.Berkgl&DU” is seven aoms.

MAXMAILERS [25] The maximum number of mailers that may be defined in the configuration file.
This value is defined in include/sendmail/sendmail.h.

MAXRWSETS [200TThe maximum number of rewriting sets that may be defiffé first half of
these are reserved for numeric specification (¢202"), while the upper half
are reserved for auto-numbering (e.§5f60”). Thus,with a value of 200 an
attempt to use “S99will succeed, but “S100Wwill fail.

MAXPRIORITIES [25]
The maximum number ofalues for the “Precedence:” field that may be
defined (using th® line in sendmail.cf).

MAXUSERENVIRON [100]
The maximum number of items in the user environment that will be passed to
subordinate mailers.
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MAXMXHOSTS [100]

The maximum number of MX records we will accept foy aingle host.

MAXMAPSTACK [12]

The maximum number of maps that may be "stacked" secuenceclass
map.

MAXMIMEARGS [20]

The maximum number of arguments in a MIME Content-Type: header; addi-
tional arguments will be ignored.

MAXMIMENESTING [20]

The maximum depth to which MIME messages may be nested (that is, nested
Message or Multipart documents; this does not limit the number of compo-
nents in a single Multipart document).

MAXDAEMONS [10]

The maximum number of sockets sendmail will open for accepting connec-
tions on different ports.

MAXMACNAMELEN [25]

The maximum length of a macro name.

A number of other compilation optiongist. Thesespecify whether or not specific code should be
compiled in. Ones marked with T are 0/1 valued.

NETINETt

NETINET6T

NETISOt

NETUNIXT

LOG

MATCHGECOSYt
NAMED_BINDT
NOTUNIX

USERDBY

If set, support for Internet protocol networking is compiled Pnevious \er-
sions ofsendmailkeferred to this aBAEMON; this old usage is noincorrect.
Defaults on; turn it dfin the Makefile if your system doesrsupport the
Internet protocols.

If set, support for IPv6 networking is compiled in. It must be separately
enabled by addinDaemonPortOptionssettings.

Ifset, support for ISO protocol natvking is compiled in (it may be appropri-
ate to #define this in the Makefile instead of conf.h).

If set, support for UNIX domain sockets is compiled in. This is used for con-
trol socket support.

If set, thesyslogroutine in use at some sites is used. This makes an informa-
tional log record for each message processed, and makes a higher priority log
record for internal system errorSTRONGLY RECOMMENDED — if you

want no logging, turn it dfin the configuration file.

Compilein the code to do “fuzzy matchirigon the GECOS field in
letc/passwd. Thialso requires that thdatchGECOS option be turned on.

Compilein code to use the Begley Internet Name Domain (BIND) server to
resohe TCP/IP host hames.

If you are using a non-UNIX mail format, you can set this flag to tdrspef
cial processing of UNIX-style “From ” lines.

Includethe experimental Berkeley user information database packagkhis
adds a ne levd of local name expansion between aliasing anddadimg. It
also uses the NEWDB package. This may change in future releases.

The following options are normally turned on in per-operating-system clauses in conf.h.

IDENTPROTOY

Compile in the IDENT protocol as defined in RFC 14T3is defaults on for

all systems except Ultrix, which apparently has the interesting “feature” that
when it receies a ‘host unreachable” message it closes all open connections
to that host. Since some fivdl gatavays send this error code when you
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HASFLOCKTY

HASINITGROUPS

HASUNAME
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access an unauthorized port (such as 113, used by IDENT), Ultrix cannot
receve email from such hosts.

Setll of the compilation parameters appropriate for System V.

UseBerkeley-styleflock instead of System Vockf to do file locking. Due to
the highly unusual semantics of locks across forkedkf, this should aliays
be used if at all possible.

Sethis if your system has thiaitgroups() call (if you hare nultiple group
support). Thisis the default if SYSTEMS5 isiot defined or if you are on
HPUX.

Setthis if you hae the unam¢2) system call (or corresponding library rou-
tine). Setby default if SYSTEMS is set.

HASGETDTABLESIZE

HASWAITPID

Set this if you hee thegetdtablesiz€2) system call.
Setthis if you hae thehaswaitpid2) system call.

FAST_PID_RECYCLE

SFS_TYPE

LA_TYPE

Set this if your system can possibly reuse the same pid in the same second of
time.

Thenechanism that can be used to get file system capacity informatien.
values can be one of SFS_UMT(use the ustat(2) syscall), SFS_4ARGS (use
the four argument statfs(2) syscall), SFS_VFS (use theatgument statfs(2)
syscall including <sys/vfs.h>), SFS_MOUNT (use the argument statfs(2)
syscall including <sys/mount.h>), SFSAFS (use the ta agument
statfs(2) syscall including <sys/statfs.h>), SFSABFS (use the te agu-
ment statfs(2) syscall including <sys/statvfs.h>), or SFS_NONE (no way to
get this information).

Theload average type. Details are described helo

The are seeral built-in ways of computing the loadetage. Sendmaitries to auto-configure them
based on imperfect guesses; you can select one usingdp&on-DLA_TYPE=type wheretype

IS:
LA_INT

LA_SHORT

LA_FLOAT

LA_MACH
LA_SUBR
LA_ZERO

The kernel stores the loadverage in the kernel as an array of long dretes.
The actual values are scaled by a factor FSCALE (default 256).

The kernel stores the loagtepage in the &rnel as an array of short igers.
The actual values are scaled by a factor FSCALE (default 256).

The kernel stores the loadasage in the kernel as an array of double precision
floats.

UseMACH-style load aerages.
Callthe getloadavgroutine to get the loadverage as an array of doubles.
Always return zero as the loadesage. Thids the fallback case.

If type LA_INT, LA_SHORT, or LA_FLOAT is specified, you may also need to specTH_UNIX
(the path to your system binary) and_AVENRUN (the name of the variable containing the load
aveaage in the kernel; usually “venrun” or “avenrun”).

6.3. Configurationin sendmail/conf.c

The following changes can be made in conf.c.
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6.3.1. Built-in Header Semantics

Not all header semantics are defined in the configuration Hiader lines that should
only be included by certain mailers (as well as other more obscure semantics) must be specified
in theHdrInfo table inconf.c This table contains the header name (which should be inadt lo
case) and a set of header control flags (described below), The flags are:

H_ACHECK

H_EOH

H_FORCE

H_TRACE

H_RCPT

H_FROM

H_ERRORSD
H_CTE
H_CTYPE
H_STRIP\AL

Normallywhen the check is made to see if a header line is compatible with
a mailer, sendmailwill not delete an existing linelf this flag is setsend-

mail will delete een existing header lines. That is, if this bit is set and the
mailer does not he flag bits set that intersect with the required mailer
flags in the header definition in sendmail.cf, the header lireways
deleted.

Ifthis header field is set, treat itdila Bank line, i.e., it will signal the end
of the header and the beginning of the message text.

Addthis header entryven if one «isted in the message before. If a
header entry does not Ve this bit set,sendmailwill not add another
header line if a header line of this name alreadgted. Thiswould nor
mally be used to stamp the messagevgyyene who handled it.

If set, this is a timestamp (trace) field.the number of trace fields in a
message exceeds a preset amount the message is returned on the assump-
tion that it has an aliasing loop.

Ifset, this field contains recipient addresses. This is used by flagy to
determine who to send to when it is collecting recipients from the mes-
sage.

This flag indicates that this field specifies a sendgre order of these
fields in theHdrInfo table specifiesendmaik preference for which field
to return error messages to.

Addresses in this header should reeeiror messages.
Thisheader is a Content-Transfer-Encoding header.
Thisheader is a Content-Type header.

Strip the value from the header (for Bcc:).

Let’s look at a sampleldrinfo specification:
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struct hdrinfo Hdrinfo[] =
{

[* originator fields, most to least significant */
"resent-sender”, H_FBM,
"resent-from", H _FRM,

"sender”, H_FRM,

"from", H_FROM,

"full-name”, H_ACHECK,

"errors-to", H_FROM|H_ERRORSTO,

[* destination fields */

"to", H_RCPT

"resent-to", H RCPT

"cc", H_RCPT

"bece”, H_RCPTH_STRIPVAL,

[* message identification and control */
"message", H_EOH,

"text", H_EOH,

[* trace fields */

"received”, H_TRACE|H_FORCE,

/* miscellaneous fields */
"content-transfeencoding”, H_CTE,
"content-type", H_CTYPE,

NULL, 0,
%
This structure indicates that the “To:”, “Resent-To:", and “Cc:” fields all specify recipient
addresses. An“Full-Name:” field will be deleted unless the required mailer flag (indicated in
the configuration file) is specifiedhe “Message:” and ‘@xt:" fields will terminate the header;
these are used by random dissenters around the netvaytt. wrhe “Received:” field will
always be added, and can be used to trace messages.

There are a number of important points hefest, header fields are not added automati-
cally just because tlieare in theHdrInfo structure; thg must be specified in the configuration
file in order to be added to the messagay header fields mentioned in the configuration file
but not mentioned in théidrinfo structure hee default processing performed; that is, yreee
added unless tlgewere in the message alread$econd, theHdrinfo structure only specifies
cliched processing; certain headers are processed specially by ad hoggentles® of the sta-
tus specified irHdrInfo. For example, the “Sender:” and “From:” fields are/als scanned on

ARPANET mail to determine the sendérthis is used to perform the “return to sender” func-
tion. The“From:” and “Full-Name:” fields are used to determine the full name of the sender if
possible; this is stored in the madwand used in a number of ways.

6.3.2. RestrictingUse of Email

If it is necessary to restrict mail through a relidne checkcompatoutine can be modified.
This routine is called forvery recipient address. It returns an exit status indicating the status of
the message. The statiX_OK accepts the addredsX_TEMPFAIL queues the message for a
later try and other alues (commonl¥EX_UNAVA ILABLE) reject the message. It is updbeck-
compatto print an error message (usingrerr) if the message is rejectedzor example,

2actually, this is no longer true in SMTP; this information is contained in tivelepe. Theolder ARPANET protocols did
not completely distinguish gdope from header.
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checkcompatould read:
int
checkcompat(to, e)

register ADDRESS *to;
register ENVELOPE *g;

{
register STAB *s;
s = gab("private”, ST_MAILER, ST_FIND);
if (s = NULL && e->e_from.q_mailer != LocalMailer &&
to->g_mailer == s->s_mailer)
{
usrerr("No prvate net mail allowed through this machine");
return (EX_UNAVA ILABLE);
}
if (MsgSize > 50000 && bitnset(M_LOCALMAILER, to—>qg_mailer))
{
usrerr("Message too large for non-local dety");
e—>e_flags |- EF_NORETURN;
return (EX_UNAVA ILABLE);
}
return (EX_OK);
}

This would reject messages greater than 50000 bytes unlgswehe local. The EF_NORE-

TURNflag can be set ine_flagsto suppress the return of the actual body of the message in
the error return. The actual use of this routine is highly dependent on the implementation, and

use should be limited.

6.3.3. NewDatabase Map Classes

New key maps can be added by creating a class initialization function and a lookup func-

tion. Theseare then added to the routisetupmaps.
The initialization function is called as
xxx_map_init(MAP *map, char *args)

The mapis an internal data structurdhe argsis a pointer to the portion of the configuration
file line following the map class name; flags and filenames can be extracted from thihine.

initialization function must returtiueif it successfully opened the mdgise otherwise.
The lookup function is called as
xxx_map_lookup(MAP *map, char buff], char *#aint *statp)

The mapdefines the map internallyrhe buf has the inputéy. This may be (and often is) used
destructvely. Theavis a list of arguments passed in from the rewrite line. The lookup function

should return a pointer to thewmealue. Ifthe map lookupdils, *statp should be set to arxi¢

status code; in particulat should be set t&X_TEMPFAIL if recovery is to be attempted by the

higher level code.

6.3.4. Queueing-unction

The routineshouldqueués called to decide if a message should be queued or processed

immediately Typically this compares the message priority to the current loaehge. The
default definition is:
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bool

shouldqueue(pri, ctime)
long pri;
time_t ctime;

if (CurrentLA < QueuelLA)
return false;
return (pri > (QueueFactor / (CurrentLA — QueueLA + 1)));

}

If the current load &erage (global ariable CurrentLA which is set before this function is
called) is less than theviothreshold load \&erage (optionx, variable QueuelL4, shouldqueue
returnsfalse immediately (that is, it shouldot queue). Ifthe current load\&rage exceeds the
high threshold loadwa&rage (optionX, variable RefuseLA shouldqueuaeturnstrue immedi-
ately Otherwise, it computes the function based on the message pribetyqueue dctor
(optionq, global variableQueueFactaoy, and the current and threshold loagrages.

An implementation wishing to tekthe actual age of the message into account can also
use thectime parameterwhich is the time that the message was first submittesenamail
Note that thepri parameter is already weighted by the number of times the message has been
tried (although this tends to lower the priority of the message with time); the expectation is that
the ctimewould be used as an “escape clause” to ensure that messagesarally processed.

6.3.5. Refusingncoming SMTP Connections

The functionrefuseconnectionseturnstrue if incoming SMTP connections should be
refused. Thecurrent implementation is baserctusively on the current loadvarage and the
refuse loadaerage option (optioiX, global variableRefuselX

bool
refuseconnections()

{
}

A more clever implementation could look at more system resources.

return (RefuseLA > 0 && CurrentLA >= RefuselLA);

6.3.6. LoadAverage Computation

The routinegdla returns the current loadrerage (as a rounded imgfer). Thedistribution
includes seeral possible implementations. If you are porting to & mavironment you may

need to add some weweaks?®

6.4. Configurationin sendmail/daemon.c
The filesendmail/daemonoontains a number of routines that are dependent on the local net-
working ervironment. Theversion supplied assumes yowhaBSD style sockets.

In previous releases, we recommended that you modify the rou@amphostnaméf you
wanted to generalizé[ ... $] lookups. V& mow recommend that you create awn&eyed map
instead.

f you do, please send updates to sendmail@Sendmail.ORG.
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6.5. LDAP
In this section we assume tlsindmaihas been compiled with support for LDAP.

6.5.1. LDAP Recursion

LDAP Recursion alls you to add types to the search attributes on an LDAP map speci-
fication. Thesyntax is:

-v ATTRIBUTH: TYPH: OBJECTCLASPFOBIECTCLASS.]]]
The newTYPE ae:

NORMAL This attribute type specifies the attute to add to the results string. This is
the default.
DN Any matches for this attribute argpected to hee a \alue of a fully qualified

distinguished namesendmailwill lookup that DN and apply the attribes
requested to the returned DN record.

FILTER Any matches for this attribute are expected teeha \alue of an LIAP search
filter. sendmailwill perform a lookup with the same parameters as the origi-
nal search but replaces the search filter with the one specified here.

URL Any matches for this attribute are expected teeha \alue of an LDAP URL.
sendmailwill perform a lookup of that URL and use the results from the
attributes named in that URLNote havever that the search is done using the
current LDAP connection, gerdless of what is specified as the scheme,
LDAP host, and LDAP port in the LDAP URL.

Any untyped attributes are considem@RMAL attributes as described algo

The optionalOBJECTCLASS]| separated) list contains the objectClass values for which
that attribute applieslf the list is gven, the attribute named will only be used if the AP
record being returned is a member of that object class. Note that if theselue attrilute
TYPEs ae used in an AliasFile option setting, it will need to be double quoted tenpsend-
mail from misparsing the colons.

Note that LDAP recursion attributes which do not ultimately point to an LDAP record are
not considered an error.

6.5.1.1. Example

Since examples usually help clarifere is an example which uses all four of the ne
types:
O LDAPDefaultSpec=-h Idap.example.com -b dc=example,dc=com

Kexample Idap
-Z,
-k (&(objectClass=sendmailMTAAliasObject)(sendmailMTay<%0))
-v sendmailMTAAliasValue,mail:NORMAL.:inetOrgPerson,
uniqueMember:DN:groupOfUniqueNames,
sendmailMTAAliasSearch:FILTER:sendmailMTAAliasObject,
sendmailMTAAliasURL:URL:sendmailMTAAliasObject

That definition specifies that:

« Any value in asendmailMTAAliasValueattribute will be added to the result stringyesd-
less of object class.

« Themail attribute will be added to the result string if the AP record is a member of the
inetOrgPersombject class.
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¢ The unigueMemberattribute is a recurse dtribute, used only irngroupOfUniqueNames
records, and should contain an LDAP DN pointing to anothekR.Pecord. The desire
here is to return theail attribute from those DNs.

¢ The sendmailMTAAliasSearchattribute andsendmailMTAAliasURL are both used only if
referenced in asendmailMTAAliasObject They are both recursie, the first for a ne
LDAP search string and the latter for an LDAP URL.

6.6. STARTTLS

In this section we assume tlstndmailhas been compiled with support forARTTLS. To
properly understand the use of SRTTLS in sendmail it is necessary to understand at least some
basics about X.509 certificates and publéy kayptograply. This information can be found in
books about SSL/TLS or on WWW sites, e.g., “http://www.OpenSSL.org/".

6.6.1. Certificatesfor STARTTLS

When acting as a sey sendmailrequires X.509 certificates to supportARTTLS: one
as certificate for the server (ServerCertFile and correspondingeiSererKeyrile) at least
one root CA (CAertFile), i.e., a certificate that is used to sign other certificates, and a path to a
directory which contains (zero or more) other CAs @@#tRath). Thefile specified via C&-
ertFile can contain seral certificates of CAs.The DNs of these certificates are sent to the
client during the TLS handshalas part of the CertificateRequest) as the list of acceptable CAs.
However, do not list too mag root CAs in that file, otherwise the TLS handshatay fail; e.g.,

error;:14094417:SSL routines:SSL3_READ_BYTES:
sslv3 alert illgd parameter:s3_pkt.c:964:SSL alert number 47

You should probably put only the CA cert into that file that signed your own cert(s), or at least
only those you trust. The ZertRath directory must contain the hashes of each CA certificate
as filenames (or as links to them3ymbolic links can be generated with the following tw
(Bourne) shell commands:

C=FileName_of CA_Certificate
In -s $C ‘openssl x509 -noout -hash < $C*.0

A better way to do this is to use therehashcommand that is part of the OpenSSL disttidn
because it handles subject hash collisions by incrementing the number in the suffix of the file-
name of the symbolic link, e.gQ to .1, and so on. An X.509 certificate is also required for
authentication in client mode (ClientCertFile and correspondingtpriClientkeyfile), hav-

eve, sendmailwill always use SARTTLS when offered by a sezv The client and server cer
tificates can be identical. Certificates can be obtained from a certificate authority or created with
the help of OpenSSL. The required format for certificates andterkeys is FEM. To dlow

for automatic startup of sendmail, yate keys (ServerkeyFile, ClientkeyFile) must be stored
unencrypted. Thé&eys are only protected by the permissions of the file systdener make a

private key available to a third party.

The optionsClientCertFilg ClientKeyFile, ServerCertFile and ServerleyFile can tale a
second file name, which must be separated from the first with a comma (note: do ngt use an
spaces) to set up a second cest/kair. This can be used to V& certs of different types, e.g.,

RSA and DSA.

6.6.2. PRNGfor STARTTLS

STARTTLS requires a strong pseudo random number generator (PRNG) to operate prop-
erly. Depending on the TLS library you use, it may be required to explicitly initialize the PRNG
with random data.OpenSSL makes use fifev/urandom(4) if available (this corresponds to
the compile flag HASURANDOMDEV).On systems which lack this support, a random file
must be specified in theendmail.cfile using the option RandFile. It &grongly advised to use
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the "Entrojy Gathering Daemon" EGD from Brian akher on those systems to provide useful
random data. In this caseendmailmust be compiled with the flag EGD, and the RandFile
option must point to the EGD saatk If neither/dev/urandom(4) nor EGD are wailable, you
have o make aure that useful random data isaable all the time in RandFilelf the file hasrt
been modified in the last 10 minutes before it is supposed to be useddyailthe content is
considered obsolete. One method for generating this file is:

openssl rand -out /etc/mail/randfile -rafpath/to/file:..256

See the OpenSSL documentation for more informatlarthis case, the PRNG for TLS is only
seeded with other random data if thentBlameSendmailoption InsufficientEntropy is set.
This is most likely not sufficient for certain actions, e.g., generation of (tempomgy) k

Please see the OpenSSL documentation or other sources for further information about cer
tificates, their creation and their usage, the importance of a good PRNG, and other aspects of
TLS.

6.7. Encodingof STARTTLS and AUTH related Macros

Macros that contain SNRTTLS and AJTH related data which comes from outside sources,

e.g., all macros containing information from certificates, are encodedith @groblems with non-
printable or special characters. The latter are '\, '<’, ’>',’(, '), "™, '+’, and ' 'All of these char
acters are replaced by their value in hexadecimal with a leadindror'example:

/C=US/ST=California/O=endmail.org/OU=pete/CN=Darth Mail (Cert)/
Email=darth+cert@endmail.org

is encoded as:

/C=US/ST=California/O=endmail.org/OU=pste/
CN=Darth+20Mail+20+28Cert+29/Email=darth+2Bcert@endmail.org

(line breaks hee keen inserted for readability)Tlhe macros which are subject to this encoding are
{cert_subject}, {cert_issuer}, {cn_subject}, {cn_issuer}, as well as {auth_authen} and
{auth_author}.

7. ACKNOWLEDGEMENTS

I've worked onsendmailfor mary years, and manemployers hae been remarkably patient
about letting me work on a large project thatswiot part of my official jabThis includes time on the
INGRES Project at the Uversity of California at Berkley, & Britton Lee, and again on the Mammoth
and Titan Projects at Berkgle

Much of the second awe of improvements resulting in version 8.1 should be credited to Bryan
Costales of the International Computer Science Institute. As he passed me drafts of his ek on
mail | was inspired to start working on thingsa@ig Bryanwas dso available to bounce ideasfasf.

Gregory Neil Shapiro of Worcester Polytechnic Institute has become instrumental in all phases of
sendmailsupport and deslopment, and was largely responsible for getting versions 8.8 and 8.9 out the

door.

Many, mary people contribted chunks of code and ideasseendmail It has praen to be a
group network dbrt. Version 8 in particular was a group projedte following people and geniza-
tions made notable contributions:

Claus Assmann

John Beck, Hewlett-Packard & Sun Microsystems

Keith Bostic, CSRG, Uniersity of California, Berkeley

Andrew Cheng, Sun Microsystems

Michael J. Corrigan, Urérsity of California, San Diego

Bryan Costales, International Computer Science Institute & InfoBeat



SMM:08-104 Sendmaillnstallation and Operation Guide

P& (Pell) Emanuelsson

Craig Everhart, Transarc Corporation

Per Hedeland, Ericsson

Tom Ivar Helbekkmo, Norwegian School of Economics

Kari Hurtta, Finnish Meteorological Institute

Allan E. Johannesen, WPI

Jonathan Kamens, OpenVision Technologies, Inc.

Takahiro Kanbe, Fuji Xerox Information Systems Co., Ltd.
Brian Kantor University of California, San Diego

John KennedyCal State Uniersity, Chico

Murray S. KucherawyHookUp Communication Corp.

Bruce Lilly, Sony U.S.

Karl London

Motonori Nakamura, Ritsumeikan Wersity & Kyoto Uniersity
John Gardiner Myers, Carnegie Mellon Uasity

Neil Rickert, Northern lllinois Uniersity

Gregory Neil Shapiro, WPI

Eric Schnoebelen, Ceax Computer Corp.

Eric WassenaalNational Institute for Nuclear and High Energy Physics, Amsterdam
Randall WinchestetJniversity of Maryland

Christophe Wolfhugel, Pasteur Institute & HeiSchauer Consultants (Paris)
Exactis.com, Inc.

| apologize for anyone | v amitted, misspelled, misattributed, or otherwise missed. At this point, |
suspect that at least a hundred peopie lantributed code, and mgmmore hae ntributed ideas,
comments, and encouragemetitve tied to list them in the RELEASE_NRES in the distribtion
directory | appreciate their contribution as well.

Special thanks are reserved for Michael Camigand Christophe Wolfhugel, who besides being
wonderful guinea pigs and contributorsvieadso consented to be added to theendmail@Send-
mail.ORG’ list and, by answering thaulix of the questions sent to that listvaareed me up to do
other work.



APPENDIX A

COMMAND LINE FLAGS

Arguments must be presented with flags before addresses. The flags are:

-AX Select an alternate cf file which is eithesendmail.cfor —Am or submit.cffor —Ac. By
default the .cf file is chosen based on the operation mBde-bm (default),-bs, and -t it
is submit.cfif it exists, for all others it isendmail.cf

—bx Set operation mode to Operation modes are:

m  Deliver mail (default)

s Seak SMTP on input side

at ‘Arpanet mode (get evelope sender information from header)
C Check the configuration file

d Run as a daemon in background

D Run as adaemon in foreground

t  Runin test mode

v Just verify addresses, darollect or delver

i Initialize the alias database

p  Print the mail queue

P Rint overview over the mail queue (requires shared memory)
h  Print the persistent host status database

H Purge expired entries from the persistent host status database

—Btype Indicate body type.

—Cfile Use a diferent configuration file.Sendmailruns as the woking user (rather than root)
when this flag is specified.

-D logfile Send debugging output to the indicalkegfile instead of stdout.

—dlevel Set debugging iel.

—f addr The ewnelope sender address is setatdr. This address may also be used in the From:
header if that header is missing during initial submissibime ewelope sender address is
used as the recipient for dediy status notifications and may also appear in a Return-
Pah: header.

-Fname Sets the full name of this userrtame

-G Whenaccepting messages via the command line, indicate thatatbdor relay (gite-
way) submission. sendmail may complain about syntacticallydid messages, e.g.,
unqualified host names, rather than fixing them when this flag is set. sendmail will not do
ary canonicalization in this mode.

-hcnt Sets the “hop count” tont. This represents the number of times this message has been
processed bgendmailto the extent that it is supported by the underlying ogts). Cnt
is incremented during processing, and if it reaches MAXHOP (currenths@mail
throws avay the message with an error.

tDeprecated.
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-L tag

-n
—N notifications

—-r addr
—ox value
—Ooption=value

—Mx value
—pprotocol

—qtime

—qptime

—gGname
—(q['] Xstring

—Q[reason]

Sendmaillnstallation and Operation Guide

Sets the identifier used for sysloflote that this identifier is set as early as possible.
However, sendmailmay be used if problems arise before the command lmerents are
processed.

Dont do diasing or forwarding.

Tag dl addresses being sent as wanting the indicateifications which consists of the
word “NEVER” or a comma-separated list of “SUCCESS”, “FAILURE”, and "DE’A
for successful delery, failure, and a message that is stuck in a queuevgloene. The
default is “FAILURE,DELAY".

An obsolete form off.
Set optiornx to the specifiedalue These options are described in Section 5.6.

Set option to the specifiedvalue (for long form option names). These options are
described in Section 5.6.

Set macr to the specifiedalue

Set the sending protocol. Programs are encouraged to seTt@garotocol field can be
in the formprotocothostto set both the sending protocol and sending heatexample,
“—pUUCP:uunet” sets the sending protocol to UUCP and the sending host to uunet.
(Some @isting programs use —oM to set the r and s macros; this isaiqtito using
-p.)

Try to process the queued up mail. If the time igegi asendmailwill start one or more
processes to run through the queue(s) at the specified time intervavén gietiued mail;
otherwise, it only runs once. Each of these processes acts orkgraup. Thesgro-
cesses are also known as workgroup processes or \f@Fshort. Each workgroup is
responsible for controlling the processing of one or more quewrkgmups help man-
age the use of system resources by sendmail. Each workgroup meaynieaor more
children concurrently processing queues depending on the settitagx@iueueChildren

Similar to —g with a time gument, except that instead of periodically starting V8GP’
sendmail starts persistent WGRhat alternate between processing queues and sleeping.
The sleep time is specified by the time argument; it defaults to 1 secmegt ¢hat a

WGP alvays sleeps at least 5 seconds if their queues were empty in the previous run.
Persistent processes are managed by a queue control process TQEBRCP is the par

ent process of the WGR' Typically the QCP will be the sendmail daemon (when started
with —bd or —bD) or a special process (named Queue control) (when started without —bd
or —bD). If a persistent WGP ceases to bevaciir some reason another WGP will be
started by the QCP for the same workgroup in most cases. When a persistent WGP has
core dumped, the debug flag_persistent_restaiit set or the specific persistent WGP
has been restarted too ngaimes already then the WGP will not be startedimgnd a
message will be logged to thifexft. To gop (SIGTERM) or restart (SIGHUP) persis-

tent WGPS the appropriate signal should be sent to the . QG® QCP will propagate the
signal to all of the WGR'and if appropriate restart the persistent WGP's.

Run the jobs in the queue gromameonce.

Run the queue once, limiting the jobs to those matcKsigng The ley letterX can be
| to limit based on queue identifigR to limit based on recipien§ to limit based on
sender or Q to limit based on quarantine reason for quarantined jgbgarticular
gueued job is accepted if one of the corresponding atiislbcontains the indicatstting.
The optional ! character getes the condition testedMultiple —gX flags are permitted,
with items with the sameely letter “or'ed” togetherand items with diferent ley letters
“and’ed” together.

Quarantina mormal queue items with thevgh reason or unquarantine quarantined
gueue items if no reason isvgn. This should only be used with some sort of item
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matching using-q[!] Xstringas described abe.

-R ret What information you want returned if the message bourrees;an be “HDRS” for
headers only or “FULL”" for headers plus bodyhis is a request only; the other end is
not required to honor the parametéf “HDRS” is specified local bounces also return
only the headers.

-t Readthe header for “To:”, “Cc:”, and “Bcc:” lines, and send t@rgone listed in those
lists. The"Bcec:” line will be deleted before sendinginy addresses in the argumergcs
tor will be deleted from the send list.

-V envid Theindicatedenvidis passed with the edope of the message and returned if the mes-
sage bounces.
—X logdfile Log all traffic in and out osendmailin the indicatedodfile for debugging mailer prob-

lems. Thisproduces a lot of data very quickly and should be used sparingly.

There are a number of options that may be specified as parfidgs. Thesare the e, i, m, and v
options. Also,the f option may be specified as theflag. TheDSN related options “-N”, “~R”", and
“~V" have o dfects onsendmaikunning as daemon.



APPENDIX B

QUEUE FILE FORMATS

This appendix describes the format of the queue filémse files lie in a queue directory The indi-
vidual gf, hf, Qf, df, and xf files may be stored in sepagtedf/, and xf/ subdirectories if theare present
in the queue directory.

All queue files hae the nametYMDhmsNNppppwhere YMDhmsNNppppgs theid for this mes-
sage and thi is a type. The individual letters in tiabare:

Encoded year
Encoded month
Encoded day
Encoded hour
Encoded minute

Encoded second
NN Encodecernvelope number
ppppp Atleast five decimal digits of the process ID

All files with the same id colleately define one message. Due to the use of memoifeded files,
some of these files mayvee appear on disk.

The types are:

gf Thequeue control file. This file contains the information necessary to process the job.
hf Thesame as a queue control file, but for a quarantined queue job.
df Thedata file. The message body (excluding the header) is kept in this file. Sometimes the df file

is not stored in the same directory as the df file; in this case, the (f file contains a ‘d’ record which
names the queue directory that contains the df file.

tf A temporary file. This is an image of théfile when it is being ralilt. It should be renamed to a
gf file very quickly.

xf A transcript file, existing during the life of a sessionvging everything that happens during that
session. Sometimeke xf file must be generated before a queue group has been selected; in this
case, the xf file will be stored in a directory of the default queue group.

Qf A “lost” queue control file.sendmailrenames af file to Qf if there is a seere (configuration)
problem that cannot be solved without human irgetion. Searclthe logfile for the queue file id
to figure out what happenedfter you resolved the problem, you can renameQhéle to gf and
send it again.

The queue control file is structured as a series of lines egitnbey with a code letterThe lines
are as follows:

V The version number of the queue file format, used tavatew sendmailbinaries to read queue
files created by olderersions. Dedults to version zero. Must be the first line of the file if present.
For 8.12 the version number is 6.

A The information gien by the AUTH= parameter of the “MAIL FROM:” command or $f@$j if
sendmail has been called directly.
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A header definition. There may beyamumber of these linesThe order is important: tlyerepre-
sent the order in the final message. These use the same syntax as header definitions in the configu-
ration file.

The controlling address. The syntax is “localuser:aliasname”. Recipient addresses following this
line will be flagged so that de#ries will be run as thdocaluser (a user name from the
/etc/passwd file)aliasnameis the name of the alias thatpanded to this address (used for print-

ing messages).

The quarantine reason for quarantined queue items.

The “original recipient”, specified by the ORCPT= field in an ESMTP transactidsed &clu-
sively for Delivery Status Notifications. It applies only to the following ‘R’ line.

The “final recipient’ used for DeNery Status Notifications. It applies only to the feling ‘R’
line.

A recipient address. This will normally be completely aliased, but is actually realiased when the
job is processed. There will be one line for each recipi®atsion 1 ¢f files also include a lead-

ing colon-terminated list of flags, which can be ‘S’ to return a message on successful final del
ery, ‘F’ to return a message on failure, ‘D’ to return a message if the message is delayed, ‘B’ to
indicate that the body should be returned, ‘N’ to suppress returning the dmadyP’ to declare

this as a “primary’(command line or SMTP-session) address.

The sender address. There may only be one of these lines.
The job creation time. This is used to compute when to time out the job.

The current message priorityrhis is used to order the queudigher numbers mean lower priori-
ties. Thepriority changes as the message sits in the queue. The initial priority depends on the
message class and the size of the message.

A message. Thikne is printed by thenailgcommand, and is generally used to store status-infor
mation. ltcan contain antext.

Hag bits, represented as one letter per flagfined flag bits are indicating that this is a response
message ang indicating that a w@rning message has been sent announcing that the mail has been
delayed. Otheflag bits are8: the body contains 8bit data;, a Bcc: header should be reneal, d:

the mail has RET parameters (see RFC 1894he body of the message should not be returned

in case of an erros the enelope has been split.

The total number of delery attempts.
The time (as seconds since January 1, 1970) of the lagtrgelttempt.

If the df file is in a different directory than the qf file, then a ‘d’ record is present, specifying the
directory in which the df file resides.

The i-number of the data file; this can be used toverogur mail queue after a disastrous disk
crash.

A macro definition. The values of certain macros are passed through to the queue run phase.

The body type. The remainder of the line is a text string defining the body lfyges field is
missing, the body type is assumed to be “undefined” and no special processing is atteagated.
values are “7BIT” and “8BITMIME”.

The original emelope id (from the ESMTP transactionffor Deliver Status Notifications only.

As an example, the folldng is a queue file sent to “eric@mammoth.EdekEDU” and



SMM:08-110 Sendmaillnstallation and Operation Guide

“postic@okeeffe.CS.BerkefeEDU"™:

V4

T711358135

K904446490

NO

P2100941

$_eric@localhost

${daemon_flags}

Seric

Ceric:100:1000:sendmail@vangogh.CS.Berk&BU

RPFD:eric@mammoth.Berkel&DU

RPFD:bostic@okeeffe.CS.BerkgleDU

H?P?Return-path: <"g>

H??Receied: by vangogh.CS.Berkel&DU (5.108/2.7) id AAA06703;
Fri, 17 Jul 1992 00:28:55 -0700

H??Receied: from mail.CS.BerkeleEDU by vangogh.CS.Berksi€&DU (5.108/2.7)
id AAA06698; Fri, 17 Jul 1992 00:28:54 -0700

H??Receied: from [128.32.31.21] by mail.CS.BerkglEDU (5.96/2.5)
id AA22777; Fri, 17 Jul 1992 03:29:14 -0400

H??Receied: by foo.bar.baz.de (5.57/Ultrix3.0-C)
id AA22757; Fri, 17 Jul 1992 09:31:25 GMT

H?F?From: eric@foo.bar.baz.de (Eric Allman)

H?x?Full-name: Eric Allman

H??Message-id: <9207170931.AA22757 @foo.bar.baz.de>

H?7?To: sendmail@vangogh.CS.BerldkbU

H??Subject: this is an example message

This shows the person who sent the message, the submission time (in seconds since January 1, 1970), the
message prioritythe message class, the recipients, and the headers for the message.

This example is contred and probably inaccurate for your\éronment. Glancever it to get an idea; nothing can replace
looking at what your own system generates.



APPENDIX C

SUMMARY OF SUPPORT FILES

This is a summary of the support files tis@ndmailcreates or generateddany of these can be
changed by editing the sendmail.cf file; check there to find the actual pathnames.

/usr/sbin/sendmail
The binary ofsendmail

{usr/bin/neveliases
A link to /usr/sbin/sendmail; causes the alias database to bit.rébunningthis pro-
gram is completely equélent to givingsendmaithe-bi flag.

/usr/bin/mailg  Printsa listing of the mail queueThis program is equélent to using the-bp flag to
sendmail

/etc/mail/sendmail.cf
The configuration file, in textual form.

/etc/mail/helpfile The&SMTP help file.

/etc/mail/statistics
A statistics file; need not be present.

/etc/mail/sendmail.pid
Created in daemon mode; it contains the process id of the current SMTP daemon. If you
use this in scripts; use “head -16 get just the first line; the second line contains the
command line used tovoke the daemon, and later versionssehdmailmay add more
information to subsequent lines.

/etc/mail/aliases Thextual version of the alias file.

/etc/mail/aliases.db
The alias file irhash(3) format.

/etc/mail/aliases.{pag,dir}
The alias file imdbm(3) format.

/var/spool/mqueue
The directory in which the mail queue(s) and temporary files reside.

Ivar/spool/mqueue/qgf*
Control (queue) files for messages.

/var/spool/mqueue/df*
Data files.

Ivar/spool/mqueue/tf*
Temporary versions of the df files, used during queue file rebuild.

/var/spool/mqueue/xf*
A transcript of the current session.

Sendmail Installation and Operation Guide SMM:08-111



SMM:08-112 Sendmaillnstallation and Operation Guide

This page intentionally left blank;
replace it with a blank sheet for double-sided output.



Sendmail Installation and Operation Guide SMM:08-3

TABLE OF CONTENTS

1. BASIC INSTALLATION .oiiiitiitte ittt ettt ettt ettt e sttt e e st e e st e e s s e et e e s anbn e e e s annneeee s 7
1.1. CompiliNGSENAMAI] ......eeeiiiiiiiei et e e e e e e e e e e e e e e s nnnbabeeeeeeas 7
1.1.1. Tweaking the Build IMOCALION ........ccoiiiiiiiiiiiiiii e 7
1.1.2. Creating Ste Configuration File...........ccooiiiiiiii e 7
1.1.3. Teaking the MaFile ... 8
1.1.4. Compilatiorand iNStAllAtiON..............uueiiiiiiiieiii e 8
1.2, CoNfIQUIALIOMFIIES ..ottt e e e e e e e e b e e e e e e e e e e e e e aanes 8
1.3. Detailnf INStallation FilES.......cooi i 9
1.3.1. JUSH/SDIN/SENAMAIL.......uuiiiiiiiiiee et a e e e 10
1.3.2. Jetc/mail/sendmail.Cl.........c.oeeei e 10
1.3.3. /etc/mail/SUBMIL.CE......ooo e 10
1.3.4. JUSH/DININMBEIASES ....cooiiiiiee et e e e e e e e e e e e 10
1.3.5. JUSI/DININOSESIAL . .......euiieiiiiiie ettt e et e e e e e e e e e s e aanbeeeees 10
1.3.6. JUSI/DIN/PUIESTAL ...ttt e e e e e e e et e et e e e e e e e e e e annnes 10
1.3.7. NAI/SPOOIMQUEUE ...ttt e e e e e e e e e e e bbb reeeeaaeaeas 11
1.3.8. Nar/spool/CIENIMQUEUE ......ooi ittt e e e e e e e e e eneb e e e 11
1.3.9. Mar/spool/MQUEUE/ . NOSESTAL ......coiiiiiii e 11
1.3.10. /etC/MAIl/AlIASESE. ....coe ettt a e 11
1.3.11. /etc/ror /etc/init.d/SENAMAIL.........coooiiiii e 12
1.3.12. Jetc/mMail/NelPfile........e e 12
1.3.13. /etC/Mail/STAtISICS. ..ottt a e e e 12
1.3.14. JUSI/DINIME@IG ettt e e e e e e e e e e e e e e e e e e e aanes 12
R R ST 7= (o [0 = V1 Y o o AP P PP TR TR 12
1.3.16. MAMFIIES ...eeiiieeiiieeie ettt e s 14
2. NORMAL OPERATTONS ..ottt et e et e e e e skt e e s sabn e e e e s nneeee e 14
P2 I I 1253 A1 (=11 1o T TP PUPRURTP 14
P N B 1] 1 0= | TP U PP PP PPPPTPPPRPPPPPPON 14
2.0.2. LIS oot e e e e e e 15
2.2, DUMPINGSTALE ....eeiiiiiiieiiiiiittte ettt e e e ettt e e e e e e e e e s et bbb e e eeeeaaaeaesaaannbbbaeseeaaaaaaaesaannne 15
2.3. ThEMAI QUEBUES......uieieie e s e e e e e e e e e e e e et et e e e e e e e aetere st s b a s e eas 15
2.3.1. Queu&roups and QUEUE DIr€CLOMES.....uuueiiiiiee ettt e e e e e e e e e e e e e e e 16
DG B @ 18 1= U T | S RSP 16
2.3.3. ManUAINTEIVENTION .....coiiiiiii ittt e e e e e e e e e e s e nbebaeaeeeas 17
2.3.4. PrintiNGNE QUEBUE. ...ttt e e e e e e e e e e e e e e e e e e e e e e anans 17
2.3.5. TOrCING the QUEUE.......co ettt e e e e et e e e e e e e e e e e e enns 17
2.3.6. QUArantinEQUEUE ITEBIMS........uuuiuiiiiie e e e e e e e e e aaaaaees 18
2.4. DiskBased Connection INfOrMatiQm.............uueeeiiiiariiiiiiiieiee e e e 18
2.5, TRESEIVICE SWILCR...cciiiiiiii ettt e e e e e et e e e e e e e e e e e e anneees 19
2.6. TheAlIaS Database..........ooouiiiiiieiii et e e et e e e e e e e e e e eanes 19
2.6.1. Rehilding the alias database...........ccooiiiiiiiiiiiiiee e 21
2.6.2. POtentighrObIEIMS ... a e 21

A R T I 1S3 (011 =T £ 21



SMM:08-4 Sendmaillnstallation and Operation Guide

3.

4,

5.

2.7. Uselnformation DatBhasE...........ccouuuriiieiiiiiiie ettt
2.8. PetUser Forwarding (.forward FileS)...........uuuiiiiiiiiiiiiiiiiiiee e
2.9. SPECIAHEAUET LINES. ..ottt ettt e e e e e e e s e et e b e e e e e e e e e e e e e aannnes
2,90, EITOIS-D: ooeiiiiiiiii it e et e e e e e 22
2.9.2. APPAIENTIY-B: ..eeeeeiiiiiee e e e e e e e e e e e e e e e e an b raeeeaaaaaas 22
e T o (=Tot =T [T o o = TP PP P P PPPPPPPO
2.10. IDENTPIOIOCOI SUPPOIL.....eetiiiiieeiie ittt ie et ettt e e e e e e e e e e e e e e e e e e e e anbnbeeeeeeas
ARGUMENTS ...ttt e e skt e e e ottt e e e ek b e et e e e st be e e e e sk b e e e e e s aabbeeeeeaabbreeeenns
TN I @ 10 10 1= o) (= . | 23
I D - 1< 1 1] (1Y [ Lo = T O PP PP PTPRPPP PP 23
3.3. FOrCING the QUEBUE. ... ...ttt et e e e e e e et e et e e e e e e e e e e s nnbabeeeeeeas
I B 1= 11T [ [ o TP PTPTTT PP 24
3.5. Changinghe Values Of OPLIONS........uuiiiiiiiiiiie e e e
3.6. Trying a Different Configuration File................ooiiiii s
3.7, LOgOINGTTAffiC oot a e 25
3.8. Testing Configuration FIlES.........ooo i
3.9. Persistertost Status INfOrMEALION...........cuuviviiiiiiiiie e
TUNING ettt e e et oo e o b bt e e oo e h b et e e e e ek b et e e e e b b e et e e e anbbe e e e s anbe e e e e annnes
4.1, TIMEOULS ..eeeiieiitiiee ettt e ettt e e ettt e e ekt e e st et e e sk b e e e e s aab b e et e e sk e et e e s aabb e et e e e sbb e e e e s annrneeens 21.
O I @ T U= U 01 (=1 V.= | RSP RPUPPURPPPN 27
4.1.2. REABIMEOULS ......eeiiieiiiiiiie ettt ettt ettt e sttt e e st e e s b et e s aab e e e e e snnneeees 27
4.1.3. MESSAGBIMEOULS ...ceeiiiiiiiititieiee e e e e e e e e e ettt et et e e e e e e s e s e abbbbebeeeeeaaaeesassannbnbeeaeeaaaaaaaas 29
4.2. Forking DUring QUEUE RUNS .......uuiiiiiiiiii ittt e e e e e e e e e e e e e e e e e annas
O B @ LU =T U T o] 1 (=TS 30
o S o T- To [N 411 (] o PP PU TP OTPPPP 30
4.5, RESOUICERIMILS ....eeiiiiiiiiiiie ittt e ettt e et e e sk bt e e s sbb et e e s anb b et e e s aannn e e e e e nnneeees 31
4.6. Measureagainst Denial of Service AtACKS...........ocuviieiiiiiiieeie e
A.7. DEIVEIY IMOUE ...ttt ettt e et e e e e e e s e a b e bttt e e e e e e e e e s e e annbbnbeeeaaaaaeas
o T W To | =Y T TP USP PP
4.9, FlEMOUES ..ottt e e e et e ek e e e b e e e e e e e e 32
4.9.1. D SUId OF NOLTO SUIA?. .. .eeiieeiitiiiie ittt et e e s e e e nanneeeas
4.9.2. urning of SeCUrity ChECKS.......oooi i
4.10. CONNECHOIACHING ..ceiiiiiiiiiii e e e e e e ee e e e e e e as 35
410, NAMESEIVEN ACCESS ...uitiiiiiiieeiiiiit ettt e e e e e et et e e e e e et s s et et e e e e e e s ss st arreeerenee s
4.12. Moring the Per-User FOrward FileS..........coooiiiiiiii e
R R o (=T 01 o 1= o = PP PP TP P PTTTPT R 317.
414, MaXiMUMMESSAGE SIZE......uuuuiiiiiiiiiie ettt e e e e e e ettt e e e e e e e e s s s snbbbbeeeeeaaaaaaesaaannnes
o T o 1= Tox YA o T To 1 S TR PR PPPPI 37
4.16. SENAO ME TOO ....ueiiiiieiitiiee ettt ettt e e e e e e e e e e 37
THEWHOLE SCOOP ON THE CONFIGURATION FILE.......ccoiiiiiiiiiiiiieeeeieee e
5.1. Rand S — ReWItING RUIES ......eiiiiiiiieiii e e
5.1.1. ThAeft NANG SIE......ccci it
5.1.2. Theight Nand SIA@........coiiii i
5.1.3. Semanticsf reWriting rUlE SETS..........ueiiiiiiiiieee e

21
22
22

22

22

23

24

25
25

30

31
31
32

32
33

36
37

37



Sendmail Installation and Operation Guide SMM:08-5

6.

5.1.4. RUIEBSENOOKS ....coiiiiiiiiiiiitteee ettt ettt e e e e e e e e e et b e e eaaaaaaeaeas 41
51041 CRECK _FEIAY. ... 41
5.1.4.2. CheCK _Mall......ccco ittt ————————— 41
5,143, CRECK FCPL. .. ettt e et e e e e e e e e e e ennae 42
5.1.4.4, ChECK _daAta..........ooeieiiiei e e e e e e e e e e 42
5.1.4.5. CheCK _COMPAL.. ..ot a e e e e 42
B5.1.4.6. ChECK _BON......ceiiieeceee e 42
B5.1.4.7. CRECK _BOML ..ottt a e e e e e e e e aaaaaaaes 43
L0 O 8 TR o 1Yl Q= 1 1 USSR 43
5.1.4.9. ChECK MIN ..t a e 43
5.1.4.10. ChECK _VIY. .ot e e 43
B.1411. truSt @ULN..ccociieeee e 43
L0 O B o 1 = o 1= o | PP 43
L0 O e TR 1 == - T PP 43
LN S « S o o PP TP OUTPPPEUPTRP 43
B5.1.4.15. SIV_fEALUIES.....ciiiieeeeeeee et as 43
Lo G T 1V 1 TP U U PT PR 44
5.1.4.17. tls_srv_featuremd tls_cClt_features........cccoeeeeviiiiiin 44
5.1.4.18. AULNINTOL.....eeeeieeee e e e 45
LT R S R R o [ U= 1T 1 o 11| o PP P PP TP PP 45
5.1.4.20. QIrEEL PAUSE....eetiitettttttiaaa e e e e e e e e e e e e e e et et e ettt eeae et tesbe b et b e e e e e e e e e e e e aaaaaaaas 46

5,15, TPOMAIIEIS ..ttt e e e e e ettt et e e e e e e e e s et naeeeeaaaaeas 46

5.2, D DEfINE IMACTO. ...ceiiiiieeeiee ittt e e e e e ettt e e e e e e e e s e nbbbbeereeeaaaeeeesaannns 46
5.3. Cand F — DEfiN@ CIaSSES.....uuettiiiiiiiiiiititte ettt e e e e e e e e eanbbeee s 53
5.4, M—DefiNE MAIIET ...t e e e e e e e e e e e e e e e e aneees 55
5.5, H—DefiN@ HEAUET ... ..ttt e e et e e e e e e e e e e e e s aannees 60
N T @ T =) A @ 1o 1o TP EPT TR 61
5.7. P— Precedence DefiNitiONS....... ..ot e e e e e e 79
5.8. V— Configuration Version DE] ... 80
5.9. K— KeY FIE DECIArAtION.....cciiiiiiiiiiiiiitee ettt e e e e e e e e anb e e eeeeas 81
5.10. Q— Queue Group DECIArAtION......cciiiie ittt a e e e e 89
5.11. X— Mail Filter (Milter) DefinitioNS ..........coiiiiiiiiiiiieiie e 20
5.12. ThelUser Database...........uueeiiiiiiiiiiii e e e e 91

5.12.1. Structuref the USer database..........coooiiiiiiiiiiiiiiie e 91

5.12.2. Usedatabase SEMANTICS...........uuuiiiiiiiiiaiiiii ittt e e e e e e e eeeeeeeas 92

5.12.3. Creatinghe databag@ ..............cccceoeeeeveveeeeeeeeeeeee e en e eeeaen 92

OTHER CONFIGURATON ..eiiiiiiiiieee ettt e e e e e s ss st et e e ee e e s s s snnannaeaeeeeaeaeeeessannnssnseneneees 93

6.1. Rarameters in dB00IS/OS/BOSCT .....uvviiiiiiiiie e 93
6.1.1. FOF FULUIE REICASES.........c ittt ettt e e e e r e e e e e e e e s e reeeneeaees 94

6.2. Rarameters in sendmail/CoNf.hl.........oooiiiiiiic e ————— 94

6.3. Configurationin SeNdMAIl/CONT.C.....couviiiiiiii e 96
6.3.1. Built-inHeader SEMAaNtiCS........cooviiiieiiiiiieie e e e e e e e e e e e e e e nnenes 97
6.3.2. RestrictindgJse Of EMAIl........c..oooiiiiiiiiiie e 98

6.3.3. Nav Database Map ClasSES........cccoiiiiiiiiiiiiie et 99



SMM:08-6 Sendmaillnstallation and Operation Guide

6.3.4. QUEUEINEFUNCLION ....uuiiiiiiiiiee ittt e e e et e e e e e e e e e e s e bbb e e e e e e aaeeeeaeannneeeeees Q9
6.3.5. Refusingncoming SMTP CONNECHONS.........cccuuiiiiiiiiieaee e 100
6.3.6. LoadAverage COMPULATION ... ....c.uueeiiiiieeiaeee ettt e e e e e e e e e et e e e e e e e e e e e s enenbeeneees 100
6.4. Configurationn sendmail/daemON.C..........cccuuiiiiiiiii e 100
ST B Y PP PR T OTRP PP 101
B.5.1. LDAP RECUISION. ... .utiiiieiitieite ettt e e sttt e ettt e e st e e s st e e s e e e s e b e e e s anbne e e e e nnnnes 101
I I I = 1o ] ][ PP PUT TP PRPT 101
B.6. STARTTLLS ...ttt ettt ettt st et e e e b e e sk b e e e bt e e ek be e e shbe e e abbe e e aabeeeesbeaesnbeeesnneaeas 102
6.6.1. Certificatefor STARTTLS .....ooiiiiiiiiie et 102
6.6.2. PRNGOr STARTTLS ..oiiiiiiiiiiiie ittt ettt ettt st e st e e nbe e e st e e s nnbe e e 102
6.7. Encodingf STARTTLS and AUTH related MacCroS..........cccooiiiiiiiiiiiiiiiiiiiee i 103
7. ACKNOWLEDGEMENTS ..ottt ettt ettt ettt st e ettt e e st e e e sibe e e sabe e e sabe e e sabeeesnneeas 103
Appendix A. COMMAND LINE FLAGS .. ..ottt ettt st nnes 105
Appendix B. QUEUE FILE FORMATS ..ottt ettt sttt sine e sneee e 108

Appendix C. SUMMAR OF SUPPOR FILES ..o 111



